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* * * First Change * * * *

[bookmark: _Toc153887934][bookmark: _Hlk151372987]5.5.3.3.2	Error message formatting by the Roaming Intermediary
If a Roaming Intermediary needs to generate an N32-f related error message upon receiving an N32-f response, the Roaming Intermediary shall construct a new N32-f request as defined in clause 5.3.2.3 for a SEPP with the following modifications:
-	the DataToIntegrityProtectBlock (see Table 6.2.5.2.2-1) shall only contain the MetaData with the N32fContextId and messageId of the N32-f response message for which an error was detected.
-	the patch instructions in the modificationBlock (see Table 6.2.5.2.2-1) shall be based on an  DataToIntegrityProtectBlock only containing the MetaData with the N32fContextId and messageId. 
-	the modifications in the "modificationsBlock" shall result in encoding a N32-c request for N32-f Error Reporting, i.e. it shall contain patch instructions: 
-	adding the requestLine to form an HTTP POST request "{n32c-apiRoot}/n32c-handshake/v1/n32f-error"; 
-	adding headers, if applicable; and
-	adding the payload that shall be the content of the N32-f Error Reporting Request, i.e N32fErrorInfo.
Editor's note: It is FFS how the Roaming Intermediary sets / knows the apiRoot of the N32-c Handshake API of the pSEPP.
-	the modificationBlock shall contain the JWS signature of the Roaming Intermediary. 
Editor's note: The definition of the error message and related data types are FFS.
The Roaming Intermediary shall then send its N32-f request towards the pSEPP, possibly via another intermediate Roaming Intermediary.
Editor's note: Further details on how to format the N32-f request for error reporting are FFS.

[bookmark: _Toc153887936]* * * Next Change * * * *
5.5.3.4.1	Applicative error originated by Roaming Intermediary via N32-f


Figure 5.5.3.4.1-1: Applicative (i.e. SBI related) error originated by Roaming Intermediary via N32-f
1.	The c-SEPP receives a service request (HTTP request) message from cNF.
2.	The c-SEPP sends an N32-f request using PRINS security (i.e. JOSE protected message) to forward the service request message to the p-SEPP.
3.	The Roaming Intermediary detects an applicative error within the service request encapsulated in the N32-f request, e.g. the UE registration needs to be rejected on behalf of the involved PLMNs. The Roaming Intermediary responds back with a successful N32-f response encapsulating a service error response instead of forwarding the N32-f request to the p-SEPP, as defined in clause 5.5.3.2. 
4.	The c-SEPP forwards the service error response towards the cNF. 
[bookmark: _Toc153887937]* * * Next Change * * * *
5.5.3.4.2	Error message formatting by the Roaming Intermediary
If a Roaming Intermediary needs to generate a service error message upon receiving an N32-f request, the Roaming Intermediary shall construct a service error response (to be sent within a successful N32-f response) as defined in clause 5.3.2.3 for a SEPP with the following modifications:
-	the DataToIntegrityProtectBlock (see Table 6.2.5.2.23-1) shall only contain metadata with N32-f message ID and N32-f context ID of the N32-f request message;
-	the patch instructions in the modificationBlock (see Table 6.2.5.2.23-1) shall be based on anthe intermediary originated DataToIntegrityProtectBlock only containing the MetaData with the N32-f message ID and N32-f context ID. 
-	the modifications in the "modificationsBlock" shall result in encoding the service error response, i.e. it shall contain patch instructions; 
-	adding the statusLine to form the desired service error response (e.g. 403 Forbidden response); 
-	adding SBI headers, if applicable; and
-	adding the payload that shall be the content of the service error response (e.g. ProblemDetails with the reason why the registration request is rejected);
-	the modificationBlock shall contain the JWS signature of the Roaming Intermediary. 
Editor's note: The definition of the error message and related data types are FFS.
The Roaming Intermediary shall then send its N32-f response towards the c-SEPP, possibly via another intermediate Roaming Intermediary, encapsulating the service error response.
Editor's note: Further details on how to format the service error response are FFS. 
Editor's note: Roaming Intermediary originated error message e.g. to terminate a session is FFS.
[bookmark: _Toc24986404][bookmark: _Toc34205832][bookmark: _Toc39062016][bookmark: _Toc43277258][bookmark: _Toc49847588][bookmark: _Toc56419569][bookmark: _Toc112683377][bookmark: _Toc153888024]* * * Next Change * * * *
6.2.5.2.2	Type: N32fReformattedReqMsg
Table 6.2.5.2.2-1: Definition of type N32fReformattedReqMsg
	Attribute name
	Data type
	P
	Cardinality
	Description

	reformattedData
	FlatJweJson
	M
	1
	This IE shall contain the integrity protected reformatted block as well as the ciphered part of the reformatted block of the HTTP/2 request message sent between NF service producer and consumer.

The SEPP shall reformat the HTTP/2 request message as:
[bookmark: _PERM_MCCTEMPBM_CRPT51080057___2]- The part of original HTTP/2 request message headers and the content that needs to be only integrity protected is first reformatted into "DataToIntegrityProtectBlock" and then fed as input for the "aad" parameter of the FlatJweJson after subjecting to BASE64URL encoding.
The part of the original HTTP/2 request message headers and content that require integrity protection and ciphering is first reformatted into "DataToIntegrityProtectAndCipherBlock" and then fed as input for JWE ciphering and the JWE ciphered block is then BASE64URL encoded and set into the "ciphertext" parameter of the FlatJweJson. 

	modificationsBlock
	array(FlatJwsJson)
	C
	1..N
	This IE shall be included if the IPXes or Roaming Intermediaries on path are allowed to apply modification policies and if they have any specific modification to be applied on the message contained in the DataToIntegrityProtectBlock.
This IE shall also be included if a Roaming Intermediary on the path originates a N32-f Request (see clause 5.5.3).



* * * Next Change * * * *

[bookmark: _Toc24986405][bookmark: _Toc34205833][bookmark: _Toc39062017][bookmark: _Toc43277259][bookmark: _Toc49847589][bookmark: _Toc56419570][bookmark: _Toc112683378][bookmark: _Toc153888025]6.2.5.2.3	Type: N32fReformattedRspMsg
Table 6.2.5.2.3-1: Definition of type N32fReformattedRspMsg
	Attribute name
	Data type
	P
	Cardinality
	Description

	[bookmark: _PERM_MCCTEMPBM_CRPT51080059___2]reformattedData
	FlatJweJson
	M
	1
	This IE shall contain the integrity protected reformatted block as well as the ciphered part of the reformatted block of the HTTP/2 response message sent between NF service producer and consumer.

The SEPP shall reformat the HTTP/2 response message as:
- The part of original HTTP/2 response message headers and the content that needs to be only integrity protected is first reformatted into "DataToIntegrityProtectBlock" and then fed as input for the "aad" parameter of the FlatJweJson after subjecting to BASE64URL encoding.
- The part of the original HTTP/2 response message headers and content that require integrity protection and ciphering is first reformatted into "DataToIntegrityProtectAndCipherBlock" and then fed as input for JWE ciphering and the JWE ciphered block is then BASE64URL encoded and set into the "ciphertext" parameter of the FlatJweJson.

	modificationsBlock
	array(FlatJwsJson)
	C
	1..N
	This IE shall be included if the IPXes or the Roaming Intermediaries on path are allowed to apply modification policies and if they have any specific modification to be applied on the message contained in the DataToIntegrityProtectBlock.
This IE shall also be included if a Roaming Intermediary on the path originates an N32-f Response (see clause 5.5.3).



* * * Next Change * * * *

[bookmark: _Toc24986407][bookmark: _Toc34205835][bookmark: _Toc39062019][bookmark: _Toc43277261][bookmark: _Toc49847591][bookmark: _Toc56419572][bookmark: _Toc112683380][bookmark: _Toc153888027]6.2.5.2.5	Type: DataToIntegrityProtectBlock
Table 6.2.5.2.5-1: Definition of type DataToIntegrityProtectBlock
	Attribute name
	Data type
	P
	Cardinality
	Description

	metaData
	MetaData
	C
	0..1
	This IE shall be included if the SEPP encodes additional information for replay protection. When present this IE shall contain the meta data information needed for replay protection.
This IE shall also be included if the Roaming Intermediary originates a N32-f Request or an N32-f Response (see clause 5.5.3)

	requestLine
	RequestLine
	C
	1
	This IE shall be included when a JOSE protected API "request" is forwarded over N32-f. When present, this IE shall contain the request line of the HTTP API request being reformatted and forwarded over N32-f.

	statusLine
	string
	C
	0..1
	This IE shall be included when a JOSE protected API "response" is forwarded over N32-f. When present, this IE shall contain the status line of the HTTP API response being reformatted and forwarded over N32-f.

	headers
	array(HttpHeader)
	C
	1..N
	This IE shall be included when a JOSE protected API request / response contains HTTP headers. When present this IE shall contain the encoding of HTTP headers in the API request / response.

	payload
	array(HttpPayload)
	C
	1..N
	This IE shall be included when a JOSE protected API request / response contains JSON content that needs to be sent in clear text. When present this IE shall contain the encoding of JSON content in the API request / response.



* * * Next Change * * * *

[bookmark: _Toc24986408][bookmark: _Toc34205836][bookmark: _Toc39062020][bookmark: _Toc43277262][bookmark: _Toc49847592][bookmark: _Toc56419573][bookmark: _Toc112683381][bookmark: _Toc153888028]6.2.5.2.6	Type: RequestLine
Table 6.2.5.2.6-1: Definition of type RequestLine
	Attribute name
	Data type
	P
	Cardinality
	Description

	method
	HttpMethod
	M
	1
	This IE shall contain the HTTP method of the API invoked by the NF service consumer / producer behind the SEPP towards its peer NF service in the other PLMN HTTP request encapsulated in the N32-f Request. 

	scheme
	UriScheme
	M
	1
	This IE shall contain the HTTP scheme of the API.

	authority
	string
	M
	1
	This IE shall contain the authority part of the URI of the API being invoked.

	path
	string
	M
	1
	This IE shall contain the path part of the URI of the API being invoked.

	protocolVersion
	string
	M
	1
	This IE shall contain the HTTP protocol version. The version shall be 2 in this release of this specification.

	queryFragment
	string
	C
	0..1
	This IE shall contain the query fragment part of the API, if available.



* * * Next Change * * * *

[bookmark: _Toc24986411][bookmark: _Toc34205839][bookmark: _Toc39062023][bookmark: _Toc43277265][bookmark: _Toc49847595][bookmark: _Toc56419576][bookmark: _Toc112683384][bookmark: _Toc153888031]6.2.5.2.9	Type: MetaData
Table 6.2.5.2.9-1: Definition of type MetaData
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the n32fContextId of the SEPP receiving the message, which is exchanged between the SEPPs during the parameter exchange procedure (see clause 5.2.3).

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".


	messageId
	string
	M
	1
	This IE identifies a particular request that is transformed by the SEPP. The value of this IE shall be encoded in hexadecimal representation of a 64 bit integer. This identifier is used in the N32-f error reporting procedure as specified in clause 6.1.4.5.

Pattern: ^[a-fA-F0-9]{1, 16}$

	authorizedIpxId
	string
	M
	1
	This IE identifies the first hop IPX or the Roaming Intermediary that is authorized to insert modifications block. The identifier of the IPX shall be an FQDN. When there is no IPX that's authorized to update, the value of this IE is set to the string "NULL".
This IE shall be set to the empty string "", if the Roaming Intermediary originates a message a message as defined in clause 5.5.3.



* * * Next Change * * * *

[bookmark: _Toc24986412][bookmark: _Toc34205840][bookmark: _Toc39062024][bookmark: _Toc43277266][bookmark: _Toc49847596][bookmark: _Toc56419577][bookmark: _Toc112683385][bookmark: _Toc153888032]6.2.5.2.10	Type: Modifications
Table 6.2.5.2.10-1: Definition of type Modifications
	Attribute name
	Data type
	P
	Cardinality
	Description

	operations
	array(PatchItem)
	C
	1..N
	This IE shall be included if an intermediary IPX inserts modification instructions on the JSON data carried in the "DataToIntegrityProtectBlock" part of the N32-f forwarded message. For the first modifications entry, this IE shall not be included, since the first entry is inserted by the SEPP.
This IE shall also be included if a Roaming Intermediary originates a message as defined in clause 5.5.3.

	identity
	Fqdn
	M
	1
	This IE shall contain the identity of the entity inserting the modifications entry. The identity shall be encoded in the form of an URI.

	tag
	string
	C
	0..1
	This IE shall be present when the JWE Authentication Tag value is non-empty as specified in IETF RFC 7515 [16]. When present, this IE shall contain the BASE64URL(JWE Authentication Tag).



* * * End of Changes * * * *
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