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	Reason for change:
	SA3 has enhanced PAnF function to support UE-to-UE relay related procedures, as specified in clause 4.2.1.3 of TS 33.503:

"In addition to the architectural reference model specified in TS 23.304 [2], the architectural reference model shall support the functional entity Prose Anchor Function (PAnF) which is the logical function handling network related actions required for the key management and the security material for establishing a secure PC5 communication link between a 5G ProSe Remote UE and 5G ProSe UE-to-Network Relay over Control Plane, and for establishing a secure PC5 communication link between a 5G ProSe End UE and a 5G ProSe UE-to-UE Relay over Control Plane.
The PAnF shall store the Prose context info (i.e. SUPI, RSC, CP-PRUK, CP-PRUK ID) for a 5G ProSe Remote UE and the Prose context info for a 5G Prose End UE."

It reuses the exising Control Plane based procedures for UE-to-Network relay, as specified in clause 6.6.3.1 of TS 33.503:

"The User Plane (UP) based procedures as specified in clause 6.3.3.2 and the Control Plane (CP) based procedures as specified in clause 6.3.3.3 are used to provide authentication, authorisation and security establishment between the 5G ProSe Layer-3 UE-to-UE Relay and Source End UE with the following modification:
-	The Remote UE is replaced by the Source End UE.
-	The UE-to-Network Relay is replaced by the UE-to-UE Relay.
The User Plane (UP) based procedures as specified in clause 6.3.3.2 and the Control Plane (CP) based procedures as specified in clause 6.3.3.3 are used to provide authentication, authorisation and security establishment between the 5G ProSe Layer-3 UE-to-UE Relay and the Target End UE with the following modification:
-	The Remote UE is replaced by the Target End UE.
-	The UE-to-Network Relay is replaced by the UE-to-UE Relay."

This CR proposes to update the specification to meet above requirements.
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* * * First Change * * * *
[bookmark: _Toc67903500][bookmark: _Toc35971376][bookmark: _Toc510696584][bookmark: _Toc112771034][bookmark: _Toc122090139][bookmark: _Toc138349385][bookmark: _Toc145952364]4	Overview
The Prose Anchor Function (PAnF) is the network entity in the 5G Core Network (5GC) supporting security procedure over Control Plane for the 5G ProSe UE-to-Network relay and UE-to-UE relay as specified in 3GPP TS 33.503 [14]. Within the 5GC, the PAnF offers services to the AUSF via the Npanf service based interface.
Figure 4-1 provides the reference model (in service based interface representation and in reference point representation), with focus on the PAnF:



Figure 4-1: Reference model – PAnF
The PAnF supports the following functionalities:
-	Storage and retrieval of ProSe context information of the 5G ProSe Remote UE and 5G ProSe End UE;
-	Checking whether the 5G ProSe Remote UE is authorized to use the UE-to-Network Relay service and the 5G ProSe End UE is authorized to use the UE-to-UE Relay service;.
-	Resolving the ProSe Remote User ID to SUPI.
* * * Next Change * * * *
[bookmark: _Toc67903504][bookmark: _Toc35971380][bookmark: _Toc510696588][bookmark: _Toc112771038][bookmark: _Toc122090143][bookmark: _Toc138349389][bookmark: _Toc145952368]5.2.1	Service Description
The Npanf_ProseKey service enables an NF to request the PAnF to store the ProSe context information for a 5G ProSe Remote UE or a 5G ProSe End UE or to request CP-PRUK from the PAnF. The following are the key functionalities of this NF service.
-	Store the Prose ProSe context information;
-	Retrieve the Prose ProSe Key.
* * * Next Change * * * *
[bookmark: _Toc67903508][bookmark: _Toc35971384][bookmark: _Toc510696592][bookmark: _Toc112771042][bookmark: _Toc122090147][bookmark: _Toc138349393][bookmark: _Toc145952372]5.2.2.2.1	General
The Register service operation is invoked by a NF Service Consumer to request the PAnF to store the ProSe context information for a 5G ProSe Remote UE or a 5G ProSe End UE.
The Register service operation is used during the following procedure:
-	PC5 security establishment for 5G ProSe UE-to-Network relay communication over Control Plane (see 3GPP TS 33.503 [14], clause 6.3.3.3.2)
The NF Service Consumer (i.e. AUSF) shall request the PAnF to store the ProSe context information for a 5G ProSe Remote UE or a 5G ProSe End UE as shown in Figure 5.2.2.2.1-1


Figure 5.2.2.2.1-1: Prose Keys registration
1.	The NF service consumer (e.g. AUSF) sends a POST request to the resource representing the Prose Context Info for a 5G ProSe Remote UE or a 5G ProSe End UE.
2a.	On success, the PAnF responds with "204 No Content".
2b.	If the user does not exist, HTTP status code "404 Not Found" shall be returned including additional error information in the response body (in the "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
* * * Next Change * * * *
[bookmark: _Toc112771067][bookmark: _Toc67903547][bookmark: _Toc35971431][bookmark: _Toc510696636][bookmark: _Toc122090172][bookmark: _Toc138349424][bookmark: _Toc145952403]6.1.6.2.2	Type: ProseContextInfo
Table 6.1.6.2.2-1: Definition of type ProseContextInfo
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	supi
	Supi
	M
	1
	The SUPI of the UE
	

	5gPrukId
	5GPrukId
	M
	1
	This IE shall indicate the CP-PRUK ID of the 5G ProSe Remote UE or the 5G ProSe End UE.

	

	5gPruk
	5GPruk
	M
	1
	This IE shall indicate the CP-PRUK of the 5G ProSe Remote UE or the 5G ProSe End UE.
	

	relayServiceCode
	RelayServiceCode
	M
	1
	This IE shall indicate the Relay Service Code from the 5G ProSe Remote UE or the 5G ProSe End UE.
	



* * * Next Change * * * *
[bookmark: _Toc112771068][bookmark: _Toc67903548][bookmark: _Toc35971432][bookmark: _Toc510696637][bookmark: _Toc122090173][bookmark: _Toc138349425][bookmark: _Toc145952404]6.1.6.2.3	Type: ProseKeyRequest
Table 6.1.6.2.3-1: Definition of type ProseKeyRequest
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	5gPrukId
	5GPrukId
	M
	1
	This IE shall indicate the CP-PRUK ID of the 5G ProSe Remote UE or the 5G ProSe End UE.

	

	relayServiceCode
	RelayServiceCode
	M
	1
	This IE shall indicate the Relay Service Code from the 5G ProSe Remote UE or the 5G ProSe End UE.
	


[bookmark: _Toc112771069]
* * * Next Change * * * *
[bookmark: _Toc122090174][bookmark: _Toc138349426][bookmark: _Toc145952405]6.1.6.2.4	Type: ProseKeyResponse
Table 6.1.6.2.4-1: Definition of type ProseKeyResponse
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	5gPruk
	5GPruk
	M
	1
	This IE shall indicate the CP-PRUK of the 5G ProSe Remote UE or the 5G ProSe End UE.
	




* * * End of Changes * * * *


image1.emf
AUSF

PAnF

Npc11

Npanf

SMF

Npc14


oleObject1.bin
AUSF


PAnF



image2.emf
NF service 

consumer

PAnF

1. POST«/prose-keys/register (ProseContextInfo)

2a. 204 No Content

2b. 404 Not Found


oleObject2.bin
NF service consumer


PAnF


1. POST…/prose-keys/register (ProseContextInfo)


2a. 204 No Content
2b. 404 Not Found



