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[bookmark: _Toc145953027][bookmark: _Toc122090680][bookmark: _Toc35971377][bookmark: _Toc510696585][bookmark: _Toc145953033][bookmark: _Toc122090686][bookmark: _Toc98142546][bookmark: _Toc130845028][bookmark: _Toc122015865][bookmark: _Toc51922808][bookmark: _Toc51922389][bookmark: _Toc45030029][bookmark: _Toc35935809][bookmark: _Toc34804238][bookmark: _Toc26202523][bookmark: _Toc18853083][bookmark: _Toc22141074][bookmark: _Toc22624276][bookmark: _Toc26202337]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 33.503: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)".
[5]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[6]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[7]	OpenAPI : "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[8]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[9]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[10]	IETF RFC 7807: "Problem Details for HTTP APIs".
[11]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[12]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[13]	3GPP TS 29.510: "Network Function Repository Services; Stage 3".
[14]	3GPP TR 21.900: "Technical Specification Group working methods".
[15]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[16]	3GPP TS 24.554: "Proximity-services (ProSe) in 5G System (5GS) protocol aspects; Stage 3".
[17]	3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".
[18]	3GPP TS 29.509: "5G System; Authentication Server Services; Stage 3".
[a]	3GPP TS 29.555: "Inter-5G Direct Discovery Name Management Function (DDNMF) signalling aspects; Stage 3".

 * * * Next Change * * * *
5	Services offered by the 5G PKMF
[bookmark: _Toc145953034][bookmark: _Toc122090687][bookmark: _Toc98142547][bookmark: _Toc35971378][bookmark: _Toc510696586]5.1	Introduction
The table 5.1-1 shows the PKMF Services and PKMF Service Operations:
Table 5.1-1: List of 5G PKMF Services
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Npkmf_PKMFKeyRequest
	ProseKey
	Request/Response
	PKMF

	Npkmf_ResolveRemoteUserId
	Retrieve
	Request/Response
	SMF, 5G PKMF

	Npkmf_Discovery
	AnnounceAuthorize
	Request/Response
	5G PKMF

	
	MonitorKey
	Request/Response
	5G PKMF

	
	DiscoveryKey
	Request/Response
	5G PKMF



Table 5.1-2 summarizes the corresponding APIs defined for this specification.
Table 5.1-2: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	Npkmf_PKMFKeyRequest
	6.1
	PKMF Key Request Service
	TS29559_Npkmf_PKMFKeyRequest.yaml
	npkmf-keyrequest
	A.2

	Npkmf_ResolveRemoteUserId
	6.2
	PKMF Resolve Remote User ID Service
	TS29559_Npkmf_UserId.yaml
	npkmf-userid
	A.3

	Npkmf_Discovery
	6.y
	PKMF Discovery Service
	TS29559_Npkmf_Discovery.yaml
	npkmf-disc
	A.3



 * * * Next Change * * * *
[bookmark: _Toc145953035][bookmark: _Toc122090688][bookmark: _Toc98142548][bookmark: _Toc35971379][bookmark: _Toc510696587]5.x	Npkmf_ Discovery Service
[bookmark: _Toc145953036][bookmark: _Toc122090689][bookmark: _Toc98142549][bookmark: _Toc35971380][bookmark: _Toc510696588]5.x.1	Service Description
This service enables an NF (i.e. another 5G PKMF in another PLMN) to request authorization information. The following are the key functionalities of this NF service.
-	Provide the authorization from the 5G PKMF for announcing in the PLMN
[bookmark: _Toc145953037][bookmark: _Toc122090690][bookmark: _Toc98142550][bookmark: _Toc35971381][bookmark: _Toc510696589]-	Provide the discovery key from the 5G PKMF for monitoring in the PLMN
-	Provide the discovery key from the 5G PKMF for a discoverer UE in the PLMN to operate Model B restricted discovery
5.x.2	Service Operations
[bookmark: _Toc145953038][bookmark: _Toc122090691][bookmark: _Toc98142551][bookmark: _Toc35971382][bookmark: _Toc510696590]5.x.2.1	Introduction
[bookmark: _Toc35971383][bookmark: _Toc510696591][bookmark: _Toc145953039][bookmark: _Toc122090692][bookmark: _Toc98142552]The Npkmf_Discovery service supports following service operations:
- AnnounceAuthorize
- MonitorKey
- DiscoveryKey

 * * * Next Change * * * *
[bookmark: _Toc145953048][bookmark: _Toc122090695][bookmark: _Toc98142557][bookmark: _Toc35971390][bookmark: _Toc510696598]6.y	Npkmf_Discovery Service API
[bookmark: _Toc145953049][bookmark: _Toc122090696][bookmark: _Toc98142558][bookmark: _Toc35971391][bookmark: _Toc510696599]6.y.1	Introduction
[bookmark: _Toc510696600]The Npkmf_Discovery shall use the Npkmf_Discovery API.
The API URI of the Npkmf_Discovery API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URIs used in HTTP requests from the NF service consumer towards the NF service producer shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [6], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [6].
-	The <apiName> shall be "npkmf-discovery".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.y.3.
[bookmark: _Toc145953050][bookmark: _Toc122090697][bookmark: _Toc98142559][bookmark: _Toc35971392]6.y.2	Usage of HTTP
[bookmark: _Toc145953051][bookmark: _Toc122090698][bookmark: _Toc98142560][bookmark: _Toc35971393][bookmark: _Toc510696601]6.y.2.1	General
[bookmark: _Toc510696602]HTTP/2, IETF RFC 7540 [8], shall be used as specified in clause 5 of 3GPP TS 29.500 [5].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [5].
The OpenAPI [7] specification of HTTP messages and content bodies for the Npkmf_Discovery API is contained in Annex A.
[bookmark: _Toc145953052][bookmark: _Toc122090699][bookmark: _Toc98142561][bookmark: _Toc35971394]6.y.2.2	HTTP standard headers
[bookmark: _Toc145953053][bookmark: _Toc122090700][bookmark: _Toc98142562][bookmark: _Toc35971395][bookmark: _Toc510696603]6.y.2.2.1	General
[bookmark: _Toc510696604]See clause 5.2.2 of 3GPP TS 29.500 [5] for the usage of HTTP standard headers.
[bookmark: _Toc145953054][bookmark: _Toc122090701][bookmark: _Toc98142563][bookmark: _Toc35971396]6.y.2.2.2	Content type
[bookmark: _Toc510696605]JSON, IETF RFC 8259 [9], shall be used as content type of the HTTP bodies specified in the present specification as specified in clause 5.4 of 3GPP TS 29.500 [5]. The use of the JSON format shall be signalled by the content type "application/json".
[bookmark: _Hlk525213471][bookmark: _Hlk525213025]"Problem Details" JSON object shall be used to indicate additional details of the error in a HTTP response body and shall be signalled by the content type "application/problem+json", as defined in IETF RFC 7807 [10].
[bookmark: _Toc145953055][bookmark: _Toc122090702][bookmark: _Toc98142564][bookmark: _Toc35971397]6.y.2.3	HTTP custom headers
[bookmark: _Toc510696606][bookmark: _Toc492974840][bookmark: _Toc492973142][bookmark: _Toc492972922][bookmark: _Toc492967834][bookmark: _Toc492900032][bookmark: _Toc492899753][bookmark: _Toc489605322]The mandatory HTTP custom header fields specified in clause 5.2.3.2 of 3GPP TS 29.500 [5] shall be applicable, and the optional HTTP custom header fields specified in clause 5.2.3.3 of 3GPP TS 29.500 [5] may be supported.
[bookmark: _Toc145953056][bookmark: _Toc122090703][bookmark: _Toc98142565][bookmark: _Toc35971398][bookmark: _Toc510696607]6.y.3	Resources
[bookmark: _Toc145953057][bookmark: _Toc122090704][bookmark: _Toc98142566][bookmark: _Toc35971399][bookmark: _Toc510696608]6.y.3.1	Overview
This clause describes the structure for the Resource URIs and the resources and methods used for the service.
Figure 6.y.3.1-1 describes the resource URI structure of the Npkmf_Discovery API.



Figure 6.y.3.1-1: Resource URI structure of the Npkmf_Discovery API
Table 6.y.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.y.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	AnnounceAuthorize
	/{ueId}/announce-authorize/{userInfoId}
	PUT
	Obtain the authorization from the 5G PKMF for announcing in the PLMN

	MonitorKey
	/{ueId}/monitor-key/{userInfoId}
	PUT
	Obtain the discovery key from the 5G PKMF for monitoring in the PLMN

	DiscoveryKey
	/{ueId}/discovery-key/{userInfoId}
	PUT
	Obtain the discovery key from the 5G PKMF for a discoverer UE in the PLMN to operate Model B restricted discovery



[bookmark: _Toc145953062][bookmark: _Toc122090709][bookmark: _Toc98142573][bookmark: _Toc35971406][bookmark: _Toc510696615]
 * * * Next Change * * * *
[bookmark: _Toc145953067][bookmark: _Toc122090714][bookmark: _Toc98142578][bookmark: _Toc35971413][bookmark: _Toc510696622]6.y.4	Custom Operations without associated resources
There is no custom operation without associated resources supported in Npkmf_Discovery Service.
[bookmark: _Toc145953068][bookmark: _Toc122090715][bookmark: _Toc98142584][bookmark: _Toc35971419][bookmark: _Toc510696628]6.y.5	Notifications
There is no notification defined for Npkmf_Discovery service.
[bookmark: _Toc145953069][bookmark: _Toc122090716]6.y.6	Data Model
[bookmark: _Toc145953070][bookmark: _Toc122090717][bookmark: _Toc98142592][bookmark: _Toc35971428][bookmark: _Toc510696633]6.y.6.1	General
This clause specifies the application data model supported by the API.
Table 6.y.6.1-1 specifies the data types defined for the Npkmf_Discovery service based interface protocol.
Table 6.y.6.1-1: Npkmf_Discovery specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	AnnounceAuthReqData
	6.y.6.2.2
	Represents Data used to request the authorization to announce for a UE
	

	MonitorKeyReqData
	6.y.6.2.3
	Represents Data used to request the discovery key data to monitor for a UE
	

	MonitorKeyRespData
	6.y.6.2.4
	Represents the obtained Monitor discovery key data for a UE
	

	DiscoveryKeyReqData
	6.y.6.2.5
	Represents Data used to request the discovery key data for a discoverer UE
	

	DiscoveryKeyRespData
	6.y.6.2.6
	Represents the obtained the discovery key data for a discoverer UE.
	

	DiscSecMaterials
	6.y.6.2.7
	Represents the discovery security materials
	

	ueSecurityCapability
	6.y.6.3
	PC5 UE security capability
	

	chosenPc5CipheringAlgorithm
	6.y.6.3
	The chosen PC5 ciphering algorithm
	

	Duik
	6.y.6.3
	Discovery User Integrity Key
	



Table 6.y.6.1-2 specifies data types re-used by the Npkmf_Discovery service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Npkmf_Discovery service based interface.
Table 6.y.6.1-2: Npkmf_Discovery re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	VarUeId
	3GPP TS 29.571 [15]
	String represents the SUPI or GPSI.
	

	RelayServiceCode
	3GPP TS 29.571 [15]
	Relay Service Code
	

	ProseRestrictedCode
	3GPP TS 29.555 [a]
	Prose Restricted Code
	



[bookmark: _Toc145953071][bookmark: _Toc122090718][bookmark: _Toc98142593][bookmark: _Toc35971429][bookmark: _Toc510696634]6.y.6.2	Structured data types
[bookmark: _Toc145953072][bookmark: _Toc122090719][bookmark: _Toc98142594][bookmark: _Toc35971430][bookmark: _Toc510696635]6.y.6.2.1	Introduction
This clause defines the structures to be used in resource representations.

 * * * Next Change * * * *
[bookmark: _Toc145953075][bookmark: _Toc122090722][bookmark: _Toc98142597][bookmark: _Toc35971433][bookmark: _Toc510696638]6.y.6.3	Simple data types and enumerations
[bookmark: _Toc145953076][bookmark: _Toc122090723][bookmark: _Toc98142598][bookmark: _Toc35971434][bookmark: _Toc510696639]6.y.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc145953077][bookmark: _Toc122090724][bookmark: _Toc98142599][bookmark: _Toc35971435][bookmark: _Toc510696640]6.y.6.3.2	Simple data types
The simple data types defined in table 6.y.6.3.2-1 shall be supported.
Table 6.y.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description
	Applicability

	UserInfoId
	string
	This IE shall indicate the User Info Id as specified in clause 11.3.39 of 3GPP TS 24.554 [16]
	

	UeSecurityCapability
	Bytes
	String with format "byte" as defined in OpenAPI Specification [7], i.e. base64-encoded characters, encoding the "UE security capability" IE as specified in clause 11.3.11 of 3GPP TS 24.554 [16] (starting from octet 1).
	

	ChosenPc5CipheringAlgorithm
	integer
	This IE shall indicate the chosen PC5 ciphering algorithm as specified in clause 11.4.2.51 of 3GPP TS 24.554 [16]
	

	Duik
	string
	This IE shall indicate the Discovery User Integrity Key as specified in clause 11.6.2.13 of 3GPP TS 24.554 [16]
	



[bookmark: _Toc145953078][bookmark: _Toc122090725][bookmark: _Toc98142602][bookmark: _Toc35971438][bookmark: _Toc510696643]6.y.6.4	Data types describing alternative data types or combinations of data types
There is no data type describing alternative data types or combinations of data types in Npkmf_Discovery Service.
[bookmark: _Toc145953079][bookmark: _Toc122090726][bookmark: _Toc98142605][bookmark: _Toc35971441][bookmark: _Toc510696646]6.y.6.5	Binary data
There is no binary data type in Npkmf_Discovery Service.
[bookmark: _Toc145953080][bookmark: _Toc122090727][bookmark: _Toc98142608][bookmark: _Toc35971443][bookmark: _Toc510696647]6.y.7	Error Handling
[bookmark: _Toc145953081][bookmark: _Toc122090728][bookmark: _Toc98142609][bookmark: _Toc35971444]6.y.7.1	General
For the Npkmf_Discovery API, HTTP error responses shall be supported as specified in clause 4.8 of 3GPP TS 29.501 [6]. Protocol errors and application errors specified in table 5.2.7.2-1 of 3GPP TS 29.500 [5] shall be supported for an HTTP method if the corresponding HTTP status codes are specified as mandatory for that HTTP method in table 5.2.7.1-1 of 3GPP TS 29.500 [5].
In addition, the requirements in the following clauses are applicable for the Npkmf_Discovery API.
[bookmark: _Toc145953082][bookmark: _Toc122090729][bookmark: _Toc98142610][bookmark: _Toc35971445]6.y.7.2	Protocol Errors
Protocol errors handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [5].
[bookmark: _Toc145953083][bookmark: _Toc122090730][bookmark: _Toc98142611][bookmark: _Toc35971446]6.y.7.3	Application Errors
The application errors defined for the Npkmf_Discovery service are listed in Table 6.y.7.3-1.
Table 6.y.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	PROSE_SERVICE_UNAUTHORIZED
	403 Forbidden
	It is used when the requested ProSe service is not authorized for this UE Identity.

	APPLICATION_NOT_FOUND
	404 Not Found
	It is used when the requested ProSe Application doesn't exist


[bookmark: _Toc35971447][bookmark: _Toc510696648][bookmark: _Toc508287269][bookmark: _Toc508285804][bookmark: _Toc493774060][bookmark: _Toc492973140][bookmark: _Toc492972920][bookmark: _Toc492967832][bookmark: _Toc492900030][bookmark: _Toc492899751]
[bookmark: _Toc145953084][bookmark: _Toc122090731][bookmark: _Toc98142612]6.y.8	Feature negotiation
The optional features in table 6.y.8-1 are defined for the Npkmf_Discovery API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [5].
Table 6.y.8-1: Supported Features
	Feature number
	Feature Name
	Description

	N/A
	
	



[bookmark: _Toc145953085][bookmark: _Toc122090732][bookmark: _Toc98142613][bookmark: _Toc35971448][bookmark: _Toc532994477][bookmark: _Hlk525137310][bookmark: _Toc510696649]6.y.9	Security
As indicated in 3GPP TS 33.501 [11] and 3GPP TS 29.500 [5], the access to the Npkmf_Discovery API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [12]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [13]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Npkmf_Discovery API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [13], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Npkmf_Discovery service.
[bookmark: _Hlk530142087]The Npkmf_Discovery API defines the following scopes "npkmf-keyrequest" for OAuth2 authorization as specified in 3GPP TS 33.501 [8]:
Table 6.y.9-1: OAuth2 scopes defined in Npanf_ProseKey API
	Scope
	Description

	"npkmf-disc"
	Access to the Npkmf_Discovery API

	"npkmf-disc:announce-authorize:modify"
	Access to modify the authorization to announce for a UE in the PLMN

	"npkmf-disc:monitor-key:modify"
	Access to modify the authorization for monitoring for an UE in the PLMN

	"npkmf-disc:discovery-authorize:modify"
	Access to modify the authorization from the 5G DDNMF for a discoverer UE in the PLMN to operate Model B restricted discovery




[bookmark: _Toc145953086][bookmark: _Toc122090733][bookmark: _Toc98142614][bookmark: _Toc85878717][bookmark: _Toc56677316][bookmark: _Toc56691839][bookmark: _Toc56699103][bookmark: _Toc75850203]6.y.10	HTTP redirection
[bookmark: tsgNames]An HTTP request may be redirected to a different 5G PKMF service instance, within the same 5G PKMF or a different 5G PKMF of an 5G PKMF set, e.g. when an 5G PKMF service instance is part of an 5G PKMF (service) set or when using indirect communications (see 3GPP TS 29.500 [5]).
An SCP that reselects a different 5G PKMF producer instance will return the NF Instance ID of the new 5G PKMF producer instance in the 3gpp-Sbi-Producer-Id header, as specified in clause 6.10.3.4 of 3GPP TS 29.500 [5].
If an 5G PKMF within an 5G PKMF set redirects a service request to a different 5G PKMF of the set using an 307 Temporary Redirect or 308 Permanent Redirect status code, the identity of the new 5G PKMF towards which the service request is redirected shall be indicated in the 3gpp-Sbi-Target-Nf-Id header of the 307 Temporary Redirect or 308 Permanent Redirect response as specified in clause 6.10.9.1 of 3GPP TS 29.500 [5].

 * * * Next Change * * * *
[bookmark: _Toc145952597][bookmark: _Toc130832019][bookmark: _Toc70925899]A.z	Npkmf_Discovery API
openapi: 3.0.0

info:
  title: Npkmf_Discovery API
  version: '1.0.0-alpha.1 '
  description: |
    Npkmf_Discovery Service.  
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.559 V17.2.0; 5G System; 5G ProSe Key Management Services; Stage 3.
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.559/

servers:
  - url: '{apiRoot}/npkmf-discovery/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
    - npkmf-discovery

paths:


components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            npkmf-disc: Access to the Npkmf_Discovery API
            npkmf-disc:announce-authorize:modify: Access to modify the authorization to announce for a UE in the PLMN
            npkmf-disc:monitor-key:modify: Access to modify the authorization for monitoring for an UE in the PLMN
            npkmf-disc:discovery-key:modify: Access to modify the authorization from the 5G DDNMF for a discoverer UE in the PLMN to operate Model B restricted discovery

  schemas:

# COMPLEX TYPES:



# SIMPLE TYPES:
    UserInfoId:
      description: Contains the User Info ID.
      type: string

    UeSecurityCapability:
      description: Contains the PC5 UE security capability.
      type: string
      format: byte

    ChosenPc5CipheringAlgorithm:
      description: Contains the chosen PC5 ciphering algorithm.
      type: integer

    Duik:
      description: Contains the Discovery User Integrity Key.
      type: string

# ENUMS:


 * * * End of Changes * * * *

image1.emf
{apiRoot}/npkmf-disc/<apiVersion>

/{ueId}

/announce-authorize

/monitor-key

/discovery-key

/{userInfoId}

/{userInfoId}

/{userInfoId}


Microsoft_Visio___1.vsdx
{apiRoot}/npkmf-disc/<apiVersion>
/{ueId}
/announce-authorize
/monitor-key
/discovery-key
/{userInfoId}
/{userInfoId}
/{userInfoId}



