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	Reason for change:
	IETF RFC 9457 ("Problem Details for HTTP APIs") obsoletes RFC 7807, which is referenced by TS 29.501.

The new RFC 9457 contains the following changes compared to RFC 7807:

1) Introduction of a registry of common problem type URIs

3GPP SBI does not define how to use the "type" attribute inside ProblemDetails.

It is simply defined as an URI reference (string), with no additional semantics. RFC 7807 (and 9457) intended this "type" attribute to be used to identify different errors belonging to a same HTTP error code.

For that, 3GPP defined the "cause" attribute, which has a similar purpose, and has never defined any specific usage for the "type" attribute.

Therefore, this change does not affect the usage of ProblemDetails in 3GPP TS's.

2) Clarification of how multiple problems should be treated

3GPP SBI APIs define a mechanism to convey multiple problems inside a same ProblemDetails: the "invalidParams" attribute allows to indicate invalid values found either in the JSON request body content, or in headers, or in URI query parameters and path segments.

The clarification added in RFC 9457 simply describes a different (but very similar) approach, using an "errors" attribute containing JSON pointers (in attribute "pointer") to the invalid values of the received request body content.

Therefore, this change does not affect the usage of ProblemDetails in 3GPP TS's.

3) Guidance for using type URIs that cannot be dereferenced

Same reasoning as in bullet 1). Given that 3GPP does not define any specific usage for the "type" attribute, no matter if the URIs included on them can be dereferenced or not, this change does not affect the usage of ProblemDetails in 3GPP TS's.

[bookmark: _Hlk146283101]In addition, in the "Media Types" registry, IANA has updated the "application/problem+json" entry (used extensively by 3GPP SBI APIs) to refer to RFC 9457.
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	Update references from RFC 7807 to RFC 9457.
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* * * First Change * * * *
[bookmark: _Toc19702409][bookmark: _Toc27751565][bookmark: _Toc35971651][bookmark: _Toc35975900][bookmark: _Toc44849352][bookmark: _Toc51852993][bookmark: _Toc51859666][bookmark: _Toc145657721]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[3]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[bookmark: _PERM_MCCTEMPBM_CRPT81200000___5][4]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[5]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[6]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[7]	IETF RFC 7396: "JSON Merge Patch".
[8]	IETF RFC 6902: "JavaScript Object Notation (JSON) Patch".
[9]	IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".
[10]	IETF RFC 5789: "PATCH Method for HTTP".
[11]	IETF RFC 8288: "Web Linking".
[bookmark: _PERM_MCCTEMPBM_CRPT81200001___5][12]	IANA: "HTTP Status Code Registry at IANA", http://www.iana.org/assignments/http-status-codes.
[13]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[14]	Fielding, Roy Thomas. Architectural Styles and the Design of Network-based Software Architectures. Doctoral dissertation, University of California, Irvine, 2000.
[15]	Erik Wilde, Cesare Pautasso, REST: From Research to Practice, Springer.
[bookmark: _PERM_MCCTEMPBM_CRPT81200002___5][16]	YAML 1.2: "YAML Ain't Markup Language", http://yaml.org.
[17]	Semantic Versioning Specification: https://semver.org.
[18]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[19]	IETF RFC 78079457: "Problem Details for HTTP APIs".
[20]	3GPP TS 29.502: "5G System; Session Management Services; Stage 3".
[21]	3GPP TS 29.509: "5G System; Authentication Server Services; Stage 3".
[22]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[23]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[24]	3GPP TS 29.573: "5G System; Public Land Mobile Network (PLMN) Interconnection;Stage 3".
[25]	3GPP TR 21.900: "Technical Specification Group working methods".
[26]	IETF RFC 5234: "Augmented BNF for Syntax Specifications: ABNF".
[27]	3GPP TS 23.003: "Numbering, addressing and identification".
[28]	3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".

[bookmark: _Toc24937552][bookmark: _Toc33962367][bookmark: _Toc42883129][bookmark: _Toc49732997][bookmark: _Toc56690618][bookmark: _Toc145945359]* * * Next Change * * * *
[bookmark: _Toc27751636][bookmark: _Toc35971722][bookmark: _Toc35975971][bookmark: _Toc44849428][bookmark: _Toc51853069][bookmark: _Toc51859742][bookmark: _Toc145657786]4.8.2	Error Response Body
When the HTTP status code is not enough for the NF/NF service acting as an HTTP client to determine the cause of the error, the NF/NF service acting as an HTTP server should provide additional application related error information, by including in the response body a representation of a "ProblemDetails" data structure according to IETF RFC 94577807 [19] that provides additional details of the error.
NOTE 1:	The response body with the "ProblemDetails" data structure does not need to be sent on a 3GPP 5GC API for a particular HTTP status code if that HTTP status code itself provides enough information of the error, or if there are security concerns disclosing detailed error information.
The definition of the general "ProblemDetails" data structure from IETF RFC 94577807 [19] is specified in clause 5.2.4.1 of 3GPP TS 29.571 [5]. The "ProblemDetails" data structure is a JSON object, as defined in IETF RFC 94577807 [19], and contains the following attributes:
a)	"type" - a URI reference according to IETF RFC 3986 [9] that identifies the problem type;
b)	"title" - a short, human-readable summary of the problem type that should not change from occurrence to occurrence of the problem;
c)	"status" - the HTTP status code for this occurrence of the problem;
d)	"detail" - a human-readable explanation specific to this occurrence of the problem; and
e)	"instance" - a URI reference that identifies the specific occurrence of the problem.
A particular API may define additional attributes that provide more information about the error.
NOTE 2:	IETF RFC 94577807 [19] allows adding of new properties in the "ProblemDetails" object.
The following additional attributes are generic extensions defined for the 3GPP 5GC APIs:
a)	"cause"- a machine-readable application error cause specific to this occurrence of the problem; and
b)	"invalidParams" - invalid parameters causing a request to be rejected.
The "cause" attribute should be included and provide application-related error information, if available. Application error causes should be defined in 5GC SBI APIs specifications, using the UPPER_WITH_UNDERSCORE case convention specified in clause 5.1.1.
EXAMPLE 1:	"OUT_OF_LADN_SA".
The "invalidParams" attribute should be used to report invalid parameters when a request is rejected due to invalid parameters.
All the application error causes supported by an API should be defined in a specific clause "Application Errors" under the "Error Handling" clause specified for the API. The application error causes that a specific service operation may respond should be further listed in the table defining the data structure supported by the response body, with the associated HTTP error status code.
To enable a SEPP or an SCP for Indirect Communications to provide error details in error responses they originate, all service operations should support returning error responses including a representation of a "ProblemDetails" data structure. If additional application specific information is required in the error responses, the API should support returning the additional applicative information as specified in clause 4.8.3. The NF/NF service that generates the HTTP response shall include in the HTTP response a "Content-Type" header field set to:
-	"application/problem+json", if the response includes a payload body containing the "ProblemDetails" (or extended ProblemDetails, see clause 4.8.3) data structure; or
-	"application/json", if the response includes a payload body containing an application-specific data structure.
NOTE 3:	Designing an error response payload body containing an application-specific data structure is discouraged for new APIs or service operations as this prevents a SEPP or an SCP when using indirect communications to include error details for errors they originate. If an API is defined with an application-specific error response body, the API also needs to support an error response body encoding a ProblemDetails object.


* * * End of Changes * * * *
