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1. Reason for Change
Protocol error handling has been defined in clause 7.4 while this was meant to be specified in clause 6. It is proposed to move the content of the protocol error handling definition to clause 6.
Protocol error handling for IE of invalid length has not been specified. It is proposed to add a new corresponding clause.
A few corrections are specified along similar corrections applied to the PFCP error handling procedures at the last CT4 meeting.
References to "upper layer" are removed since being unclear to what this refers. TS 29.585 specifies the applicative protocol between the SMF/CUC and AN-TL/CN-TL.
Different revision marks are used to show the text that was moved from clause 7.4 and changes proposed against this text.

2. Proposal
It is proposed to agree the following changes to 3GPP TS 29.585 v1.0.0.


[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc144711993]6	Handling of unknown, unforeseen, and erroneous data
Protocol error handling
[bookmark: _Toc144711994]6.1	General
Clause 6 specifies procedures for the handling of unknown, unforeseen, and erroneous data by the receiving entity. These procedures are called error handling procedures.
A protocol error is defined as a message or an Information Element received from a peer entity with an unknown type, or if it is unexpected, or if it has an erroneous content.
The term silently discarded is used in the following clauses to mean that the receiving entity's implementation shall discard such a message without further processing or that the receiving entity discards such an IE and continues processing the message. The conditions for the receiving entity to silently discard an IE are specified in the subsequent clauses.
The handling of unknown, unexpected or erroneous messages and IEs shall provide support for forward compatibility with future extensions of the protocol. Therefore, the sending entity shall be able to safely include in a message a new conditional-optional or an optional IE. Such an IE may also have a new type value. Any legacy receiving entity shall, however, silently discard such an IE and continue processing the message.
If a protocol error is detected by the receiving entity, it should log the event including the erroneous message and may include the error in a statistical counter.
For Response messages containing a rejection Cause value, see clause 7.1.3.2.
The receiving entity shall apply the error handling specified in the subsequent clauses.
If the received erroneous message is a reply to an outstanding request, the entity receiving the reply shall stop retransmissions of the related request.
[bookmark: _Toc144711995]6.2	TBDMessage of Invalid Length
If an entity receives a message, whichthat is too short to contain the respective message header, that e PDUmessage shall be silently discarded.
6.3	Unknown Message
If an entity receives a message with an unknown Message Type value, it shall silently discard the message.
6.4	Unexpected Message
If an entity receives an unexpected request message, for example a message for which the message is defined, but the direction is incorrect, then the entity shall silently discard the message and shall log an error.
If an entity receives an unexpected response message, for example a message for which there is no corresponding outstanding request, it shall discard the message and may log an error.
6.5	Missing Information Elements
An entity shall check if all mandatory IEs are present in the received Request message. If one or more mandatory information elements are missing in the received Request message, the entity should log the error and shall send a Response message with the Cause IE value set to "Mandatory IE missing" with the type of the missing mandatory IE.

An entity shall check if all mandatory IEs are present in the received Response message without a rejection Cause value. If one or more mandatory information elements are missing, the entity shall stop retransmissions of the corresponding request message and should log the error.
An entity shall check if conditional information elements are present in the received Request message, if possible (i.e. if the receiving entity has sufficient information available to check if the respective conditions were met). If one or more conditional information elements are missing, an entity should log the error and shall send a Response message with the Cause IE value set to "Conditional IE missing" together with the type of the missing conditional IE.
An entity shall check if conditional information elements are present in the received Response message without a rejection Cause value, if possible (i.e. if the receiving entity has sufficient information available to check if the respective conditions were met). If one or more conditional information elements are missing, the entity shall stop retransmissions of the corresponding Request message and should log the error.
The absence of an optional information element shall not trigger any error handling.
6.6	Semantically incorrect Information Element
The receiver of a Request message including a mandatory or a verifiable conditional information element with a semantically invalid value shall discard the request, should log the error, and shall send a response with the Cause IE value set to "Mandatory IE incorrect" together with a type and instance of the offending IE.
The receiver of a Response message including a mandatory or a verifiable conditional information element with a semantically invalid value shall stop retransmissions of the corresponding request message and should log the error.
If an entity receives an information element with a value which is shown as reserved, it shall treat that information element as invalid and should log the error. If the invalid IE is received in a Request, and it is a mandatory IE or a verifiable conditional IE, the entity shall send a response with Cause set to "Mandatory IE incorrect" together with a type and instance of the offending IE.
The use of reserved values invokes error handling; the use of spare values can be silently discarded and for IEs with spare values used, processing shall be continued ignoring the spare values.
The receiver of a signalling message including an optional information element with a value that is not in the range defined for this information element value shall discard this IE, but shall treat the rest of the message as if this IE was absent and continue processing. The receiver shall not check the content of an information element field that is defined as "spare".
All semantically incorrect optional information elements in a signalling message shall be treated as not present in the message.
6.7	Unknown or unexpected Information Element
The receiver of a message including an unexpected information element with a known Type value that is not defined for this message shall discard the IE and log an error. The receiver shall process the message.
NOTE:	An Information Element in an encoded message or grouped IE is identified by the IE Type.
6.8	Repeated Information Elements
An Information Element is repeated if there is more than one IE with the same IE Type in the scope of the message (or in the scope of the grouped IE). Such an IE is a member in a list.
If an information element is repeated in a signalling message in which repetition of the information element is not specified, only the contents of the information element appearing first shall be handled and all subsequent repetitions of the information element shall be ignored. When the number of repetitions of information elements is specified, only the contents of specified repeated information elements shall be handled and all subsequent repetitions of the information element shall be ignored.
[bookmark: _Toc19717337][bookmark: _Toc27490838][bookmark: _Toc27557131][bookmark: _Toc27724048][bookmark: _Toc36031122][bookmark: _Toc36043042][bookmark: _Toc36814367][bookmark: _Toc44689225][bookmark: _Toc44923979][bookmark: _Toc51860949][bookmark: _Toc57930720][bookmark: _Toc57931350][bookmark: _Toc138955051]6.x	Information Element of Invalid Length
An information element has an invalid length when the actual length of the IE is different from the value of the Length field in the IE header. Here, the actual length of the IE means the length of the content field of the received IE.
If a message contains more than one information elements and one or more of them have invalid length, the receiving entity may detect which of the IEs have invalid length only in the following cases:
-	If the Length value in the IE header is greater than the overall length of the message; and
-	If the invalid length IE is the last one in the message.
If a receiving entity detects information element with invalid length in a Request message, it shall send an appropriate error response with the Cause IE value set to "Invalid length" together with the type of the offending IE.


* * * Next Change * * * *
[bookmark: _Toc19717252][bookmark: _Toc27490735][bookmark: _Toc27557028][bookmark: _Toc27723945][bookmark: _Toc36031018][bookmark: _Toc36042938][bookmark: _Toc36814263][bookmark: _Toc44689117][bookmark: _Toc44923871][bookmark: _Toc51860840][bookmark: _Toc57930611][bookmark: _Toc57931241][bookmark: _Toc130904538][bookmark: _Toc144712004]7.1.3.2	Presence Requirements of Information Elements
IEs within messages shall be specified with one of the following presence requirements:
-	Mandatory: this means that: 
-	the IE shall be included by the sending entity;
-	, and that the receiver diagnoses a "Mandatory IE missing" error when detecting that the IE is not present. If a mandatory IE is missing, then the receiver shall abort the procedure. A response including a "Mandatory IE missing" cause, shall include the type of the missing IE.
-	Conditional: this means that:
-	the IE shall be included by sending entity if the conditions specified are met;
-	the receiver shall check the conditions as specified in the corresponding message type description, based on the parameter combination in the message and/or on the state of the receiving node, to infer if a conditional IE shall be expected. Only if a receiver has sufficient information, if a conditional IE, which is necessary for the receiving entity to complete the procedure, is missing, then the receiver shall abort the procedure. A response including a "Conditional IE missing" cause shall include the type of the missing IE.
-	Optional: this means that:
-	the IE shall be included as a service option. Therefore, the IE may be included or not in a message. The handling of an absent optional IE, or an erroneous optional IE is specified in clause 7.4.
For conditional IEs, the clause describing the message explicitly defines the conditions under which the inclusion of each IE becomes mandatory or optional for that particular message. These conditions shall be defined so that the presence of a conditional IE only becomes mandatory if it is critical for the receiving entity.
For grouped IEs, the presence requirement of the embedded IE shall follow the rules:
-	If the grouped IE is Mandatory within a given message: the presence requirements of individual embedded IEs are as stated within the Mandatory grouped IE for the given message;
-	if the grouped IE is Conditional within a given message: if the embedded IE in the grouped IE is Mandatory or Conditional, this embedded IE is viewed as Conditional IE by the receiver. If the embedded IE in the grouped IE is Conditional-Optional, this embedded IE is viewed as Optional IE by the receiver. If the embedded IE in the grouped IE is Optional, this embedded IE is viewed as Optional IE by the receiver;
-	if the grouped IE is Conditional-Optional within a given message: if the embedded IE in the grouped IE is Mandatory or Conditional, this embedded IE is viewed as Conditional-Optional IE by the receiver. If the embedded IE in the grouped IE is Conditional-Optional, this embedded IE is viewed as Optional IE by the receiver. If the embedded IE in the grouped IE is Optional, this embedded IE is viewed as Optional IE by the receiver;
-	if the grouped IE is Optional within a given message: all embedded IEs in the grouped IE are viewed as Optional IEs by the receiver.
In all of the above cases, appropriate error handling as described in clause 7.4 shall be applied for protocol errors of the embedded IEs.
Only the Cause IE at message level shall be included in the response if the Cause contains a value that indicates that the request is not accepted, regardless of whether there are other mandatory or conditional IEs defined for a given response message.

* * * Next Change * * * *
[bookmark: _Toc45024631][bookmark: _Toc82770424][bookmark: _Toc144712017]7.4	Error Handling
[bookmark: _Toc19717331][bookmark: _Toc27490832][bookmark: _Toc27557125][bookmark: _Toc27724042][bookmark: _Toc34162974][bookmark: _Toc34751907][bookmark: _Toc34752309][bookmark: _Toc35941202][bookmark: _Toc45024632][bookmark: _Toc82770425][bookmark: _Toc144712018]7.4.1	Protocol Errors
A protocol error is defined as a message or an Information Element received from a peer entity with an unknown type, or if it is unexpected, or if it has an erroneous content.
The term silently discarded is used in the following clauses to mean that the receiving entity's implementation shall discard such a message without further processing or that the receiving entity discards such an IE and continues processing the message. The conditions for the receiving entity to silently discard an IE are specified in the subsequent clauses.
The handling of unknown, unexpected or erroneous messages and IEs shall provide for the forward compatibility of. Therefore, the sending entity shall be able to safely include in a message a new conditional-optional or an optional IE. Such an IE may also have a new type value. Any legacy receiving entity shall, however, silently discard such an IE and continue processing the message.
If a protocol error is detected by the receiving entity, it should log the event including the erroneous message and may include the error in a statistical counter.
For Response messages containing a rejection Cause value, see clause 7.1.3.2.
The receiving entity shall apply the error handling specified in the subsequent clauses.
If the received erroneous message is a reply to an outstanding message, the transaction layer shall stop retransmissions and notify the application layer of the error even if the reply is silently discarded.
[bookmark: _Toc19717333][bookmark: _Toc27490834][bookmark: _Toc27557127][bookmark: _Toc27724044][bookmark: _Toc34162975][bookmark: _Toc34751908][bookmark: _Toc34752310][bookmark: _Toc35941203][bookmark: _Toc45024633][bookmark: _Toc82770426][bookmark: _Toc144712019]7.4.2	Message of Invalid Length
If an entity receives a message, which is too short to contain the respective header, the PDU shall be silently discarded.
[bookmark: _Toc19717334][bookmark: _Toc27490835][bookmark: _Toc27557128][bookmark: _Toc27724045][bookmark: _Toc34162976][bookmark: _Toc34751909][bookmark: _Toc34752311][bookmark: _Toc35941204][bookmark: _Toc45024634][bookmark: _Toc82770427][bookmark: _Toc144712020]7.4.3	Unknown Message
If an entity receives a message with an unknown Message Type value, it shall silently discard the message.
[bookmark: _Toc19717335][bookmark: _Toc27490836][bookmark: _Toc27557129][bookmark: _Toc27724046][bookmark: _Toc34162977][bookmark: _Toc34751910][bookmark: _Toc34752312][bookmark: _Toc35941205][bookmark: _Toc45024635][bookmark: _Toc82770428][bookmark: _Toc144712021]7.4.4	Unexpected Message
If an entity receives an unexpected request message, for example a message for which the message is defined, but the direction is incorrect, then the entity shall silently discard the message and shall log an error.
If an entity receives an unexpected response message, for example a message for which there is no corresponding outstanding request, it shall discard the message and may log an error.
[bookmark: _Toc19717336][bookmark: _Toc27490837][bookmark: _Toc27557130][bookmark: _Toc27724047][bookmark: _Toc34162978][bookmark: _Toc34751911][bookmark: _Toc34752313][bookmark: _Toc35941206][bookmark: _Toc45024636][bookmark: _Toc82770429][bookmark: _Toc144712022]7.4.5	Missing Information Elements
An entity shall check if all mandatory IEs are present in the received Request message. If one or more mandatory information elements are missing in the received Request message, the entity should log the error and shall send a Response message with Cause IE value set to "Mandatory IE missing" with the type of the missing mandatory IE.
If an entity receives a Response message with Cause IE value set to "Mandatory IE missing", it shall notify its upper layer.
An entity shall check if all mandatory IEs are present in the received Response message without a rejection Cause value. If one or more mandatory information elements are missing, the entity shall notify the upper layer and should log the error.
An entity shall check if conditional information elements are present in the received Request message, if possible (i.e. if the receiving entity has sufficient information available to check if the respective conditions were met). If one or more conditional information elements are missing, an entity should log the error and shall send a Response message with Cause IE value set to "Conditional IE missing" together with the type of the missing conditional IE.
An entity shall check if conditional information elements are present in the received Response message without a rejection Cause value, if possible (i.e. if the receiving entity has sufficient information available to check if the respective conditions were met). If one or more conditional information elements are missing, an entity shall notify the upper layer and should log the error.
Absence of an optional information element shall not trigger any error handling.
[bookmark: _Toc19717338][bookmark: _Toc27490839][bookmark: _Toc27557132][bookmark: _Toc27724049][bookmark: _Toc34162979][bookmark: _Toc34751912][bookmark: _Toc34752314][bookmark: _Toc35941207][bookmark: _Toc45024637][bookmark: _Toc82770430][bookmark: _Toc144712023]7.4.6	Semantically incorrect Information Element
The receiver of a Request message including a mandatory or a verifiable conditional information element with a semantically invalid value shall discard the request, should log the error, and shall send a response with Cause IE value set to "Mandatory IE incorrect" together with a type and instance of the offending IE.
The receiver of a Response message including a mandatory or a verifiable conditional information element with a semantically invalid value shall notify the upper layer that a message with this sequence number has been received and should log the error.
If an entity receives an information element with a value which is shown as reserved, it shall treat that information element as invalid and should log the error. If the invalid IE is received in a Request, and it is a mandatory IE or a verifiable conditional IE, the entity shall send a response with Cause set to "Mandatory IE incorrect" together with a type and instance of the offending IE.
The use of reserved values invokes error handling; the use of spare values can be silently discarded and for IEs with spare values used, processing shall be continued ignoring the spare values.
The receiver of a signalling message including an optional information element with a value that is not in the range defined for this information element value shall discard this IE, but shall treat the rest of the message as if this IE was absent and continue processing. The receiver shall not check the content of an information element field that is defined as "spare".
All semantically incorrect optional information elements in a signalling message shall be treated as not present in the message.
[bookmark: _Toc19717339][bookmark: _Toc27490840][bookmark: _Toc27557133][bookmark: _Toc27724050][bookmark: _Toc34162980][bookmark: _Toc34751913][bookmark: _Toc34752315][bookmark: _Toc35941208][bookmark: _Toc45024638][bookmark: _Toc82770431][bookmark: _Toc144712024]7.4.7	Unknown or unexpected Information Element
The receiver of a message including an unexpected information element with a known Type value that is not defined for this message shall discard the IE and log an error. The receiver shall process the message.
NOTE:	An Information Element in an encoded message or grouped IE is identified by the IE Type.
[bookmark: _Toc19717340][bookmark: _Toc27490841][bookmark: _Toc27557134][bookmark: _Toc27724051][bookmark: _Toc34162981][bookmark: _Toc34751914][bookmark: _Toc34752316][bookmark: _Toc35941209][bookmark: _Toc45024639][bookmark: _Toc82770432][bookmark: _Toc144712025]7.4.8	Repeated Information Elements
An Information Element is repeated if there is more than one IE with the same IE Type in the scope of the message (or in the scope of the grouped IE). Such an IE is a member in a list.
If an information element is repeated in a signalling message in which repetition of the information element is not specified, only the contents of the information element appearing first shall be handled and all subsequent repetitions of the information element shall be ignored. When the number of repetitions of information elements is specified, only the contents of specified repeated information elements shall be handled and all subsequent repetitions of the information element shall be ignored.


* * * End of Changes * * * *

