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* * * First Change * * * *
[bookmark: _Toc510696591][bookmark: _Toc35971383][bookmark: _Toc85462063][bookmark: _Toc88667324][bookmark: _Toc145952650][bookmark: _Toc145952663][bookmark: _Toc25156170][bookmark: _Toc34124470][bookmark: _Toc43207584][bookmark: _Toc49857064][bookmark: _Toc56676895][bookmark: _Toc56691418][bookmark: _Toc56698682][bookmark: _Toc89034882][bookmark: _Toc89064680][bookmark: _Toc89179982][bookmark: _Toc97071660][bookmark: _Toc120051058][bookmark: _Toc145948797][bookmark: _Toc25156175][bookmark: _Toc34124475][bookmark: _Toc43207589][bookmark: _Toc49857069][bookmark: _Toc56676900][bookmark: _Toc56691423][bookmark: _Toc56698687][bookmark: _Toc89034887][bookmark: _Toc89064685][bookmark: _Toc89179987][bookmark: _Toc97071665][bookmark: _Toc120051063][bookmark: _Toc145948802][bookmark: _Toc89035177][bookmark: _Toc89064975][bookmark: _Toc89180274][bookmark: _Toc97071953][bookmark: _Toc120051355][bookmark: _Toc145949098][bookmark: _Toc25156164][bookmark: _Toc34124464][bookmark: _Toc43207578][bookmark: _Toc49857058][bookmark: _Toc56676889][bookmark: _Toc56691412][bookmark: _Toc56698676][bookmark: _Toc89034876][bookmark: _Toc89064674][bookmark: _Toc89179976][bookmark: _Toc97071654][bookmark: _Toc120051052][bookmark: _Toc144374084][bookmark: _Toc25156200][bookmark: _Toc34124500][bookmark: _Toc43207614][bookmark: _Toc49857094][bookmark: _Toc56676927][bookmark: _Toc56691450][bookmark: _Toc56698714][bookmark: _Toc89034916][bookmark: _Toc89064714][bookmark: _Toc89180015][bookmark: _Toc97071692][bookmark: _Toc120051094][bookmark: _Toc144374127][bookmark: _Toc144374134][bookmark: _Toc25073805][bookmark: _Toc34062973][bookmark: _Toc43119942][bookmark: _Toc49767997][bookmark: _Toc56434170][bookmark: _Toc144127274]5.2.2.2	Create
[bookmark: _Toc510696592][bookmark: _Toc35971384][bookmark: _Toc85462064][bookmark: _Toc88667325][bookmark: _Toc145952651]5.2.2.2.1	General
The Create service operation shall be used to create an individual DNS context for a given PDU Session in the EASDF.
It is used in the following procedures:
-	EAS Discovery Procedure with EASDF (see clause 6.2.3.2.2 of 3GPP TS 23.548 [14]); and
-	EAS Discovery Procedure with V-EASDF for HR-SBO (see clauses 6.7.2.2 and 6.7.2.3) of 3GPP TS 23.548 [14].
There shall be only one individual DNS context created in an EASDF per PDU session.
The NF Service Consumer (e.g. SMF) shall create a DNS context by using the HTTP POST method as shown in Figure 5.2.2.2.1-1.



Figure 5.2.2.2.1-1: DNS context creation
1.	The NF Service Consumer shall send a POST request to the resource representing the DNS contexts collection resource of the EASDF. The payload body of the POST request shall contain:
-	the UE IP address, S-NSSAI and the DNN of the related PDU session;
-	a notification URI for receiving DNS context related event notifications, if notifications are requested;
-	one or more DNS rules.
In addition, for a DNS context creation in the V-EASDF for HR-SBO in VPLMN:
-	the UE IP address shall be set to an unspecified address, i.e. to the IPv4 address 0.0.0.0, if the IP address of the UE's PDU session is not known yet, or to a mapped address (when using UE source IP address mapping at the Local PSA-UPF); 
-	the S-NSSAI shall correspond to the VPLMN S-NSSAI value; and
-	the payload body of the POST request shall contain the HPLMN ID.
The payload body of the POST request may further contain:
 -	N6 traffic routing information that may contain the IP address of the Local PSA-UPF, for HR-SBO in VPLMN, when using N6 tunneling between the L-PSA and V-EASDF, to disambiguate the DNS traffic using a private UE IP address from a certain HPLMN using a specific L-PSA UPF address of the N6 tunnel between the Local PSA-UPF and the V-EASDF.


Editor's note: it is FFS how to encode the unspecified IPv6 Prefix (the value shall match the IPv6 prefix pattern defined in TS 29.571).
2a.	On success, a "201 Created" response shall be returned with the "Location" header containing the URI of the created resource.
	The POST response body shall include:
-	the IP address of the EASDF (to be sent by the SMF to the UE).
2b.	On failure, or redirection, one of the HTTP status code listed in Table 6.1.3.2.3.1-3 shall be returned.

* * * Next Change * * * *
5.2.3.2.3	Processing flow for incoming DNS messages
Upon receipt of a DNS message, the EASDF shall first identify the DNS context corresponding to the DNS message as follows:
-	for DNS Query message: by using the source IP address of the DNS Query message and by matching it with the UE IP address provisioned in the DNS Query MDTs if any or with the UE IP address provisioned in the DNS context; and
-	for a DNS Response message: by matching the DNS response with the DNS Query (either by the EASDF assigning a specific Transaction ID when forwarding the DNS Query message and by matching the Transaction ID in the DNS Query and DNS Response, or by the EASDF using a unique couple of source IP address and UDP port per DNS context when forwarding the DNS Query message and by matching the DNS Response message using the destination IP address and UDP port) and by retrieving the DNS context that is associated with the DNS query.
NOTE 1:	The EASDF has direct user plane connectivity (i.e., without any NAT) with the PSA UPF over N6 for the transmission of DNS signalling exchanged with the UE. The deployment of a NAT between EASDF and PSA UPF is not supported.
To support DNS contexts with the same (private) UE IP address from different S-NSSAI and DNNs, the EASDF may associate a specific EASDF address with a specific S-NSSAI and DNN and provide this address to the SMF during the creation of a DNS context associated with this S-NSSAI and DNN. If so, the EASDF shall also use the destination IP address of DNS Query messages to identify the DNS context matching an incoming DNS request.
The following options may be used tTo support DNS contexts with the same (private) UE IP address from different PLMNs and from different S-NSSAI and DNNs:, 
-	the V-EASDF may associate a specific V-EASDF address with a specific HPLMN ID, S-NSSAI and DNN and provide this address to the V-SMF during the creation of a DNS context associated with this HPLMN ID, S-NSSAI and DNN. If so, the V-EASDF shall also use the destination IP address of DNS Query messages to identify the DNS context matching an incoming DNS request; 
-	the SMF may set the UE IP address to a mapped N6 address, when using UE source IP address mapping at the Local PSA-UPF; 
-	the SMF may provide N6 traffic routing information (in the DNS context information) that may contain the IP address of the Local PSA-UPF, for HR-SBO in VPLMN, when using N6 tunneling between the L-PSA and V-EASDF. If so, the V-EASDF shall also use the N6 traffic routing information of DNS Query messages to identify the DNS context matching an incoming DNS request.
A DNS context containing an unspecified UE IP address shall be considered to never match any DNS Query message.
If there is no DNS context matching a DNS Query or Response message, the EASDF should forward the DNS Query message towards a preconfigured DNS server and the DNS response towards the UE.
After finding the DNS context, the EASDF shall look up for a DNS rule matching the DNS message, among all DNS rules provisioned in the DNS Context, starting with the DNS rules with the highest precedence and continuing then with DNS rules with a lower precedence, in decreasing order of precedence. If there is no DNS rule matching the DNS message, the EASDF should forward the DNS Query message towards a preconfigured DNS server/resolver for resolution.
NOTE 2:	The SMF can provision in the DNS context a DNS rule with the lowest precedence and with a DNS Query MDT or a DNS Response MDT containing a wildcard FQDN, such as to associate a default behavior to all DNS messages not matching any other DNS rule, e.g. forward DNS Query messages to a specific DNS Server.
After having found a matching DNS rule, the EASDF shall stop looking up for other DNS rules and shall apply the list of actions provisioned in the matching DNS rule.
A DNS message matches a DNS rule if it matches at least one MDT of the DNS Rule or one BD MDT referred by the DNS rule.
The DNS message processing models for DNS Query and DNS Response are depicted in Figure 5.2.3.2-2 and 5.2.3.2-3 respectively.


Figure 5.2.3.2-2: DNS Query processing flow in the EASDF


Figure 5.2.3.2-3: DNS Response processing flow in the EASDF

* * * Next Change * * * *
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc85462127][bookmark: _Toc88667388][bookmark: _Toc145952713]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Neasdf_DNSContext service based interface protocol.
Table 6.1.6.1-1: Neasdf_DNSContext specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	DnsContextCreateData
	6.1.6.2.2
	Data in DNS Context Create request 
	

	DnsContextCreatedData
	6.1.6.2.3
	Data in DNS Context Create response 
	

	DnsRule
	6.1.6.2.4
	DNS handling rule
	

	DnsQueryMdt
	6.1.6.2.5
	DNS Query Message Detection Template
	

	DnsRspMdt
	6.1.6.2.6
	DNS Response Message Detection Template
	

	Ipv4AddressRange
	6.1.6.2.7
	IPv4 addresses range
	

	Ipv6PrefixRange
	6.1.6.2.8
	IPv6 addresses range
	

	Action
	6.1.6.2.9
	Action to apply to DNS messages matching a message detection template
	

	DnsContextNotification
	6.1.6.2.10
	DNS context notification
	

	ForwardingParameters
	6.1.6.2.11
	Forwarding instructions 
	

	EcsOption
	6.1.6.2.12
	ECS Option information
	

	DnsContextEventReport
	6.1.6.2.13
	DNS context Event report
	

	DnsQueryReport
	6.1.6.2.14
	DNS Query Event Report 
	

	DnsRspReport
	6.1.6.2.15
	DNS Response Event Report 
	

	EcsOptionInfo
	6.1.6.2.16
	ECS option information
	

	DnsServerAddressInfo
	6.1.6.2.17
	DNS Server address information
	

	BaselineDnsMdtId
	6.1.6.2.18
	Baseline DNS Message Detection Template Identifier
	

	BaselineDnsAitId
	6.1.6.2.19
	Baseline DNS Action Information Template Identifier
	

	BaselineDnsQueryMdtInfo
	6.1.6.2.20
	Baseline DNS Query MDT ID and
optionally associated information
	

	BaselineDnsRspMdtInfo
	6.1.6.2.21
	Baseline DNS Response MDT ID and
optionally associated information
	

	RespondParameters
	6.1.6.2.22
	Instructions to apply to build a DNS response message
	

	N6TrafficRoutingInfo
	6.1.6.2.x
	N6 traffic routing information
	

	ApplyAction
	6.1.6.3.3
	Action to apply to the DNS packet
	



Table 6.1.6.1-2 specifies data types re-used by the Neasdf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Neasdf_DNSContext service based interface.
Table 6.1.6.1-2: Neasdf_DNSContext re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	IPv4Addr
	3GPP TS 29.571 [16]
	IPv4 address
	

	IPv6Prefix
	3GPP TS 29.571 [16]
	IPv6 prefix
	

	Dnn
	3GPP TS 29.571 [16]
	DNN
	

	Uri
	3GPP TS 29.571 [16]
	URI
	

	Uint32
	3GPP TS 29.571 [16]
	Unsigned 32-bit integer
	

	IpAddr
	3GPP TS 29.571 [16]
	IP address
	

	IPv6Addr
	3GPP TS 29.571 [16]
	IPv6 address
	

	SupportedFeatures
	3GPP TS 29.571 [16]
	Supported features
	

	DateTime
	3GPP TS 29.571 [16]
	Date and time
	

	PatchResult
	3GPP TS 29.571 [16]
	
	

	FqdnPatternMatchingRule
	3GPP TS 29.571 [16]
	FQDN Pattern Matching Rule
	

	Fqdn
	3GPP TS 29.571 [16]
	
	

	Snssai
	3GPP TS 29.571 [16]
	
	

	PlmnId
	3GPP TS 29.571 [16]
	PLMN Identity
	



* * * Next Change * * * *
[bookmark: _Toc510696636][bookmark: _Toc35971431][bookmark: _Toc85462130][bookmark: _Toc88667391][bookmark: _Toc145952716]6.1.6.2.2	Type: DnsContextCreateData
Table 6.1.6.2.2-1: Definition of type DnsContextCreateData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	ueIpv4Addr
	Ipv4Addr
	C
	0..1
	UE IPv4 address (NOTE 1)
	

	ueIpv6Prefix
	Ipv6Prefix
	C
	0..1
	UE IPv6 prefix (NOTE 1)
	

	dnn
	Dnn
	M
	1
	DNN of the PDU session (NOTE 2)
	

	sNssai
	Snssai
	M
	1
	S-NSSAI of the PDU session (NOTE 2)
	

	hplmnId
	PlmnId
	C
	0..1
	This IE shall be included by the V-SMF towards the V-EASDF, for a PDU session supporting HR-SBO. When present, it shall be set to the H-PLMN ID of the PDU session.
	HR-SBO

	n6TrafficRoutingInfo
	N6TrafficRoutingInfo
	O
	0..1
	This IE may be present when using N6 tunneling between the L-PSA and V-EASDF, to disambiguate the DNS traffic using a private UE IP address from a certain HPLMN using a specific L-PSA UPF address of the N6 tunnel between the Local PSA-UPF and V-EASDF
	HR-SBO

	dnsRules
	map(DnsRule)
	M
	1..N
	Map of DNS message handling rules.
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
	

	notifyUri
	Uri
	C
	0..1
	Callback URI to receive notifications.
This IE shall be present if the NF service consumer subscribes to receive DNS context notifications.
	

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.8 is supported. 
	

	NOTE 1:	At least one of the ueIpv4Addr and ueIpv6Prefix attributes shall be present. If the EASDF supports the HR-SBO feature (i.e. if it supports acting as a V-EASDF), for a PDU session supporting HR-SBO, the V-SMF shall set the ueIpv4Addr IE and/or ueIpv6Prefix to an unspecified address (see clause 5.2.2.2.1) if the UE IP address is not yet known.
NOTE 2:	The UE IP address shall be used together with the DNN and S-NSSAI to uniquely identify the DNS context associated with a PDU session (e.g. in deployments where the same EASDF is used for PDU sessions to DNs with overlapping IP address spaces) and to associate the DNS context with a specific DN (and e.g. related tunnels connecting to the DN).




* * * Next Change * * * *
[bookmark: _Toc145952736]6.1.6.2.x	Type: N6TrafficRoutingInfo
Table 6.1.6.2.x-1: Definition of type N6TrafficRoutingInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	n6Ipv4Address
	Ipv4Addr
	O
	0..1
	IPv4 address of the Local PSA-UPF for the N6 tunnel between the Local PSA-UPF and V-EASDF

	n6Ipv6Address
	Ipv6Addr
	O
	0..1
	IPv6 address of the Local PSA-UPF for the N6 tunnel between the Local PSA-UPF and V-EASDF




* * * Next Change * * * *

[bookmark: _Toc85462205][bookmark: _Toc88667466][bookmark: _Toc145952785]A.2	Neasdf_DNSContext API
openapi: 3.0.0

info:
  version: '1.1.0-alpha.3'
  title: 'Neasdf_DNSContext'
  description: |
    EASDF DNS Context Service.  
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

[…]

    DnsContextCreateData:
      description: Data within Create request
      type: object
      properties:
        ueIpv4Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        ueIpv6Prefix:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'
        dnn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        sNssai:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
        hplmnId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
        n6TrafficRoutingInfo:
          $ref: '#/components/schemas/N6TrafficRoutingInfo'
        dnsRules:
          description: map of DNS message handling rules where a valid JSON string serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/DnsRule'
          minProperties: 1
        notifyUri:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - dnn
        - sNssai
        - dnsRules
      anyOf:
        - required: [ ueIpv4Addr ]
        - required: [ ueIpv6Prefix ]

[…]

    RespondParameters:
      description: Respond instructions
      type: object
      properties:
        easIpv4Addresses:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
          minItems: 1
        easIpv6Addresses:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
          minItems: 1

    N6TrafficRoutingInfo:
      description: N6 traffic routing information
      type: object
      properties:
        n6Ipv4Address:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        n6Ipv6Address:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'

[…]

* * * End of Changes * * * *
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