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1	Abstract
This discussion paper describes the scenarios for unsupported query parameter handling by NRF and potential solutions and improvements.
2	Discussion
2.1	Background and Issues
[bookmark: _Hlk124937762]In 5GC, an NF service consumer discovers the NF producer candidates via NRF. To do so, the NF consumer will send a discovery request to the NRF including a set of discovery factors, i.e. query paraemters, e.g. to filter the target NF producer candidates like NF type, serving area, etc. or to provide self information to allow NRF to validate the NF consumer's accessibility to the target NF producers.
In practice, the NF consumer may provide certain query parameters that are not supported by the NRF, e.g. the NF consumer has implemented a newer version 3GPP specification than the NRF, or the NRF selectively implemented some query parameters but not all. For latter case, even feature negotiation is not helpful, as specified by TS 29.510, the feature bit only be set by NRF when ALL the query parameters controlled by the feature are supported.
In case received unsupported query parameters, there are two options the NRF may take, according to TS 29.500:
[bookmark: _Toc120269466]5.2.9	Handling of unsupported query parameters
Unless specified otherwise for an API, a NF Service Producer that receives an HTTP request with one or more unsupported (i.e. not comprehended) query parameters shall:
a)	for safe HTTP methods (e.g. HTTP GET request):
-	ignore the unsupported query parameters and respond to the request based on the rest of the request (e.g. other supported query parameters); or
-	reject the HTTP request as specified below for non-safe HTTP methods, e.g. based on other query parameters in the request or based on a response becoming very large;
However, either way has obvious drawbacks:
· When the NRF ignores the unsupported query parameters and provides the NF producer candidates use rest query pareamters, the result may not be usable by the NF consumer if the ignored query parameters are essential for the service logic e.g. the serving DNN for a SMF. It is not predictable whether the unsupported query is critical for service logic or not, and actually it shouldn't be always be aware by NRF as a repository function.
· When the NRF simply reject the discovery reuqest, then the NF consumer will need to know which query pareamters are supported by the NRF beforehand to avoid the discovery failure. In one deployment, it may be possible to align the supported query parameters by configuration in NF consumers. Such configuration is already a challenge in one network as any NF can be potentially a NF consumer. Furthermore, configuration becomes totally unmanageable for inter-PLMN scenarios, where NF conusmer/vNRF/hNRF needs to talk with NRFs in huge number of partner PLMNs and these huge number of NRFs may all have different supported query parameters.
There should be a mechanism to help NRF to understand how to handle the unsupported query parameters and help the NF consumer to understand how the Discovery result is genreated.

2.2	Solution Proposals
There are different possible solutions to reolve the issues:
Solution-1: the NRF tell the NF consumer which query parameters set are supported
A mechanism to be introduced to allow the NRF to tell the NF consumer about supported query pareamters set to avoid providing/receiving unsupported query parameters.
The supported query parameters set can be provied either:
1.1. via NRF Bootstrap service, and vNRF may relay Bootstrap service to hNRF, or
1.2  in a failure response of a discovery rquest due to unsupported query parameter. The supported query paraemeters set may be returned in other response to proactively avoid using unsupported query parameters.

Solution-2: the NRF indicate the ingored query parameter (if any) in the discoverey result
If the NRF choose to proceed the discovery request by ingoring unsupported query parameters, the NRF should include an IE indicating the ingored unsuported query parameters for this search reuslt. Then the NF consumer can based on the ingored unsupported query parameters to identify whether the search result is usable or not, e.g. the search result is not usable if certain ingored query parameter is critical to service logic.

Solution-3: the NF consumer may indicate the criticality of query parameters in discovery rquest
A mechanism to be introduce to allow the NF consumer to explicitly indicate the criticality of the query parameters in the discovery request. As the NF consumer always knows the usage of each query parameter in the discovery request, it can make whether a certain query parameter is critical to service logic or not. The NRF may based on criticality of the unsupported query parameters to identify whether to continue process (if unsupported query parameter is non-critical) the discovery or reject the request (if unsupported query parameter is critical).
Indication of criticality may be provided in different ways, e.g.
3.1 using a new query parameter including the list of critical query parameters' names
3.2  uisng a new 3GPP custom HTTP header including the list of critical query parameters' names
3.3 a pattern/extension directly on the query parameter name to indicate the criticality, e.g. add an extension ":m"/":o" at the end of query parameter to indicate the criticality




2.3	Solution Evaluation
The following table list the evalution of different solutions and consideration factors:
	
	Solution-1 the NRF tell the NF consumer which query parameters set are supported
	Solution-2 the NRF indicate the ingored query parameter (if any) in the discoverey result
	Sloution-3 the NF consumer may indicate the criticality of query parameters in discovery rquest

	
	1.1 via Nnrf Bootstrap service
	1.2 in Failure Response
	
	3.1 new Query parameter
	3.2 new HTTP header
	3.3 query paramter extension

	Backward compatiblity
	No impact on legacy NF consumer/NRF
	No impact on legacy NF consumer/NRF
	No impact on legacy NF consumer/NRF
	New IE is another unsupported query parameter for legacy NRF (feature bit needed)
	No impact on legacy NF consumer/NRF
	Extended query parameters will not supported by legacy NRF (feature bit needed)

	Support to different discovery scnearios
	Bootstrap requried before discovery.
Support for Communication Model B & C.
Poorly support Communication Model D and inter-PLMN discovery 
	Same NRF to be used for subsequent discovery requests.
Support for Communication Model B & C.
Poorly support Communication Model D and inter-PLMN discovery.
	Support to all scnearios
	Feature negotiation required before discovery.
Support for Communication Model B & C.
Poorly support Communication Model D and inter-PLMN discovery
	Support to all scnearios
	Feature negotiation required before discovery.
Support for Communication Model B & C.
Poorly support Communication Model D and inter-PLMN discovery

	Negative KPI (NRF rejection)
	No NRF rejection
	NRF rejection occurs when any unsupport query parameter received.
	No NRF rejection
	NRF rejection occurs when critical query parameter not supported
	NRF rejection occurs when critical query parameter not supported
	NRF rejection occurs when critical query parameter not supported

	Traffic Efficiency
	No traffic waste
	No traffic waste
	Search result with big data may not usable for NF consumer, waste of network loads
	No traffic waste
	No traffic waste
	No traffic waste



As indicated by the comparison table:
· Solution-1.1 and Solution-3.1&3.3 require the NF consumer before discovery needs to detect the NRF supported feature or invocation the bootstrap service on the NRF to identify which query parameters can be included in discovery request (or whether the extension is allowed). This requirement makes the solutions not very compatible with Communication Model D and inter-PLMN discovery where the NF consumer doesn't really know which NRF will eventually handle the discovery request.
· Solution-1.2 requires the same NRF, which provided the supported query parameters set in the first rejection) to be used for subsequent discovery request, although it may not be an issue considering the possibly homogenous deployments of NRF within one PLMN in practice. Another drawback is that rejection will happen when any unsupported query parameter received which brings negative KPI impacts.
· Soluion-2 fulfills all communication scenarios. This solution also avoids NRF rejection as negative KPI with the cost that the search result (usually quite big) may not be usable by the NF consumer.
· Solution-3.2 fulfills all scenarios and avoid unnecessary search result to be returned. The rejections (due to critical query parameter not supported) may be considered acceptable or even expected.

2.4	Further discussions and observations
Following discussions and observaitons are captured during CT4#115-e
There are different levels of issues:
1/ As in TS 29.500 we had provided two options, either accept the request by ignoring unsupported query parameters or rejected the request. Some NRF implementation (already encountered in real deployment) simply rejects the discovery request in case of any unsupported query parameters received. To perform successful discovery the NFc needs to avoid inserting any unsupported query parameters but lack of mechanism to detect exactly which query parameters are not supported by the NRF. The NFc can only try different combination of query parameters which is very low efficient from network traffic and serviceability perspective, and it also too complex from NFc implementation perspective. 
BL> I agree that in scenarios w/o a direct communication between the NFc and the NRF (e.g. inter-PLMN NF discovery, indirect communication via an SCP, hieararchical NRF deployment where not all NRFs support the same features), the NFc may not know the features and therefore query parameters supported by the NRF.
To avoid such complexity and reach accepted network performance, the NRF SHALL always accept the request by ignoring the unsupported query parameters (the definition of too many candidates for rejection is very vague and hard to justify correctness of the NRF behavior.) If we agree on this, we shall clarify this in TS 29.500.
BL> I would agree with this. Note that we discuss here only the NF discovery procedure, while clause 5.2.9 of TS 29.500 applies to all APIs. So to be checked if the proposed clarification would be specified in 29.500 or 29.510.
[Observation-1] TS 29.500 or 29.501 may be needed to clarify that NRF shall always ignore unsupported query parameters and return the result.

2/ If we agree on above, then we goes to your question below. The consequence will be the efficiency to go through the candidate list. As the ignored query parameter by NRF is unknown by the NF consumer, the NFc may go through all candidates and finally find out that all the candidates are not usable. This has big impacts on serviceability as it prolongs the service procedure significantly and it takes a big cost for NFc, e.g. CPU power to go through, memory for caching the search result that are not usable. NRF explicitly telling NFc which unsupported parameters in the result can help the NFc to judge the usability of the result. That’s why in solution-2.
BL> NRF can already signals today (in the response) the features it supports – and therefore the query parameters it supports. I am open to think further whether providing, in addition, the explicit list of unsupported parameters may help here, considering in particular the NF Discovery features defined before Rel-17 with lots of query parameters. 
[Observation-2] Possible extension for NRF to indicate the ingored unsupported parameter in search result may be helpful, especially we had large number of query parameters controlled by limited fearure before Rel-17.

3/ For further optimization, especially with indirect communication, it will be essential to secure that the NRF only return the result that are usable for the service request by telling NRF which unsupported query parameters can be ignored safely. As the SCP doesn’t have the knowledge of service logic, i.e. it doesn’t know exactly which NF producer is usable or not even have the NF profile in hands. So the SCP will pick an NF producer purely from non-functional aspects and try the service request and repeatly retry on failure. This will totally ruin the indirect communication mechanism, especially with option-D. So that the solution-3 does have a value to secure it works correctly.
BL> I need to study this further. I agree that the SCP does not support application logic, still shouldn’t the SCP be able to look up for an NF profile among the candidate profiles returned by the NRF in the NF Discovery response that match the discovery headers received in the service request? 
/Jones: Due to lack of service logic, the SCP will not distinguish which parameter is essential for a successful service request (i.e. a matching for this parameter must be secured) and which parameters is optional (e.g. match for this parameter is preferred but not mandated). For example, when search a SMF, DNN/Slice will be essential, but locality or vsmf-support-ind are not essential. There is no way for SCP to know these details.
Also, matching the query parameters to NF profile does require complex business logic only by NRF. As the query parameter naming convention is different from the JSON IE naming convention, it cannot be secured for a 1-to-1 mapping, e.g. n1-msg-class query parameter maps to the n1MessageClass IE in default notification objects. It is very difficult (if not impossible) for SCP to lookup the parameters by itself in the NF profile. 

How would the NFc choose query parameters that “shall be supported by the NRF” vs. that are nice to have?
/Jones: My thought is that it is related to importance of the service logic
· mandatory query parameter means, an NF profiles matches all the mandatory query parameters is usable for this service operation
· nice to have (optional) query parameter means, an NF profile not matching this query parameter is still usable if it matches all mandatory parameters.

This concept could be more important for indirect communication, especially option-D. Because as said above, the SCP doesn’t have the capability to choose NF profile based on query parameter, the only way is to secure that all the NF profile candidates must be usable for this service operation. In case any mandatory query parameter is not supported by NRF and NRF return result by ignoring the unsupported mandatory parameter, then there is a high probability that the NF profile in the result is not suable thus the SCP cannot safely go further with.
[Observation-3] As SCP doesn't have the service logic to judge whether a NF producer can fulfill the service request by checking the NF profile, the NFc/NRF should secure that all the NF producers returned in the search result shall be usable for the service request.
One way to secure this is that the NFc identify which query parematers are essential for the service request, i.e., if an NF profile matches all the essential query aprmaters, the NF producer is usable for the service request.
Can you please provide examples of such discovery requests and also examples of how you would propose to encode the new header.
/Jones: The easiest way could be to define a new HTTP header, e.g. 3gpp-Sbi-Mandatory-Query-Parameters, and the header simply list all the name of the query parameters used in the discovery request and is essential for the service operation. E.g. when search a V-SMF for HR PDU session, the header may be:
· 3gpp-Sbi-Mandatory-Query-Parameters: [“snssais”, “tai”]

Just example, as I don’t really believe snssais and tai will not be supported by any NR, but the same concept for any possible query parameter already defined or to be defined.
3.	Conclusions
For [Observation-1] CR C4-232175/C4-232176 was proposed.
For [Observation-2] CR C4-232169 was proposed.
For [Observation-3] we would like to have some discussion at CT4. If agreeable wayforward identified, Ericsson will prepare CRs on coming meetings.
