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	Reason for change:
	In Official Document NG.113 - 5GS Roaming Guidelines § 4.5.3	
"..
4.5.3	SEPP HTTP Redirections
A responding SEPP may redirect the N32-c to a different responding SEPP.  It can do so after setup of TLS on N32-c with mutual authentication, by responding with an appropriate status code. 
For redirections, a status code of “307 Temporary Redirect” shall be used. This redirect shall only occur on the first HTTP/2 request on the N32-c interface. The initiating SEPP shall from that moment onwards redirect all traffic to the offered redirected location in the HTTP/2 response header from the “307 Temporary Redirect”. If not established already, the initiating SEPP needs to establish a N32-c handshake, a N32-f handshake and corresponding TLS connections with the redirected SEPP.  
..
"
Accordingly, SEPP should be able to manage the status codes "307 Temporary Redirect" over N32-c.


In the above case, the responding SEPP provides the URI of the redirected to SEPP in the response message to the initiating SEPP.

	
	

	Summary of change:
	Add support of the status codes “307 Temporary Redirect” during N32 Handshake Procedures (N32-c).

	
	

	Consequences if not approved:
	Misalignments between 3GPP and GSMA specifications, possibly causing interoperability issues. Impossibility for a receiving SEPP to redirect N32-c requests / connections to a different SEPP.
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	Other comments:
	This CR introduces new backward compatible features to the OpenAPI definition of the N32 Handshake API.

	
	

	This CR's revision history:
	Rev1 :
· Remove the coverage of cause 308 , as it is not mentioned in GSMA document.
· Add 3xx to the Figure 5.2.2-1
· Correct the style in the table of location header
Rev2 :
· Adding RedirectResponse to the response cause "307 Temporary redirect" 
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5.2.2	Security Capability Negotiation Procedure
The initiating SEPP shall initiate a Security Capability Negotiation procedure towards the responding SEPP to agree on a security mechanism to use for protecting NF service related signalling over N32-f. An end to end TLS connection shall be setup between the SEPPs before the initiation of this procedure. This procedure may also be used to tear down the N32-f TLS connection if the remote SEPP indicated support of the feature NFTLST during the setup of the N32-c connection. The procedure is described in Figure 5.2.2-1 below.





Figure 5.2.2-1: Security Capability Negotiation Procedure
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecNegotiateReqData" IE carrying the following information:
-	Supported security capabilities (i.e., PRINS and/or TLS);
-	Whether the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is supported;
-	Sender PLMN ID(s) or SNPN ID(s);
-	Target PLMN ID or SNPN ID;
-	Purpose of the intended usage of N32 connection.
-	The senderN32fFqdn IE, if TLS is present in the supportedSecCapabilityList IE, and the initiating SEPP wishes the responding SEPP to establish the N32-f connection towards a specific FQDN (of the initiating SEPP), if TLS is selected as the security option for N32.
-	The senderN32fPort IE, if TLS is present in the supportedSecCapabilityList IE, and the initiating SEPP wishes the responding SEPP to establish the N32-f connection using a specific port number, if TLS is selected as the security option for N32.
If different PLMNs or SNPNs are represented by different PLMN IDs or SNPN IDs (respectively) supported by a SEPP, then the SEPP shall use separate N32-connections for each pair of local and remote PLMN or SNPN. Both SEPPs shall store the mapping between the N32 connections and their pair of PLMN IDs or SNPN IDs.
NOTE 1:	If SEPPs support separate FQDN per PLMN or SNPN, then Target PLMN Id or Target SNPN Id is not required as target PLMN or SNPN can be selected by the FQDN.
To tear down the N32-f connection when negotiated security scheme is TLS, the "SecNegotiateReqData" IE shall contain:
-	Supported security capability set to "NONE"
2a.	On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains "SecNegotiateRspData" IE carrying the following information:
-	Selected security capability (i.e., PRINS or TLS);
-	Whether the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is selected;
-	Sender PLMN ID(s) or SNPN ID(s).
-	Purpose of the accepted usage of N32 connection.
-	The senderN32fFqdn IE, if TLS is present in the supportedSecCapabilityList IE, and the responding SEPP wishes the initiating SEPP to establish the N32-f connection towards a specific FQDN (of the responding SEPP), if TLS is selected as the security option for N32.
-	The senderN32fPort IE, if TLS is present in the supportedSecCapabilityList IE, and the responding SEPP wishes the initiating SEPP to establish the N32-f connection using a specific port number, if TLS is selected as the security option for N32.
NOTE 2:	Same SEPP endpoints can serve all accepted purposes over the same N32-f connection established as the result of request/response messages.
[bookmark: _PERM_MCCTEMPBM_CRPT51080006___2]The responding SEPP compares the initiating SEPP's supported security capabilities to its own supported security capabilities and selects, based on its local policy, a security mechanism, which is supported by both the SEPPs. If the selected security capability indicates any other capability other than PRINS, then the HTTP/2 connection initiated between the two SEPPs for the N32 handshake procedures shall be terminated. The negotiated security capability shall be applicable on both the directions. If the selected security capability is PRINS, then the two SEPPs may decide to create (if not available) / maintain HTTP/2 connection(s) where each SEPP acts as a client towards the other (which acts as a server). This may be used for later signalling of N32-f error reporting procedure (see clause 5.2.5) and N32-f context termination procedure (see clause 5.2.4).
If different PLMNs or SNPNs are represented by different PLMN IDs or SNPN IDs (respectively) supported by a SEPP, then the SEPP shall use separate N32-connections for each pair of local and remote PLMN or SNPN. Both SEPPs shall store the mapping between the N32 connections and their pair of PLMN IDs or SNPN IDs. 
The SEPP shall select the PLMN or SNPN from the list of supported PLMN(s) or SNPN(s) based on the received Target PLMN ID or SNPN ID, or based on PLMN or SNPN specific FQDN used in the request, and provide the selected PLMN's PLMN Id(s) in the plmnIdList or the selected SNPN's SNPN Id(s) in the snpnIdList.
In case no purposes are exchanged, the receiving SEPP shall assume by default that purposes are for Roaming and inter-PLMN mobility as described in clause 6.1.5.3.9.
The initiating SEPP and/or responding SEPP may enable the establishment of an N32 connection for the purpose of Disaster Roaming only during disaster conditions.
When the request is for tearing down the existing N32-f TLS connection, the "SecNegotiateRspData" IE shall contain:
-	Supported security capability set to "NONE"
and, subsequently, both SEPP shall terminate the N32-c and N32-f TLS connection.
If the initiating SEPP receives the senderN32fFqdn IE and/or the senderN32fPort IE from the responding SEPP and TLS is negotiated as the security option for N32-f, the initiating SEPP should establish the N32-f connection towards the responding SEPP using the received N32-f FQDN and/or the senderN32fPort IE, and vice-versa.
2b.	On failure or redirection, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.2.
Editor’s note: GSMA IR.67 does not document DNS procedures for resolving N32-f FQDNs. It is FFS whether N32-f FQDNs should be managed in GSMA DNS.

* * * Next Change * * * *

[bookmark: _Toc24986342][bookmark: _Toc34205770][bookmark: _Toc39061954][bookmark: _Toc43277196][bookmark: _Toc49847526][bookmark: _Toc56419502][bookmark: _Toc112683308][bookmark: _Toc122097544]6.1.4.2.2	Operation Definition
This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-2.
Table 6.1.4.2.2-1: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	SecNegotiateReqData
	M
	1
	The IE shall contain the security capabilities of the initiating SEPP.



Table 6.1.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SecNegotiateRspData
	M
	1
	200 OK
	This represents the successful processing of the requested security capabilities. The responding SEPP shall provide the security capabilities that it has selected, in the response.

	[bookmark: _Hlk123829695]RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI that shall be the URI of a SEPP located within the same PLMN or SNPN.
When the RedirectionResponse is present, the cause in RedirectResponse shall be set to "SEPP_REDIRECTION", and the “targetSepp” attribute shall not be included.

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- REQUESTED_PURPOSE_NOT_ALLOWED

When the receiving SEPP fails to negotiate the security capability, the "cause" attribute shall be set to "NEGOTIATION_NOT_ALLOWED".

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.1.4.2.2-x: Headers supported by the 307 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	The URI of the redirected-to SEPP.



* * * Next Change * * * *

[bookmark: _Toc24986459][bookmark: _Toc34205887][bookmark: _Toc39062071][bookmark: _Toc43277313][bookmark: _Toc49847643][bookmark: _Toc56419624][bookmark: _Toc112683431][bookmark: _Toc122097667]A.2	N32 Handshake API
openapi: 3.0.0

info:
  version: '1.3.0-alpha.2'
  title: 'N32 Handshake API'
  description: |
    N32-c Handshake Service.  
[…]

paths:
  /exchange-capability:
    post:
      summary:  Security Capability Negotiation
      tags:
        - Security Capability Negotiation
      operationId: PostExchangeCapability
      requestBody:
        description: Custom operation for security capability negotiation
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/SecNegotiateReqData'
      responses:
        '200':
          description: OK (Successful negitiation of security capabilities)
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SecNegotiateRspData'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
[…]

* * * End of Changes * * * *
image1.emf
Initiating SEPP

Responding SEPP

 

1. POST .../exchange-capability (SecNegotiateReqData)

2a. 200 OK (SecNegotiateRspData)

2b. 4xx/5xx (ProblemDetails)


Microsoft_Visio_Drawing.vsdx
Initiating SEPP
Responding SEPP


1. POST .../exchange-capability (SecNegotiateReqData)
2a. 200 OK (SecNegotiateRspData)
2b. 4xx/5xx (ProblemDetails)



image2.emf
Initiating SEPP

Responding SEPP

 

1. POST .../exchange-capability (SecNegotiateReqData)

2a. 200 OK (SecNegotiateRspData)

2b. 4xx/5xx (ProblemDetails) or 3xx


Microsoft_Visio_Drawing1.vsdx
Initiating SEPP
Responding SEPP


1. POST .../exchange-capability (SecNegotiateReqData)
2a. 200 OK (SecNegotiateRspData)
2b. 4xx/5xx (ProblemDetails) or 3xx



