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1. Overall Description:
CT4 thanks GSMA for their LS on Research highlighting the potential need for granular level checks using "Additional scope" under the OAuth2.0 Token Access. 

CT4 would like to provide the following feedback:

· CT4 already defines resource/operation level scopes for a number of APIs. It has agreed to additionally define resource/operation level scopes for Nudm-sdm and Namf-comm APIs which should help to prevent the unauthorized access issues as mentioned in the LS. The same will be defined for other APIs in Rel-18, wherever applicable, via company contributions.

· CT4 has defined a set of guidelines regarding the definition of additional scopes in 5GC APIs (attached CR). The need for defining additional resource/operation-level scopes in a 5GC API depends on the API functionalities and service operations and on the expected NF service consumers, and thus is up to the API responsible Working Groups to decide.

· CT4 is in alignment with SA3 reply in S3-231581 that it is up to operators to decide whether to use OAuth2 or not, and if so which  scopes to use in their networks based on security assessment. 

Additionally, CT4 would like to provide following assessment on the attacks mentioned in the LS:

[bookmark: _GoBack]>> Additionally, an attacker-controlled SMF can maliciously delete a subscription, which will cause instability in the AMF or another NF that utilizes nudm-sdm service's subscriptions. 

[Answer]: When an NF creates a subscription in UDM, it is assigned a "subscriptionId" by the UDM. Use of DELETE method requires knowledge of this "subscriptionID" by the sending NF. It is highly unlikely the malicious NF will know this resource identity assigned to other NFs. Similar resource structure is used in many APIs and malicious NFs may not be able to perform the said DELETE operation.

>> A malicious SMF can create a subscription to data it should not access in the nudm-sdm service as well, causing a potential privacy violation.

[Answer] CT4 intends to further study this aspect in Release-18 and may provide further feedback in future.


2. Actions:
To GSMA CVD PoE:
ACTION: 	CT4 kindly asks GSMA to take above response into account.

3. Date of Next CT4 Meetings:
CT4 Meeting calendar can be found at:
https://www.3gpp.org/dynareport?code=Meetings-C4.htm

