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1	Overall description
CT4 would like to thank GSMA 5GMRR for the LS on PRINS middle boxes (5GMRR#40 Doc 05 / C4-230038). 
CT4 understands the requested error reporting and is willing to work with 5GMRR to enable the use cases described in the LS.
CT4 has agreed is discussing waysthe attached CRs (C4-230440, C4-230441, C4-230442)  to in order to enable allow PRINS middle boxes to originate messagesparticipate in . Furthermore, CT4 has defined error handling procedures.:  
· An expected IE is missing. This error condition may arise when the PRINS middle box has been tasked with a service that requires the presence of the missing IE, for example because a patch needs to be applied.  	Comment by dcm0: This is optional information and can be deleted if deemed controversial
CT4 response: CT4 has defined N32fErrorType “EXPECTED_IE_MISSING” to report this kind of error. The PRINS middlebox can initiate this error message over N32-f. 
· An IE is encrypted while it was expected to be available in the clear. This error condition may arise when the PRINS middle box has been tasked with a service that requires read access to the IE. 
CT4 response: CT4 has defined N32fErrorType “ENCRYPTED_EXPECTED_IE_IN_CLEAR” to report this kind of error. The PRINS middlebox can initiate this error message over N32-f.
· An IE is not encrypted while its availability in the clear is not required. This error condition may arise when the PRINS middle box detects that an IE is not encrypted while encryption of the IE would not result in an issue. This error (warning) may be used to optimize the relevant protection policy. 
CT4 response: CT4 has defined N32fErrorType “CLEAR_EXPECTED_IE_ENCRYPTED” to report this kind of error. The PRINS middlebox can initiate this error message over N32-f.
· The N32 connection cannot be setup due to contractual reasons. This error condition can arise, for example, when the roaming with a particular HPLMN has not been activated by the RH. Note that this error occurs at N32-c connection setup. 
CT4 response: This error in response to HTTP CONNECT needs to be defined somewhere outside of CT4 specification, e.g. GSMA specification.
· The N32 connection cannot be setup due to a connectivity issue. This error condition can arise when some connectivity issue, for example an expired TLS certificate on N32-f, prevents the setup of the TLS connection towards the HPLMN. Note that this error may occur during N32-c or N32-f connection setup. 
CT4 response: This error in response to HTTP CONNECT needs to be defined somewhere outside of CT4 specification, e.g. GSMA specification.
· The message was not delivered due to contractual reasons. This error condition can arise in the context of the delivery of an N32-f message. For example, while some N32-f messages are delivered during testing, others need to be rejected as the production phase has not yet started. Moreover, the PRINS middle box operator may reject a message because it is not aligned with the contractual purpose, for example an SMS delivery message is received over a connection that is contractually bound to roaming only. 
CT4 response: CT4 has defined N32fErrorType “CONTRACT_DENIED” and also for N32-c security negotiation to report this kind of error. The PRINS middlebox can initiate this error message over N32-f. This value can be used when the contractual relation is revoked after N32 connection is setup.
CT4 would like to request GSMA 5GMRR to review these error handling procedures and give guidance in case they are deemed insufficient.
2	Actions
To GSMA 5GMRR 
ACTION: 	CT4 would like to kindly ask GSMA 5GMRR and SA3 to take the above into account and give feedback. in case additional changes are required to the PRINS protocol.
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