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	Summary of change:
	1. SA3 developed PRINS protocol for the roaming interface N32 in order to allow the IPX to fulfill its role while providing an end-to-end security.
1. In more details, currently PRINS protocol allow the IPX to provide its service by enabling the IPX to modify and monitor information between VPLMN and HPLMN over N32-f interface while providing end-to-end security.
1. In addition, PRINS protocol assumes that the IPX is able to provide all of its service in a passive role, i.e., by only monitoring traffic exchanged between the roaming partner. However, the PRINS protocol does not provide the mechanism to the IPX to proactively enable the IPX to provide its service by instructing one of the roaming partner to act upon a request reklated to the IPX service(s)..
1. In order for the IPX to be able to provide its service, PRINS protocol needs to provide the tools for the IPX to influence communication over N32-f in order to make sure that communication meets the contractual comitments of the IPX. 
1. More specifically, PRINS protocol needs to provide a mechanism for the IPX to allow the IPX to influence an ongoing roaming exchange traffic over a specific N32-f while at the same time ensure that the communication is end-to-end securely protected.
1. While PRINS needs to provide the mechanism listed in point 5 above, the mechanism shall consider the following possible roles of the IPX over N32-f interface, e.g.,
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5. IPX-A provide a service for both PLMN-A and PLMN-B, i.e., both PLMN-A and PLMN-B have contractual agreements with IPX-A. 
1. SA3 has been discussing this issue and hopefully will send an LS to CT4 with their findings and changes to their TS33.501 speciofication.
1. This Change Request provide a mechanism that allows the IPX to instruct one of the PLMN, e.g., VPLMN SEPP, to send a message over N32-f to HPLMN, for example, that meets certain instructions as per the role of the IPX. This is achieved in two essential ways to address the role of the IPX.
7. [bookmark: OLE_LINK3]IPX request VPLMN, for example, to send a message with the N32-f context information and for a specific API with empty payload. 
0. This meets the IPX role when it has contractual agreemnts with both VPLMN and HPLMN
0. It allows the IPX to add the istruction that it requires the HPLMN SEPP to pass to the HPLMN API as a modification per the current PRINS protocol.
0. This allows the HPLMN SEPP which is a customer of the IPX too to see that the instruiction is securely coming from the VPLMN SEPP with modification by the IPX.
7. IPX send the content of the message that it would like the VPLMN SEPP to send to the HPLMN. This meets the IPX role when it only has a contractual agreement with VPLMN but not with HPLMN. This way all the content comes from the VPLMN SEPP while protected end-to-end.
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[bookmark: OLE_LINK31]*************** Start of Change 1 ****************
5.3.2.x	Message Submission to Peer SEPP
In case that the IPX at the sending SEPP needs to submit a locally constructed message to the peer SEPP on behalf of the sending SEPP, it may request the sending SEPP to prepare a "N32ReformattedReqMsg" IE where the receiving SEPP may then process as outlined in step 2a of clause 5.3.2.4. The IPX may do so by invoking a HTTP POST method as shown in figure 5.3.2.5-1 below.

[image: A picture containing table

Description automatically generated]
Figure 5.3.2.5-1 Message Submission Request between IPX and SEPP on N32-f
1. The IPX issues a HTTP POST request towards the SEPP on behalf of which it intends to submit a message to another PLMN, with the request body containing the "N32fSubmitReqMsg" IE carrying:
-	information about the responding SEPP
-	information about the originating and target PLMN of the message to be submitted
-	optionally, a "DataToIntegrityProtectBlock" IE containing the complete message to be submitted, created according to clause 5.3.2.3, except for the "metaData" attribute which shall not be present.
The SEPP shall use this information to find an appropriate N32-f context for the construction of the "N32fReformattedReqMsg" sent in case of a successful response.
The HTTP request payload may be compressed over N32-f, if both the IPX and the SEPP support gzip coding (see IETF RFC 1952 [23]).
2a.	On successful processing of the request, the SEPP shall:
-	construct the "N32fReformattedReqMsg" as done for the purpose of JOSE Protected Message Forwarding between two SEPPs, with the "DataToIntegrityProtectBlock" containing either:
2aa. 	Just the "metaData" attribute, in case no "DataToIntegrityProtectBlock" was present in the original request
2ab.	The content of the "DataToIntegrityProtectBlock" copied from the original request, together with the "metaData" attribute otherwise.
-	respond to the IPX with a "200 OK" status code and a POST response body that contains the "N32ReformattedReqMsg". The response message shall contain within the "metaData" attribute the "n32fContextId" information determined by the SEPP to represent a N32-f context with its ownership matching the parameters presented by the IPX in the "N32fSubmitReqMsg" request IE.
The HTTP response payload may be compressed over N32-f, if both the SEPP and the IPX support gzip coding (see IETF RFC 1952 [23]).
2b.	On failure, the SEPP shall respond to the IPX with an appropriate 4xx/5xx status code as specified in clause 6.2.4.4.
3.	The IPX copies the received "N32ReformattedReqMsg" into a new HTTP POST request, after creating and attaching to it a set of modification instructions which:
3a.	When applied at the receiving SEPP, result in a complete reconstructed request matching the intention of the IPX, in case no "DataToIntegrityProtectBlock" was present in the original request 
3b.	Are empty otherwise
For this, the IPX follows the same procedure for message modification as if the modified message were received in a HTTP POST request from the sending SEPP over the N32-f interface.
4.	The new HTTP POST request shall be invoked towards the next hop (IPX or SEPP) as per figure 5.3.2.4-1, with the IPX taking the role of the sending SEPP (PLMN A).
5.	After arriving at the receiving SEPP, the request shall be processed further as per clause 5.3.2.4. The processing is complete after either the "N32ReformattedRspMsg" or an error response from the receiving SEPP arrives at the initiating IPX.

*************** End of Change 1 ****************


*************** Start of Change 2 ****************
6.2.4.x			Operation: JOSE Protected Submission
6.2.4.x.1	Description
This custom operation is used by the IPX towards the SEPP to request an empty JOSE protected HTTP/2 message to be prepared by the SEPP for sending on N32-f. The HTTP method POST shall be used on the following URI:
URI: {apiRoot}/n32f-forward/v1/n32f-submit
This operation shall support the resource URI variables defined in table 6.2.4.x.1-1.
Table 6.2.4.x.1-1: Resource URI variables for this Operation
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1.



6.2.4.x.2	Operation Definition
This operation shall support the request data structures and response codes specified in tables 6.2.4.x.2-1 and 6.2.4.x.2-2.
Table 6.2.4.x.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	N32fSubmitReqMsg
	M
	1
	This IE shall contain information about the responding SEPP, as well as about the originating and target PLMN of the message to be submitted. See clause 5.3.2.5.



Table 6.2.4.x.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	 N32fReformattedReqMsg
	M
	1
	200 OK
	This represents the successful processing of the submission request. The SEPP shall provide the reformatted and JOSE protected content of an empty HTTP/2 request message.

	ProblemDetails
	O
	0..1
	404 Not Found
	When the SEPP fails to process the request due to not being able to find a N32-f context satisfying the parameters presented in the request. The "cause" attribute shall be set to "CONTEXT_NOT_FOUND".

	ProblemDetails
	O
	0..1
	403 Forbidden
	When the SEPP refuses to process the request, e.g. due to local policy. 

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



*************** End of Change 2 ****************
[bookmark: _Toc24986400][bookmark: _Toc34205828][bookmark: _Toc39062012][bookmark: _Toc43277254][bookmark: _Toc49847584][bookmark: _Toc56419565][bookmark: _Toc81066508][bookmark: _Toc114779577]
*************** Start of Change 3 ****************

6.2.5	Data Model
[bookmark: _Toc24986401][bookmark: _Toc34205829][bookmark: _Toc39062013][bookmark: _Toc43277255][bookmark: _Toc49847585][bookmark: _Toc56419566][bookmark: _Toc81066509][bookmark: _Toc114779578]6.2.5.1	General
This clause specifies the application data model supported by the API.
Table 6.2.5.1-1 specifies the data types defined for the N32 interface.
Table 6.2.5.1-1: N32 specific Data Types
	Data type
	Clause defined
	Description

	N32fReformattedReqMsg
	6.2.5.2.2
	

	N32fReformattedRspMsg
	6.2.5.2.3
	

	DataToIntegrityProtectAndCipherBlock
	6.2.5.2.4
	

	DataToIntegrityProtectBlock
	6.2.5.2.5
	

	RequestLine
	6.2.5.2.6
	

	HttpHeader
	6.2.5.2.7
	

	HttpPayload
	6.2.5.2.8
	

	MetaData
	6.2.5.2.9
	

	Modifications
	6.2.5.2.10
	

	FlatJweJson
	6.2.5.2.11
	

	FlatJwsJson
	6.2.5.2.12
	

	IndexToEncryptedValue
	6.2.5.2.13
	

	EncodedHttpHeaderValue
	6.2.5.2.14
	

	N32fSubmitReqMsg
	6.2.5.2.x
	



Table 6.2.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Namf service based interface.
Table 6.2.5.1-2: N32 re-used Data Types
	Data type
	Reference
	Comments

	HttpMethod
	6.1.5.3.5
	

	IeLocation
	6.1.5.3.6
	

	PatchItem
	3GPP TS 29.571 [12]
	

	UriScheme
	3GPP TS 29.571 [12]
	

	Fqdn
	3GPP TS 29.510 [18]
	




[bookmark: OLE_LINK27]*************** End of Change 3 ****************


*************** Start of Change 4 ****************

6.2.5.2.x	Type: N32fSubmitReqMsg
Table 6.2.5.2.x-1: Definition of type N32fSubmitReqMsg
	Attribute name
	Data type
	P
	Cardinality
	Description

	sender
	string
	M
	1
	This IE shall uniquely identify the IPX that is sending the request.

	sourcePlmnId
	PlmnId
	M
	1
	This IE shall contain the source PLMN ID of the locally constructed message the IPX intends to send. 

	targetPlmnId
	PlmnId
	M
	1
	This IE shall contain the target PLMN ID of the locally constructed message the IPX intends to send.

	targetSepp
	string
	M
	1
	This IE shall uniquely identify the SEPP that will receive the locally constructed message from the IPX.

	targetMessage
	DataToIntegrityProtectBlock
	O
	0..1
	When present, this IE shall contain the complete locally constructed message the IPX intends to send. The "metaData" attribute shall not be present.




*************** End of Change 4 ****************



Page 1



image1.png
IPX

SEPP (PLMN A)





