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[bookmark: _Toc114509496]* * * First Change * * * *
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For the Nudm_UEAuthentication service the following service operations are defined:
-	Get
-	GetHssAv
-	ResultConfirmation
-	GetProseAv
-	GetGbaAv
-	Notification
The Nudm_UEAuthentication service is used by the AUSF to request the UDM to select an authentication method, calculate a fresh authentication vector (AV) if required for the selected method, and provide it to the AUSF by means of the Get service operation. See 3GPP TS 33.501 [6] clause 14.2.2 and 3GPP TS 33.535 [55] clause 6.1. The service may also be used by the AUSF to indicate to the UDM that the user is using a N5GC device behind Cable RGs in private networks or in isolated deployment scenarios with wireline access and that therefore the applicable authentication method shall be EAP based. See 3GPP TS 23.316 [37] clause 4.10a.
The Nudm_UEAuthentication service is also used by the HSS to request UDM to generate the authentication vector(s) for EPS or IMS domain by means of GetHssAv service operation. See 3GPP TS 23.632 [32] clause 5.6.3.
The Nudm_UEAuthentication service is also used by the AUSF to inform the UDM about the occurrence of a successful or unsuccessful authentication by means of the ResultConfirmation service operation. See3GPP TS 33.501 [6] clause 14.2.3.
The Nudm_UEAuthentication service is also used by the AUSF to request the UDM to authenticate the FN-RG accessing to 5GC via W-AGF. See 3GPP TS 23.316 [37] clause 7.2.1.3.
The Nudm_UEAuthentication service is also used by the NF service consumer to request the UDM to remove the UE authentication result during the Purge of subscriber data in AMF after the UE deregisters from the network or NAS SMC fails following the successful authentication in the registration procedure.
The Nudm_UEAuthentication service is also used by the AUSF to request UDM to retrieve the Authentication Vectors for 5G ProSe by means of GetProseAv service operation. See 3GPP TS 33.503 [64] clause 7.4.
The Nudm_UEAuthentication service is also used by the GBA's BSF to request UDM to generate the GBA authentication vector by means of GetGbaAv service operation. See 3GPP TS 33.220 [61] clause N.2.2.

* * * Next Change * * * *
5.4.2.x	Notification
5.4.2.x.1	General
The following procedures using the Notification service operation are supported:
-	UDR-initiated Data Restoration Notification
[bookmark: _Toc122082243]5.4.2.x.2	UDR-initiated Data Restoration Notification
Figure 5.4.2.x.2-1 shows a scenario where the UDM notifies the NF Service Consumer (e.g. AUSF) about the need to restore data (e.g. confirmation of successful authentication events) due to a potential data-loss event occurred at the UDR. The request contains identities representing those UEs potentially affected by such event.


Figure 5.4.2.x.2-1: UDR-initiated Data Restoration
1.	The UDM (after receiving a notification from UDR about a potential data-loss event) sends a POST request to the dataRestorationCallbackUri; such callback URI may be provided by the NF service consumer during the confirmation of a successful authentication event, or dynamically discovered by UDM by querying the NRF for the NF Profile of the NF Service Consumer.
2a.	On success, the NF Service Consumer responds with "204 No Content".
2b.	On failure or redirection, one of the appropriate HTTP status codes listed in Table 6.3.5.y-3 shall be returned. For a 4xx/5xx response, the message body may contain appropriate additional error information.

* * * Next Change * * * *
[bookmark: _Toc11338732][bookmark: _Toc27585428][bookmark: _Toc36457434][bookmark: _Toc45028349][bookmark: _Toc45029184][bookmark: _Toc67681946][bookmark: _Toc122082779]6.3.5	Notifications
In this release of this specification, no notifications are defined for the Nudm_UEAuthentication Service.
6.3.5.x	General
This clause will specify the use of notifications and corresponding protocol details if required for the specific service. When notifications are supported by the API, it will include a reference to the general description of notifications support over the 5G SBIs specified in 3GPP TS 29.500 [4] / 3GPP TS 29.501 [5].
Table 6.3.5.x-1: Notifications overview
	Notification
	Resource URI
	HTTP method or custom operation
	Description
(service operation)

	Data Restoration Notification
	{dataRestorationCallbackUri}
	POST
	



* * * Next Change * * * *
6.3.5.y	Data Restoration Notification
The POST method shall be used to inform the NF Service Consumer about a potential data-loss event occurred at the UDR, and the callback URI may be provided during the confirmation of a successful authentication event, or dynamically discovered by UDM by querying NRF for a default notification URI.
Resource URI: {dataRestorationCallbackUri}
Support of URI query parameters is specified in table 6.3.5.y-1.
Table 6.3.5.y-1: URI query parameters supported by the POST method
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Support of request data structures is specified in table 6.3.5.y-2 and of response data structures and response codes is specified in table 6.3.5.y-3.
Table 6.3.5.y-2: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	DataRestorationNotification
	M
	1
	Contains identifiers representing those UEs potentially affected by a data-loss event at the UDR.



Table 6.3.5.y-3: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same NF or NF (service) set.
If an SCP redirects the message to another SCP then the location header field shall contain the same URI or a different URI pointing to the endpoint of the NF service consumer to which the notification should be sent.

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same NF or NF (service) set.
If an SCP redirects the message to another SCP then the location header field shall contain the same URI or a different URI pointing to the endpoint of the NF service consumer to which the notification should be sent.

	NOTE:	In addition, common data structures as listed in table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.



Table 6.3.5.y-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the Callback URI of the target NF Service Consumer to which the request is redirected

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.3.5.y-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the Callback URI of the target NF Service Consumer to which the request is redirected

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



[bookmark: _Toc11338577][bookmark: _Toc27585229][bookmark: _Toc36457195][bookmark: _Toc45028089][bookmark: _Toc45028924][bookmark: _Toc67681683][bookmark: _Toc122082501]* * * Next Change * * * *
[bookmark: _Toc11338734][bookmark: _Toc27585430][bookmark: _Toc36457436][bookmark: _Toc45028351][bookmark: _Toc45029186][bookmark: _Toc67681948][bookmark: _Toc122082781]6.3.6.1	General
This clause specifies the application data model supported by the API.
Table 6.3.6.1-1 specifies the data types defined for the Nudm_UEAU service API.
Table 6.3.6.1-1: Nudm_UEAU specific Data Types
	Data type
	Clause defined
	Description

	AuthenticationInfoRequest
	6.3.6.2.2
	Contains Serving Network Name and Resynchronization Information

	AuthenticationInfoResult
	6.3.6.2.3
	Contains an Authentication Vector (AV)

	AvEapAkaPrime
	6.3.6.2.4
	Contains RAND, XRES, AUTN, CK', and IK'

	Av5GHeAka
	6.3.6.2.5
	Contains RAND, XRES*, AUTN, KAUSF

	ResynchronizationInfo
	6.3.6.2.6
	Contains RAND and AUTS

	AuthEvent
	6.3.6.2.7
	Authentication Event

	AuthenticationVector
	6.3.6.2.8
	

	RgAuthCtx
	6.3.6.2.9
	Contains the UE id (i.e. SUPI) and the authentication indication.

	HssAuthenticationInfoRequest
	6.3.6.2.10
	Contains authentication method, serving network id, number of requested vectors and resynchronization information

	HssAuthenticationInfoResult
	6.3.6.2.11
	Contains the authentication vectors for EPS/IMS domain

	HssAuthenticationVectors
	6.3.6.2.12
	

	AvEpsAka
	6.3.6.2.13
	Contains RAND, XRES, AUTN, KASME

	AvImsGbaEapAka
	6.3.6.2.14
	Contains RAND, XRES, AUTN, CK, and IK

	GbaAuthenticationInfoRequest
	6.3.6.2.15
	Contains authentication method and resynchronization information

	GbaAuthenticationInfoResult
	6.3.6.2.16
	Contains the authentication vectors for GBA's BSF domain

	ProSeAuthenticationInfoRequest
	6.3.6.2.17
	Contains RSC and resynchronization information

	ProSeAuthenticationInfoResult
	6.3.6.2.18
	Contains the authentication vectors for ProSe

	ProSeAuthenticationVectors
	6.3.6.2.19
	Contains the authentication vectors for ProSe

	Autn
	6.3.6.3.2
	

	Auts
	6.3.6.3.2
	

	CkPrime
	6.3.6.3.2
	

	IkPrime
	6.3.6.3.2
	

	Kausf
	6.3.6.3.2
	

	Rand
	6.3.6.3.2
	

	ServingNetworkName
	6.3.6.3.2
	

	Success
	6.3.6.3.2
	

	Xres
	6.3.6.3.2
	

	XresStar
	6.3.6.3.2
	

	AuthenticatedInd
	6.3.6.3.2
	

	ConfidentialityKey
	6.3.6.3.2
	

	IntegrityKey
	6.3.6.3.2
	

	Kasme
	6.3.6.3.2
	

	NumOfRequestedVectors
	6.3.6.3.2
	

	Autn
	6.3.6.3.2
	

	AuthType
	6.3.6.3.3
	

	AvType
	6.3.6.3.4
	

	HssAuthType
	6.3.6.3.5
	

	HssAvType
	6.3.6.3.6
	

	HssAuthTypeInUri
	6.3.6.3.7
	

	AccessNetworkId
	6.3.6.3.8
	

	GbaAuthType
	6.3.6.3.10
	



Table 6.3.6.1-2 specifies data types re-used by the Nudm_UEAU service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudm_UEAU service API.
Table 6.3.6.1-2: Nudm_UEAU re-used Data Types
	Data type
	Reference
	Comments

	ProblemDetails
	3GPP TS 29.571 [7]
	Common data type used in response bodies

	NfInstanceId
	3GPP TS 29.571 [7]
	Network Function Instance Identifier

	NfSetId
	3GPP TS 29.571 [7]
	Network Function Set Identifier

	DateTime
	3GPP TS 29.571 [7]
	

	SupportedFeatures
	3GPP TS 29.571 [7]
	see 3GPP TS 29.500 [4] clause 6.6

	Supi
	3GPP TS 29.571 [7]
	

	CagId
	3GPP TS 29.571 [7]
	

	ServerAddressingInfo
	3GPP TS 29.571 [7]
	Server address info, which in this specification contains information of a Provisioning Server (PVS)

	3GAkaAv
	3GPP TS 29.562 [65]
	See clause 6.3.6.2.5 of 3GPP TS 29.562

	ResynchronizationInfo
	3GPP TS 29.562 [65]
	See clause 6.3.6.2.4 of 3GPP TS 29.562

	RelayServiceCode
	3GPP TS 29.571 [7]
	

	DataRestorationNotification
	6.2.6.2.25
	Contains identities representing those UEs potentially affected by a data-loss event at the UDR



[bookmark: _Toc11338581][bookmark: _Toc27585233][bookmark: _Toc36457199][bookmark: _Toc45028093][bookmark: _Toc45028928][bookmark: _Toc67681687][bookmark: _Toc122082505]* * * Next Change * * * *
[bookmark: _Toc11338742][bookmark: _Toc27585438][bookmark: _Toc36457444][bookmark: _Toc45028359][bookmark: _Toc45029194][bookmark: _Toc67681956][bookmark: _Toc122082789]6.3.6.2.7	Type: AuthEvent
Table 6.3.6.2.7-1: Definition of type AuthEvent
	Attribute name
	Data type
	P
	Cardinality
	Description

	nfInstanceId
	NfInstanceId
	M
	1
	Identifier of the NF instance where the authentication occurred (e.g. AUSF)

	success
	Success
	M
	1
	true indicates success; false indicates no success.
Set to false in case of authentication result removal.

	timeStamp
	DateTime
	M
	1
	time stamp of the authentication

	authType
	AuthType
	M
	1
	string
Authentication Type 

	servingNetworkName
	ServingNetworkName
	M
	1
	See 3GPP TS 33.501 [6] clause 6.1.1.4

	authRemovalInd
	Boolean
	O
	0..1
	When present, it shall indicate the authentication result in the UDM shall be removed.
This IE shall be set as follows:
-	true: authentication result in the UDM shall be removed;
-	false (default): authentication result in the UDM shall not be removed.

	nfSetId
	NfSetId
	O
	0..1
	If present, it indicates the NF Set ID where the authentication occurred (e.g. AUSF Set)

	resetIds
	array(string)
	O
	1..N
	May be present in Authentication Confirmation response messages.
The AUSF may decide to re-confirm the authentication at the UDM when receiving a data restoration notification containing a matching resetId.

	dataRestorationCallbackUri
	Uri
	O
	0..1
	If present, it contains the URI where notifications about UDR-initiated data restoration shall be sent by UDM.

	udrRestartInd
	boolean
	O
	0..1
	May be present in request messages from the AUSF to the UDM.
If present:
- true: indicates that the registration message sent by the AUSF is due to a re-synchronization event, motivated by a previous reception at the AUSF of a Data Restoration Notification from the UDM
- false (or absent): indicates that this is a normal request message (i.e., not motivated by a data restoration notification event)



* * * Next Change * * * *
[bookmark: _Toc27585641][bookmark: _Toc36457664][bookmark: _Toc45028583][bookmark: _Toc45029418][bookmark: _Toc67682192][bookmark: _Toc122083101]A.4	Nudm_UEAU API

(... text not shown for clarity ...)

  /{supi}/auth-events:
    post:
      summary: Create a new confirmation event
      operationId: ConfirmAuth
      tags:
        - Confirm Auth
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudm-ueau
        - oAuth2ClientCredentials:
          - nudm-ueau
          - nudm-ueau:auth-events:create
      parameters:
        - name: supi
          in: path
          description: SUPI of the user
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AuthEvent'
        required: true
      responses:
        '201':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AuthEvent'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/nudm-ueau/v1/{supi}/auth-events/{authEventId}'
              required: true
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
      callbacks:
        dataRestorationNotification:
          '{request.body#/dataRestorationCallbackUri}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: 'TS29503_Nudm_UECM.yaml#/components/schemas/DataRestorationNotification'
              responses:
                '204':
                  description: Successful Notification response
                '307':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '409':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/409'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  description: Unexpected error

(... text not shown for clarity ...)

    AuthEvent:
      type: object
      required:
        - nfInstanceId
        - success
        - timeStamp
        - authType
        - servingNetworkName
      properties:
        nfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        success:
          $ref: '#/components/schemas/Success'
        timeStamp:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        authType:
          $ref: '#/components/schemas/AuthType'
        servingNetworkName:
          $ref: '#/components/schemas/ServingNetworkName'
        authRemovalInd:
          type: boolean
          default: false
        nfSetId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfSetId'
        resetIds:
          type: array
          items:
            type: string
          minItems: 1
        dataRestorationCallbackUri:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        udrRestartInd:
          type: boolean
          default: false


(... text not shown for clarity ...)

* * * End of Changes * * * *
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