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1
Abstract
This discussion paper describes the unnecessary signaling that may occur when the PCF stores an obsolete UE Policy Association and the related Namf_Communication service resources, and discusses the possible solutions that minimize the signaling overhead and/or potential UE Policy misconfiguration.
2
Discussion
2.1
Introduction
The PCF may store an obsolete UE Policy Association resource when the UE Policy Association Establishment request times out in the AMF, the AMF sends a request retry, and the AMF and/or the PCF do not support the duplicate detection functionality specified in TS 29.500, 5.2.8. This may happen for cases where the PCF processed successfuly a first request for UE Policy Association Establishment, created the UE Policy Association resource and sent the answer to the AMF, but that answer was lost or not received on time at the AMF. In this case, there might be a time interval until the obsolete UE Policy Association is detected and deleted, during which the PCF may be trying to deliver UE policies via both, the obsolete and the recently created UE Policy Association.
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Figure 2.1-1: UE Policy Association Establishment request retry.

After step 1, when the AMF decides to retry the timed out UE Policy Association Establishment request, some AMF implementations may decide to also remove the related N1N2MessageSubscribe UPDP context for the UE (box A) (coupling Namf_Communication N1N2MessageSubscription context to the UE Policy Association context). Other AMF implementations may decide to delay the removal of the N1N2MessageSubscribe UPDP context related to PCF1 to the reception of the N1N2MessageSubscribe UPDP request from PCF2 (i.e., after step 5).

Note that the AMF may decide to reattempt the UE Policy Association Establishment request towards the same or different PCF (service) instance/Set. In the figure 2-1 it is represented the case for a different PCF (PCF 2) Set, for which the solutions described in TS 29.500, 5.2.8 do not apply
In both cases (A) and (B) above, during UE Policy Association establishment request retry procedure:

· The message from the UE (step 7) including the outcome of the UE Policies sent to the UE by the PCF1 using the Namf_Communication_N1N2MessageTransfer will not be received by the PCF1 if it occurs after the removal of the N1N2MessageSubscribe context related to PCF1 in the AMF. The PCF1 will be reattempting the UE Policy delivery till the maximum number of reattempts is reached.

-
The PCF2 would be running a complete UE Policy Association establishment procedure, invoking the Namf_Communication_N1N2MessageSubscribe service operation. The PCF2 will be sending to the UE the UE Policies that were not confirmed by PCF1 in UDR as provisioned in the UE.

-
Once the AMF accepts the Namf_Communication_N1N2MessageSubscribe request from PCF2, the AMF will be sending to PCF2 the outcome of the UE Policies delivered by PCF1. PCF2 needs to discard the notifications related to the UE Policies delivered by PCF1.

Note that a timely clean-up of the UE Policy Control and Namf_Communication resources created in the PCF during the previous UE Policy Association establishment request is relevant, because if once the UE Policy Association establishment procedure is finished (in the AMF and the PCF2) the UE Policy Association remains in PCF1, PCF internal triggers or UDR notification triggers may make that both, the PCF1 and the PCF2 start a new UE Policy delivery request procedure, with the consequent double provisioning and where the outcome of both requests will be delivered to PCF2 only.

It is not specified how the PCF1 can know whether the UE Policy Association resource is obsolete to clean it up. Some detection of obsolete UE Policy Association resources in the PCF could be achieved when the request retry is sent to the same PCF (service) instance/set than the original request. E.g., the PCF may invalidate the less recent resource for the same SUPI and stop any UE Policy Delivery related to it. But if the request is sent to a different Set, there is no possibility to detect the obsolete resource and remove it.
An interaction from the AMF to the PCF indicating the timed out UE Policy Association and the removal of the N1N2MessageSubscription would assist the PCF to remove obsolete N1N2MessageSubscription resource and deduct the deletion of the related obsolete UE Policy Association resources.

2.2
AMF indication of Timed Out UE Policy Association

2.2.1
Description

Two mechanisms may enable the AMF indicates to the PCF about a timed-out UE Policy Association:
-
Mechanism 1:


When the AMF detects that the Namf_Communication_N1N2MessageSubscribe context is being removed (see step 3.a in box (A) and step 6 in figure 2.1-1), the AMF would determine whether the removed context is related to a timed-ourt UE Policy Association. In that case, the AMF triggers an Namf_Communication_N1MessageNotify and includes an indication of termination of the subscription context because the related UE Policy Association timed out. When the PCF receives the notification with the indication of the termination of the subscription, the PCF stops any ongoing UE Policy delivery procedure, and removes the N1N2MessageSubscription context and the UE Policy Association resource.

Protocol impacts:

a.
The N1MessageNotification data type is extended with a new attribute, e.g. "subscriptionTermination" that indicates the there is no valid N1N2MessageSubscription context, because (i) the AMF determined that the subscription is no longer valid in the NF hosting the notification URI, or (ii) the AMF determined the subscription is no longer valid because there is no valid UE Policy Association established between the PCF and the AMF. 
b.
A new feature needs to be defined to indicate the "n1MessageContainer" attribute is omitted or contains a dummy value when the "subscriptionTermination" attribute is included.
-
Mechanism 2.


When the AMF detects that the PCF is delivering UE Policies associated to a terminated N1N2MessageSubscribe context (e.g. because of timed out UE Policy Association Establishment), the AMF rejects the N1N2MessageTransfer request (step 5.a and step 10.b in figure 2.1-1). When the PCF receives the N1N2MessageTransfer reject response, the PCF stops any ongoing UE Policy delivery procedure, and removes the N1N2MessageSubscription context and the UE Policy Association resource stored in the PCF.


Protocol impacts:

a.
The PCF needs to indicate the PCF instance and (service) Set Identifier (if available) when requesting the delivery of UE Policies. I.e., the n1MessageContainer attribute included within the N1N2MessageTransferReqData data type needs to contain the nfId and setId of the PCF, when the n1MessageClass is set to UPDP.
b.
When the AMF determines that the N1N2MessageSubscription for the indicated PCF instance and Set Id (i) is no longer valid in the AMF, or (ii) was terminated because there is no valid UE Policy Association established between the PCF and the AMF (there is no UE Policy Association with the same NF Set Id included in the binding indication), the AMF returns a 404 Not Found error with a new cause, "NO_UE_POLICY_ASSOCIATION_AND_TERMINATED_N1N2MESSAGE_SUBSCRIPTION".
c.
When the PCF receives the 404 Not Found response with the application error "NO_UE_POLICY_ASSOCIATION_AND_TERMINATED_N1N2MESSAGE_SUBSCRIPTION" the PCF removes the N1N2MessageSubscription context and the UE Policy Association resource.
2.2.2
Evaluation

Mechanism 1 (new attribute + feature control to modify the presence condition of existing attributes) has similar protocol impacts than Mechanism 2 (new attribute + definition of new application error). 

Both mechanisms require an extra interaction: Mechanism 1 requires the trigger of a Notification and Mechanism 2 requires the reception of a N1N2MessageTransfer.

Once the contexts are obsolete, deleted in the AMF, Mechanism 1 ensures the PCF is aware of it almost immediately. Mechanism 2 delays the indication of obsolete context to the reception of the the N1N2MessageTransfer, which might not ever be invoked.
3.
Conclusions

When the AMF sends a UE Policy Association Establishment request retry to a PCF (service) instance located in a different PCF Set than the original request, there is no specified mechanism that helps the PCF to detect that the duplicate request retry may result in the creation of duplicated resources.

Two mechanisms have been proposed in this DP that overcome this situation, being Mechanism 1 a little bit more complex than Mechanism 2, but more complete.

For its simplicity, it is proposed to specify Mechanism 2.
If this approach is agreed, Ericsson will bring the corresponding CRs to TS 29.518 and TS 29.513 to April meeting. 
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