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* * * First Change * * * *
[bookmark: _Toc24986317][bookmark: _Toc34205745][bookmark: _Toc39061929][bookmark: _Toc43277171][bookmark: _Toc49847501][bookmark: _Toc56419476][bookmark: _Toc112683282][bookmark: _Toc122097518]5.3.2.1	General
If the negotiated security capability between the two SEPPs is PRINS, one or more HTTP/2 connections between the two SEPPs for the forwarding of JOSE protected message shall be established, which may involve IPX providers on path. The forwarding of messages over the N32-f interface involves the following steps at the sending SEPP:
1.	Identification of the protection policy applicable for the API being invoked (i.e either a request/response NF service API or a subscribe/unsubscribe service API or a notification API).
2.	Message reformatting as per the identified protection policy.
3.	Forwarding of the reformatted message over the N32 interface.
The processing of a message received over the N32-f interface at the receiving IPX provider involves the following steps:
1.	Apply the modifications in the "modificationsBlock" appended by the sending IPX provider as JSON patches in the DataToIntegrityProtectBlock (from the decoded "aad" part), if the "modificationsBlock" is received in the message.
2.	Determine further modifications required based on modification policy and insert the modification entries in "modificationsBlock".
3.	Forwarding the received message with the above inserted modification entries in "modificationsBlock" over the N32 interface.
The processing of a message received over the N32-f interface at the receiving SEPP involves the following steps.
1.	Identify the N32-f context using the N32-f context Id received in the message.
2.	Verify the integrity protection of the message using the keying material obtained from the TLS layer during the parameter exchange procedure for that N32-f context (see 3GPP TS 33.501 [6]). The TLS connection from which the keying material is obtained is the N32-c TLS connection used for the parameter exchange procedure.
3.	Decrypt the ciphertext part of the received JWE message. Decode the "aad" part of the JWE message using BASE64URL decoding.
4.	For each entry in the "modificationsBlock" of the received message:
-	First verify the integity protection of that entry using the keying material applicable for the IPX that inserted that block (using the "identity" IE in the "modificationsBlock");
-	Identify the modifications policy exchanged during the parameter exchange procedure with the sending SEPP if the IPX that inserted the modificationsBlock is from the sending SEPP side; else identify the modifications policy applicable for the IPX based on local configuration;
-	Check if the inserted modifications are as per the identified modifications policy;
-	Apply the modifications as a JSON patch in the DataToIntegrityProtectBlock (from the decoded "aad" part).
5.	Form the original JSON request / response body from the decrypted ciphertext and the decoded integrity verified "aad" block possibly modified as described in step 4.
6.	If the reconstructed HTTP message has an "Authorization" header, then the SEPP shall check whether the service consumer's PLMN ID or SNPN ID is present in the Bearer token contained in the Authorization header (see 3GPP TS 29.510 [18], clause 6.3.5.2.4) and if it matches with the "Remote PLMN ID" or "Remote SNPN ID" of the N32-f context. If they do not match, the SEPP shall respond to the sending SEPP with "403 Forbidden" status code with the application specific cause set as "PLMNID_MISMATCH" or "SNPNID_MISMATCH".
NOTE 1:	In this case, the N32-f Error Reporting procedure specified in clause 5.2.5 is not used since the processing of the complete N32-f message fails at the receiving SEPP.
NOTE 2:	If the service consumer's PLMN ID or SNPN ID is present in the reconstructed HTTP message, then the receiving SEPP compares this with the sending SEPP's PLMN ID or SNPN ID, which is retrieved from N32f Context (see clause 5.9.3 in 3GPP TS 33.501 [6]). See the above step 6 for the receiving SEPP behaviour. If the service consumer's PLMN ID and SNPN ID areis not present, the comparison is not done.
SEPPs and IPX should support gzip coding (see IETF RFC 1952 [23]) in HTTP requests and responses and indicate so in the Accept-Encoding header, as described in clause 6.9 of 3GPP TS 29.500 [4] and clause 6.2.2.2.3.

* * * Next Change * * * *
[bookmark: _Toc24986399][bookmark: _Toc34205827][bookmark: _Toc39062011][bookmark: _Toc43277253][bookmark: _Toc49847583][bookmark: _Toc56419560][bookmark: _Toc112683369][bookmark: _Toc122097605]6.2.4.2.2	Operation Definition
This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-2.
Table 6.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	N32fReformattedReqMsg
	M
	1
	This IE shall contain the reformatted HTTP/2 message comprising the plain text part, encrypted information, meta data and modification chain information. See clause 6.2.5.2.2.



Table 6.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	 N32fReformattedRspMsg
	M
	1
	200 OK
	This represents the successful processing of the reformatted JOSE protected message at the responding SEPP. The responding SEPP shall provide the reformatted and JOSE protected content of the corresponding HTTP/2 response message received from the NF service producer, or the HTTP/2 notification response message received from the NF service consumer.

	ProblemDetails
	O
	0..1
	403 Forbidden
	When the receiving SEPP fails to process the reconstructed message due to PLMN ID or SNPN ID verification failure, the "cause" attribute shall be set to "PLMNID_MISMATCH" or "SNPNID_MISMATCH".

When the receiving SEPP receives HTTP requests over N32-f with purpose, marked using 3gpp-Sbi-Interplmn-Purpose header as specified in 3GPP TS 29.500 [4], that does not match with any of the purposes exchanged via the Security Capability Negotiation procedure, then the "cause" attribute shall be set to "REQUESTED_PURPOSE_NOT_ALLOWED".

When the receiving SEPP fails to process the reconstructed message due to the n32fContextId is unknown, the "cause" attribute shall be set to "CONTEXT_NOT_FOUND".

When the receiving SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5, the "cause" attribute shall be set to "UNSPECIFIED".

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



* * * Next Change * * * *
[bookmark: _Toc24986425][bookmark: _Toc34205853][bookmark: _Toc39062037][bookmark: _Toc43277279][bookmark: _Toc49847609][bookmark: _Toc56419590][bookmark: _Toc112683398][bookmark: _Toc122097634]6.2.6.3	Application Errors
The application errors defined for the JOSE protected message forwarding API on N32-f are listed in Table 6.2.6.3-1.
Table 6.2.6.3-1: Application errors
	Application Error
	HTTP status code
	Description

	PLMNID_MISMATCH
	403 Forbidden
	The PLMN ID in the Bearer token carried in the "Authorization" header of the reconstructed message does not match the PLMN ID of the N32-f context.

	SNPNID_MISMATCH
	403 Forbidden
	The SNPN ID in the Bearer token carried in the "Authorization" header of the reconstructed message does not match the SNPN ID of the N32-f context.

	REQUESTED_PURPOSE_NOT_ALLOWED
	403 Forbidden
	The purpose indicated in 3gpp-Sbi-Interplmn-Purpose header as specified in 3GPP TS 29.500 [4] of the reconstructed message does not match with any of the purposes exchanged via the Security Capability Negotiation procedure.

	CONTEXT_NOT_FOUND
	403 Forbidden
	The n32fContextId is unknown in the receiving SEPP.

	UNSPECIFIED
	403 Forbidden
	The receiving SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5.



* * * End of Changes * * * *
