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[bookmark: _Toc11338340][bookmark: _Toc27584943][bookmark: _Toc36456885][bookmark: _Toc45027763][bookmark: _Toc45028598][bookmark: _Toc67681352][bookmark: _Toc67682645][bookmark: _Toc82676341][bookmark: _Toc114777931]
* * * First Change * * * *
[bookmark: _Toc67903503][bookmark: _Toc510696587][bookmark: _Toc35971379][bookmark: _Toc82676344][bookmark: _Toc114777934]5.3	Nupf_GetPrivateUEIPaddr Service
[bookmark: _Toc510696588][bookmark: _Toc35971380][bookmark: _Toc67903504]5.3.1	Service Description
This clause will provide a general description of the related service, include a description of the functional elements involved in the invocation of the service, i.e. NF Service Producer and NF Service Consumer(s), and list the service operations it supports.
[bookmark: _Toc510696589][bookmark: _Toc35971381][bookmark: _Toc67903505]5.3.2	Service Operations
One clause per service operation.
This clause will include a description of the different service operations supported by the service. For RESTful service operations, the service operations depict the resources and the methods they support.
[bookmark: _Toc510696590][bookmark: _Toc35971382][bookmark: _Toc67903506]5.3.2.1	Introduction
This clause will contain a generic introduction of the service operations described in the following clauses.
[bookmark: _Toc510696591][bookmark: _Toc35971383][bookmark: _Toc67903507]5.3.2.2	<Service operation 1>
[bookmark: _Toc510696592][bookmark: _Toc35971384][bookmark: _Toc67903508]5.3.2.2.1	General
This clause provides a general description of the service operation.
[bookmark: _Toc510696593][bookmark: _Toc35971385][bookmark: _Toc67903509]5.3.2.2.2	<Procedure 1 using service operation 1 of service 1>
And so on if there are more than 2 procedures that need to be described for the service.
Clauses 5.3.2.2.x are optional to include. They can be specified e.g. if a service operation is implemented using different combinations of resources and methods.

* * * Next Change * * * *
[bookmark: _Toc510696598][bookmark: _Toc35971390][bookmark: _Toc67903514]6.2	Nupf_GetPrivateUEIPaddr Service API
[bookmark: _Toc510696599][bookmark: _Toc35971391][bookmark: _Toc67903515]6.2.1	Introduction
This clause specifies the API Name and Version.
[bookmark: _Toc510696600]The Nupf_GetPrivateUEIPaddr shall use the Nupf_GetPrivateUEIPaddr API.
The API URI of the Nupf_GetPrivateUEIPaddr API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URIs used in HTTP requests from the NF service consumer towards the NF service producer shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "<service 1 API name>".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.2.3.
[bookmark: _Toc35971392][bookmark: _Toc67903516]6.2.2	Usage of HTTP
[bookmark: _Toc510696601][bookmark: _Toc35971393][bookmark: _Toc67903517]6.2.2.1	General
This clause will include a reference to TS 29.500 for the description of the Transport and HTTP/2.0 protocol requirements and for the security requirements.
[bookmark: _Toc510696602]HTTP/2, IETF RFC 7540 [11], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
The OpenAPI [6] specification of HTTP messages and content bodies for the Nupf_GetPrivateUEIPaddr API is contained in Annex A.
[bookmark: _Toc35971394][bookmark: _Toc67903518]6.2.2.2	HTTP standard headers
[bookmark: _Toc510696603][bookmark: _Toc35971395][bookmark: _Toc67903519]6.2.2.2.1	General
[bookmark: _Toc510696604]See clause 5.2.2 of 3GPP TS 29.500 [4] for the usage of HTTP standard headers.
Add specific information for the API if applicable.
[bookmark: _Toc35971396][bookmark: _Toc67903520]6.2.2.2.2	Content type
This clause will indicate the encoding of HTTP requests/responses and the applicable MIME media type for the related Content-Type header. Adjust the text below if additional payload types are used e.g. for HATEOAS..
[bookmark: _Toc510696605]JSON, IETF RFC 8259 [12], shall be used as content type of the HTTP bodies specified in the present specification as specified in clause 5.4 of 3GPP TS 29.500 [4]. The use of the JSON format shall be signalled by the content type "application/json".
"Problem Details" JSON object shall be used to indicate additional details of the error in a HTTP response body and shall be signalled by the content type "application/problem+json", as defined in IETF RFC 7807 [13].
[bookmark: _Toc35971397][bookmark: _Toc67903521]6.2.2.3	HTTP custom headers
[bookmark: _Toc489605322][bookmark: _Toc492899753][bookmark: _Toc492900032][bookmark: _Toc492967834][bookmark: _Toc492972922][bookmark: _Toc492973142][bookmark: _Toc492974840][bookmark: _Toc510696606]The mandatory HTTP custom header fields specified in clause 5.2.3.2 of 3GPP TS 29.500 [4] shall be supported, and the optional HTTP custom header fields specified in clause 5.2.3.3 of 3GPP TS 29.500 [4] may be supported.
Add specific information for the API if applicable.
[bookmark: _Toc510696607][bookmark: _Toc35971398][bookmark: _Toc67903522]6.2.3	Resources
[bookmark: _Toc510696608][bookmark: _Toc35971399][bookmark: _Toc67903523][bookmark: _Toc510696609][bookmark: _Toc35971400][bookmark: _Toc67903524]6.2.3.1	Overview
This clause will describe the structure for the Resource URIs and the resources and methods used for the service.
This clause describes the structure for the Resource URIs and the resources and methods used for the service.
Figure 6.2.3.1-1 depicts the resource URIs structure for the Nupf_GetPrivateUEIPaddr API.
Example:


Figure 6.2.3.1-1: Resource URI structure of the Nupf_GetPrivateUEIPaddr API
Figure 6.2.3.1-1 illustrates resource URI structure with an example. Clause 5.2.1-1 in 3GPP TS 29.501 [5] specifies graphical conventions used in the resource URI structures.
Table 6.2.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.2.3.1-1: Resources and methods overview
	Resource purpose/name
	Resource URI (relative path after API URI)
	HTTP method or custom operation
	Description (service operation)

	<Resource name>
	<relative path after API URI>
	GET
	<Operation executed by GET>

	
	
	PUT
	<Operation executed by PUT>

	
	
	PATCH
	<Operation executed by PATCH>

	
	
	POST
	<Operation executed by POST>

	
	
	DELETE
	<Operation executed by DELETE>

	
	
	Custom operation
	<Operation executed by custom operation>



6.2.3.2	Resource: <resource 1>
Where <resource 1> is to be replaced by the resource name, e.g. PduSession.
[bookmark: _Toc510696610][bookmark: _Toc35971401][bookmark: _Toc67903525]6.2.3.2.1	Description
This clause will specify what the resource represents or what it is used for.
[bookmark: _Toc35971402][bookmark: _Toc67903526][bookmark: _Toc510696612][bookmark: _Toc35971403][bookmark: _Toc67903527]6.2.3.2.2	Resource Definition
This clause will describe the Resource URI and the supported resource variables. "<apiName>" and "<apiVersion>" are placeholders (not resource URI variables) which are ultimately replaced by their values defined in clause 6.2.1. The "<apiName>" placeholder should hence be replaced by its value (e.g. "nudm-sdm") as defined in clause 6.2.1. However, for the sake of simplicity and in order to avoid to have to update all the occurrences of the API version when the latter is changed, the "<apiVersion>" should be kept in the resource URI when present in the core of the specification.
Resource URI: {apiRoot}/<apiName>/<apiVersion>/xxx
This resource shall support the resource URI variables defined in table 6.2.3.2.2-1.
Table 6.2.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.2.1

	<name>
	<type>
	<definition>



6.2.3.2.3	Resource Standard Methods
The following clauses will specify the standard methods supported by the resource.
It will describe, for each method, the use of the method, the URI query parameters supported by the method, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696613][bookmark: _Toc35971404][bookmark: _Toc510696635][bookmark: _Toc35971430][bookmark: _Toc67903546]6.2.3.2.3.1	< method 1 >
This clause will specify the meaning of the method applied on the resource.
This method shall support the URI query parameters specified in table 6.2.3.2.3.1-1.
Table 6.2.3.2.3.1-1: URI query parameters supported by the <method 1> method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	<name> or n/a
	<type> or <leave empty>
	<M, C or O>
	0..1 or 1 or 0..N or 1..N or <leave empty>
	<only if applicable>
	



This method shall support the request data structures specified in table 6.2.3.2.3.1-2 and the response data structures and response codes specified in table 6.2.3.2.3.1-3.
Table 6.2.3.2.3.1-2: Data structures supported by the <method 1> Request Body on this resource
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)" or n/a
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



Table 6.2.3.2.3.1-3: Data structures supported by the <method 1> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)" or n/a
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	NOTE:	The manadatory HTTP error status code for the <method 1> method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



Table 6.2.3.2.3.1-4: Headers supported by the <e.g. GET> method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	<header name> 
	<data type>
e.g. string
	"M", "C" or "O"
	"0..1", "1", "1..N",  "1..N", or <leave empty>
	<description>



Table 6.2.3.2.3.1-5: Headers supported by the <e.g. 200> response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	
<header name> 
	
<data type>
e.g. string
	"M", "C" or "O"
	
"0..1", "1", "1..N",  "1..N", or <leave empty>
	<description>



Table 6.2.3.2.3.1-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	<link name>
e.g. search
	<resource 1>
e.g. Stored Search (Document)
	<method 1>
e.g. GET
	<parameter>
e.g. searchId
	<description of the link>



[bookmark: _Toc510696622][bookmark: _Toc35971413][bookmark: _Toc67903530]6.2.4	Custom Operations without associated resources
[bookmark: _Toc510696623][bookmark: _Toc35971414][bookmark: _Toc67903531]6.2.4.1	Overview
This clause will specify custom operations without any associated resource (i.e. RPC) supported by this API.
Table 6.2.4.1-1: Custom operations without associated resources
	Custom operation URI
	Mapped HTTP method
	Description

	<custom operation URI>
	e.g.POST
	<Operation executed by Custom operation>

	
	
	



[bookmark: _Toc510696624][bookmark: _Toc35971415][bookmark: _Toc67903532]6.2.4.2	Operation: <operation 1>
Where <operation 1> is to be replaced by the name of the custom operation, e.g. Authentication_Information_Request.
It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696625][bookmark: _Toc35971416][bookmark: _Toc67903533]6.2.4.2.1	Description
This sublause will describe the custom operation and what it is used for, and the custom operation's URI.
[bookmark: _Toc510696626][bookmark: _Toc35971417][bookmark: _Toc67903534]6.2.4.2.2	Operation Definition
This clause will specify the custom operation and the HTTP method on which it is mapped.
This operation shall support the response data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-2.
Table 6.2.4.2.2-1: Data structures supported by the <e.g. POST> Request Body on this resource
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



Table 6.2.4.2.2-2: Data structures supported by the <e.g. POST> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	NOTE:	The manadatory HTTP error status code for the <e.g. POST> method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



[bookmark: _Toc510696628][bookmark: _Toc35971419][bookmark: _Toc67903536]6.2.5	Notifications
The Nupf_GetPrivateUEIPaddr service does not support any notification in this release of the specification.
[bookmark: _Toc510696632][bookmark: _Toc35971427][bookmark: _Toc67903543]6.2.6	Data Model
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc67903544][bookmark: _Toc510696634][bookmark: _Toc35971429][bookmark: _Toc67903545]6.2.6.1	General
This clause specifies the application data model supported by the API.
Data types that may be common to multiple APIs (offered by the same or different NFs) should be specified in a new separate TS (similar approach as for TS 29.230 for Diameter AVPs).
Table 6.2.6.1-1 specifies the data types defined for the Nupf_GetPrivateUEIPaddr service based interface protocol.
Table 6.2.6.1-1: Nupf_GetPrivateUEIPaddr specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	
	
	
	



Table 6.2.6.1-2 specifies data types re-used by the Nupf_GetPrivateUEIPaddr service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nupf_GetPrivateUEIPaddr service based interface.
Table 6.2.6.1-2: Nupf_GetPrivateUEIPaddr re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	
	
	
	



6.2.6.2	Structured data types
This clause will specify the structured data types.
6.2.6.2.1	Introduction
This clause defines the structures to be used in resource representations.
[bookmark: _Toc510696636][bookmark: _Toc35971431][bookmark: _Toc67903547]6.2.6.2.2	Type: <TypeName 1>
"Attribute name": Name of attributes that belong to the specified data type. The attribute names within a structured data type shall be unique, and their relative order inside the structured data type shall not imply any specific ordering of the corresponding JSON member names in a JSON object.
"Data type": Data type of the attribute values. If the data type is indicated as "<type>", the attribute value shall be of data type <type>. If the data type is indicated as "array(<type>)", the attribute value shall be an array (see IETF RFC 825]) that contains elements of data type <type>. If the data type is indicated as "map(<type>)", the attribute value shall be an object (see IETF RFC 8259) encoded in the corresponding OpenAPI specification as a map which values are data type <type>. <type> can either be "integer", "number", "string" or "boolean" (as defined in the OpenAPI specification [4]), or a data type defined in a 3GPP specification.
"P": Presence condition of a data structure in request body. It shall be one of "M" (for Mandatory), "C" (for Conditional) and "O" (for Optional).
"Cardinality": Defines the allowed number of occurrence of data type <type>. A cardinality of "M..N", is only allowed for data types "array(<type>)" and "map(<type>)" and indicates the number of elements within the array or map; the values M and N can either be the characters "M" and "N", respectively, or integer numbers; with M being greater than or equal 0, and N being greater than 0 and M. For data type "<type>", the cardinality shall be set to "0..1" if the Presence condition is "C" or "O", and to "1" if the Presence condition is "M".
"Description": Describes the meaning and use of the attribute and may contain normative statements.
Applicability: If the attribute is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [4], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the attribute can be used with any feature.If no optional features are defined for an API, the applicability column can be omitted for that API
Table 6.2.6.2.2-1: Definition of type <TypeName 1>
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	<attribute name>
	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N"
	<only if applicable>
	

	
	
	
	
	
	

	
	
	
	
	
	



[bookmark: _Toc510696637][bookmark: _Toc35971432][bookmark: _Toc67903548]6.2.6.2.3	Type: <TypeName 2>
And so on if there are more types to specify.
[bookmark: _Toc510696638][bookmark: _Toc35971433][bookmark: _Toc67903549]6.2.6.3	Simple data types and enumerations
This clause will define simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc510696639][bookmark: _Toc35971434][bookmark: _Toc67903550]6.2.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc510696640][bookmark: _Toc35971435][bookmark: _Toc67903551]6.2.6.3.2	Simple data types
[bookmark: _Toc510696641][bookmark: _Toc35971436][bookmark: _Toc67903552]The simple data types defined in table 6.2.6.3.2-1 shall be supported.
Table 6.2.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description
	Applicability

	
	<one simple data type, i.e. boolean, integer, number, or string>
	
	



6.2.6.3.3	Enumeration: <EnumType1>
The enumeration <EnumType1> represents <something>. It shall comply with the provisions defined in table 6.2.6.3.3-1.
Table 6.2.6.3.3-1: Enumeration < EnumType1>
	Enumeration value
	Description
	Applicability

	
	
	



[bookmark: _Toc510696642][bookmark: _Toc35971437][bookmark: _Toc67903553]6.2.6.3.4	Enumeration: <EnumType2>
And so on if there are more enumerations to define.
[bookmark: _Toc510696643][bookmark: _Toc35971438][bookmark: _Toc67903554]6.2.6.4	Data types describing alternative data types or combinations of data types
[bookmark: _Toc510696644][bookmark: _Toc35971439][bookmark: _Toc67903555]6.2.6.4.1	Type: <TypeName 1>
The data types describing alternative data types or combinations of data types shall represent an OpenAPI schema object using the "oneOf", "anyOf" or "allOf"  keyword to list alternative or to be combined data types (see the OpenAPI specification [4] and https://swagger.io/docs/specification/data-models/oneof-anyof-allof-not/).
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches , i.e. a list of mutually exclusive alternative data types., as described using the OpenAPI "oneOf" keyword, if the instance matches against one and only one of the alternative data types.
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches a list of non-exclusive alternative data types, as described using the OpenAPI "anyOf" keyword, if the instance matches against one or more of the alternative data types.
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches a list of to be combined data types, as described using the OpenAPI "allOf" keyword, if the instance matches against all of the to be combined data types."Attribute name": Name of attributes that belong to the specified data type. The attribute names within a structured data type shall be unique, and their relative order inside the structured data type shall not imply any specific ordering of the corresponding JSON elements in a JSON object.
"Data type": Data type of the alternative or to be combined data type. If the data type is indicated as "<type>", the alternative or to be combined data type shall be of data type <type>. If the data type is indicated as "array(<type>)", the alternative or to be combined data type shall be an array (see IETF RFC 8259 [3]) that contains elements of data type <type>. If the data type is indicated as "map(<type>)", the alternative or to be combined data type shall be an object (see IETF RFC 8259 [3]) encoded in the corresponding OpenAPI specification as a map which values are of data type <type>. <type> can either be "integer", "number", "string" or "boolean" (as defined in the OpenAPI specification [4]), or a data type defined in a 3GPP specification.
"Cardinality": Defines the allowed number of occurrence of data type <type>. A cardinality of "M..N", is only allowed for data types "array(<type>)" and "map(<type>)" and indicates the number of elements within the array or map; the values M and N can either be the characters "M" and "N", respectively, or integer numbers; with M being greater than or equal 0, and N being greater than 0. For data type "<type>", the cardinality shall be set to "1".
"Description": Describes the meaning and use of the attribute and may contain normative statements.Applicability: If the attribute is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [4], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the attribute can be used with any feature.
Applicability: If the type is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [2], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the type can be used with any feature. If no optional features are defined for an API, the applicability column can be omitted for that API.
Table 6.2.6.4.1-1: Definition of type <Type name 1> as a list of <"mutually exclusive alternatives" / "non-exclusive alternatives" / "to be combined data types">
	Data type
	Cardinality
	Description
	Applicability

	"<type>" or "array(<type>)" or "map(<type>)"
	"1" or "M..N"
	<only if applicable>
	



[bookmark: _Toc510696645][bookmark: _Toc35971440][bookmark: _Toc67903556]6.2.6.4.2	Type: <TypeName 2>
And so on if there are more types to specify.
[bookmark: _Toc510696647][bookmark: _Toc35971443][bookmark: _Toc67903560]6.2.7	Error Handling
This clause will include a reference to the general error handling principles specified in TS 29.501, and further specify any general error handling aspect specific to the API, if any Error handling specific to each method (and resource) is specified in clauses 6.2.3. and 6.2.4.
[bookmark: _Toc35971444][bookmark: _Toc67903561]6.2.7.1	General
For the Nupf_GetPrivateUEIPaddr API, HTTP error responses shall be supported as specified in clause 4.8 of 3GPP TS 29.501 [5]. Protocol errors and application errors specified in table 5.2.7.2-1 of 3GPP TS 29.500 [4] shall be supported for an HTTP method if the corresponding HTTP status codes are specified as mandatory for that HTTP method in table 5.2.7.1-1 of 3GPP TS 29.500 [4].
In addition, the requirements in the following clauses are applicable for the Nupf_GetPrivateUEIPaddr API.
[bookmark: _Toc35971445][bookmark: _Toc67903562]6.2.7.2	Protocol Errors
No specific procedures for the Nupf_GetPrivateUEIPaddr service are specified.
Or add specific information for the API if applicable.
[bookmark: _Toc35971446][bookmark: _Toc67903563]6.2.7.3	Application Errors
The application errors defined for the Nupf_GetPrivateUEIPaddr service are listed in Table 6.2.7.3-1.
Table 6.2.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	
	
	


[bookmark: _Toc492899751][bookmark: _Toc492900030][bookmark: _Toc492967832][bookmark: _Toc492972920][bookmark: _Toc492973140][bookmark: _Toc493774060][bookmark: _Toc508285804][bookmark: _Toc508287269][bookmark: _Toc510696648][bookmark: _Toc35971447]
[bookmark: _Toc67903564]6.2.8	Feature negotiation
The optional features in table 6.2.8-1 are defined for the Nupf_GetPrivateUEIPaddr API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.2.8-1: Supported Features
	Feature number
	Feature Name
	Description

	
	
	


The feature number is a unique integer number within the API designating the feature. The first feature obtains the number 1, and subsequent features obtain the next numbers (2,3 …).
The feature name is unique name within the API used to designate the feature e.g. in "Applicability" columns of various tables within the API definition.
In the Description column, a description of the feature is provided. A possible withdrawal of the feature is also indicated in the description column; the deficits leading to the withdrawal of the feature are then also explained in that column.
[bookmark: _Toc532994477][bookmark: _Toc35971448][bookmark: _Toc67903565]6.2.9	Security
As indicated in 3GPP TS 33.501 [8] and 3GPP TS 29.500 [4], the access to the Nupf_GetPrivateUEIPaddr API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [9]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [10]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nupf_GetPrivateUEIPaddr API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [10], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nupf_GetPrivateUEIPaddr service.
The Nupf_GetPrivateUEIPaddr API defines a single scope "<API name in lower letters. Composed names are separated with a hyphen, e.g. "label1-label2">" for the entire service, and it does not define any additional scopes at resource or operation level.

* * * Next Change * * * *
A.3	Nupf_GetPrivateUEIPaddr API
One clause is introduced per Service, with the corresponding OpenAPI 3.0.0 Document.
Rapporteur of a new TS, which is based on this template shall inset a correct year below (see © <yyyy>). The rapporteur shall also update the year, if changes on the OpenAPI are agreed in a different year.
openapi: 3.0.0
info:
  title: <API Name>
  version: 1.0.0-alpha.1
  description: |
    <API Name> Service.
    © <yyyy>, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
externalDocs:
  description: 3GPP TS 29.<xxx> V<x.y.z>; <TS Name>.
  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.xxx/
servers:
  - url: '{apiRoot}/<API name in lower letters. Composed names are separated with a hyphen>/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501
security:
  - {}
  - oAuth2ClientCredentials:
    - <API name in lower letters with undesrscores>
paths:
  # API specific definitions , below is an example
  /subscriptions:
    post:
      summary: subscribe to notifications
      operationId: CreateIndividualSubcription
      tags:
        - Subscriptions (Collection)
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/NsmfEventExposure'
      responses:
        '201':
          description: Success
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/<xxx>'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/<API name in lower letters. Composed names are separated with a hyphen>/<version>/subscriptions/{subId}'
              required: true
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
      callbacks:
        myNotification:
          '{$request.body#/notifUri}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/<yyy>'
              responses:
                '204':
                  description: No Content, Notification was succesfull
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '401':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/401'
                '403':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '411':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'
  /subscriptions/{subId}:
    get:
      summary: retrieve subscription
      operationId: GetIndividualSubcription
      tags:
        - IndividualSubscription (Document)
      parameters:
        - name: subId
          in: path
          description: Event Subscription ID
          required: true
          schema:
            type: string
      responses:
        '200':
          description: OK. Resource representation is returned
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/<xxx>'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29571_CommonData.yaml#/components/responses/406'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
    put:
      summary: update subscription
      operationId: ReplaceIndividualSubcription
      tags:
        - IndividualSubscription (Document)
      tags:
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/<xxx>'
      parameters:
        - name: subId
          in: path
          description: Event Subscription ID
          required: true
          schema:
            type: string
      responses:
        '200':
          description: OK. Resource was succesfully modified and representation is returned
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/<xxx>'
        '204':
          description: No Content. Resource was succesfully modified
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
    delete:
      summary: unsubscribe from notifications
      operationId: DeleteIndividualSubcription
      tags:
        - IndividualSubscription (Document)
      parameters:
        - name: subId
          in: path
          description: Event Subscription ID
          required: true
          schema:
            type: string
      responses:
        '204':
          description: No Content. Resource was succesfully deleted
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            <API name in lower letters . Composed names are separated with a hyphen>: Access to the <API Name> API
    # API specific definitions

* * * End of Changes * * * *
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