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1. Overall Description:
CT4 thanks GSMA for their LS on Research highlighting potential need for granular level checks using "Additional scope" under the OAuth2.0 Token Access.

CT4 would like to provide following responses:

1.1 Remedial Steps suggested in the attached research paper (GSMA CVD –2022-0063):
· 3GPP should investigate "additional scope" and whether OAuth2.0 procedures can be made stricter and use of “additional scope” are mandated and not left optional.
· This will ensure areas that are left open in the OAuth2.0 IETF RFC 6749 are handled in the 3GPP specifications.
[Answer] CT4 has agreed to "highly recommend" defining operation/resource level scopes by NF-Service-Producers in their registered NF-Profile. CT4 feels making it mandatory may be backward incompatible. CT4 additionally invites SA3 to comment if they prefer to make it mandatory.

· NF to offer its services to only predefined list of consumers marked during the NRF registration.
[Answer] CT4 already defines resource/operation level scopes for a number of APIs. It has agreed to additionally define resource/operation level scopes for Nudm-sdm, Nudm-UECM and Namf-comm APIs. The same will be defined for other APIs in Rel-18, wherever applicable, via company contributions.

· Build predefined/desired communication matrix with set of parameters among NF services/ Instances/ Interfaces.
· Prevent consumer NFs from receiving more data than they require.
[Answer] CT4 intends to further study this aspect in Release-18 and will provide further feedback in future.

1.2 Finding 1: (Excessive Data Exposure via N27 Interface)
Not restricting the scope details (e.g., between v-NRF and h-NRF) can expose unnecessary network level information. There is potential to abuse the “delete” method. This can lead to  service unavailability (DoS) causing instability to NFs that utilize this data.

[bookmark: _GoBack]The NFDeregister service operation of Nnrf_NFManagement service (which involves DELETE method) is applicable within a PLMN, hence should not be an issue over N27. For the NFStatusSubscribe service operation (which also involves DELETE method), please review the response in Clause 1.4 below.
1.2 Finding 2: (AMF Re-Allocation)
namf-comm services expose the handover API’s to the SMF and PCF although the AMF serving the UE is the only entity that should initiate the handover to another AMF.  With current policy, an SMF or PCF may also initiate this handover. So, attackers without control of an AMF (but control of an SMF or PCF) can abuse this service request.

[Answer] CT4 has agreed to define operation/resource level scopes for namf-comm API which would restrict the PCF or SMF from ability to initiate such handovers.
1.3 Finding 3: (Subscription Data Management Exposure)
APIs handling subscriber data in nudm-sdm are exposed to the SMF and AMF. The endpoint POST /{supi}/am-data exposes access and mobility data intended for the internal operation of the AMF. However, the SMF also has access to this endpoint and could retrieve information. 

[Answer] CT4 has agreed to define operation/resource level scopes for nudm-sdm which would restrict the SMF from ability to retrieve such information.

Additionally, an attacker-controlled SMF can maliciously delete a subscription, which will cause instability in the AMF or another NF that utilizes nudm-sdm service's subscriptions. 

[Answer] When an NF creates a subscription in UDM, it is assigned a "subscriptionId" by the UDM. Use of DELETE method requires knowledge of this "subscriptionID" by the sending NF. It is highly unlikely the malicious NF will know this resource identity assigned to other NFs. Similar resource structure is used in many APIs and malicious NFs may not be able to perform the said DELETE operation.

A malicious SMF can create a subscription to data it should not access in the nudm-sdm service as well, causing a potential privacy violation.

[Answer] CT4 has agreed to restrict subscription-requests/notifications to URIs as per allowed scopes to individual data-sets only.

2. Actions:
To GSMA CVD PoE:
ACTION: 	CT4 kindly asks GSMA to take above response into account.

To SA WG3 group:
ACTION: 	CT4 kindly asks SA3 to provide additional feedback on Clause 1.1, if any.

3. Date of Next CT4 Meetings:
CT4 Meeting calendar can be found at:
https://www.3gpp.org/dynareport?code=Meetings-C4.htm

