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1. Introduction
This paper attempts to highlight scenarios where it may not be possible for an NF-Service-Producer to register correct authorization profile into NRF when different authorizations are allowed to NF-Service-Consumers of different PLMNs/S-NSSAIs/SNPNs/NF-Domains. The paper then proposes alternate ways to register the authorization policy into NRF. 
2. Illustration of the Problem
TS 29.510 Table Table 6.1.6.2.3-1 defines following parameters for restricting the scope of authorization of an NF-Consumer:
1. allowedPlmns
2. allowedSnpns
3. allowedNfTypes
4. allowedNfDomains
5. allowedNssais
6. allowedOperationsPerNfType
7. allowedOperationsPerNfInstance
8. allowedOperationsPerNfInstanceOverrides
An NRF typically performs a logical AND of parameters 1-7 to derive the scope assigned to an NF-Consumer.
Additionally, NOTE 11 in the table indicates:
These attributes are used in order to determine whether a given resource/operation-level scope shall be granted to an NF Service Consumer that requested an Oauth2 access token with a specific scope. 
If attribute "allowedOperationsPerNfInstanceOverrides" is absent, or set to false, the NRF shall only grant such scope in the access token, if the scope is present in either "allowedOperationsPerNfType", for the specific NF type of the NF Service Consumer, or in "allowedOperationsPerNfInstance", for the specific NF instance ID of the NF Service Consumer.
If attribute "allowedOperationsPerNfInstanceOverrides" is present and set to true, the NRF shall grant such scope in the access token, if the scope is included in the "allowedOperationsPerNfInstance" attribute for the NF Instance ID of the NF Service Consumer. 
If attribute "allowedOperationPerNfInstanceOverrides" is present and set to true, but the NF Instance ID of the NF Service Consumer is not included in attribute "allowedOperationPerNfInstance", the NRF shall grant such scope if it is present in the "allowedOperationsPerNfType" for the specific NF type of the NF Service Consumer.
These attributes need not be registered if the NF service instance only supports (or is configured to only use) the service-level scope for all NF service consumers allowed to access the service. When both these attributes are absent, the NRF should grant access tokens for the service-level scope only.
When at least one of these IEs is present, these IEs shall indicate all the NF types or NF instances allowed to access the NF service instance, with all the corresponding scopes (i.e. the service-level scope and resource/operation specific scopes) allowed for each NF type or NF instance, i.e. any NF type or NF instance not listed in these IEs is disallowed to access the NF service instance.  
Consider 3 NF-Service Producers p1, p2 and p3 who need to register their NF/NF-Service Profile into NRF. Each of these producers define operation level scopes Op1, Op2 and Op3 and the service-level scope. 
· NF-Service-Producer p1 allows all NF-Service-Consumers with nfType=A to access its resources unrestricted. However NF-Service-Consumers with nfType=B are limited to Op1 and Op2. It needs to register, in the NF-Service-Profile:

allowedOperationsPerNfType
· A: {Op1, Op2, Op3, service level scope}
· B: {Op1, Op2, service level scope}

No issues here. Things work with current capabilities.

· NF-Service-Producer p2 allows all NF-Service-Consumers with nfType=A to access its resources unrestricted. NF-Service-Consumers with nfType=B are limited to Op1 and Op2. It additionally wants to allow NF-Service-Consumer with NF-Instance-ID=X (of nfType A or B) to Op3 only. It needs to register, in the NF-Service-Profile:

allowedOperationsPerNfType
· A: {Op1, Op2, Op3, service level scope}
· B: {Op1, Op2, service level scope}

allowedOperationsPerNfInstance
· X:{Op3, service level scope}

allowedOperationsPerNfInstanceOverrides = true

No issues here too. Things work with current capabilities.

· NF-Service-Producer p3 allows all NF-Service-Consumers of PLMN1 of nfType=A or nfType=B to access its resources unrestricted. However, for the NFs of PLMN2, NF-Service-Consumers of nfType=A are allowed to access its resources unrestricted, but the NF-Service-Consumers of nfType=B are limited to Op1 and Op2. 

With current functionality, it may not be possible to register an appropriate configuration into NRF. The best we can do is to use the below configuration, which would end up restricting the scopes for NFs of both the PLMNs:

allowedPlmns = PLMN1, PLMN2
allowedNfTypes = A,B
allowedOperationsPerNfType
· A: {Op1, Op2, Op3, service level scope}
· B: {Op1, Op2, service level scope}

An example of above scenario could be to provide different access rights to requester NFs from the operator’s own PLMN vs. from roaming partner’s PLMNs. There are many services that are expected to be consumed by certain NF types of own PLMN only, and not by the same NF types from foreign PLMNs. This cannot be supported today using the NF profile information. For example, an operator allows its own SMF and SMSF to access the AMF communication API to send N1/N2 messages to the UE, but it may not allow foreign PLMNs’ SMF and SMSF to do the same. Another example could involve a PLMN providing restricted access to NFs of an SNPN versus NFs of a roaming-partner PLMN. Another example could be an AMF allowing NFs of a MVNO partner superior access than the NF or a roaming partner. Additionally, an NF serving multiple slices may want to restrict access differently to different NFs of different slices.

Same applies to other filter parameters, e.g. allowedSnpns allowedNfDomains, allowedNssais.

3. Proposed Solution
The proposed solution is built around a set of rules governing the scopes granted. For example, an NF-Producer can configure, in NRF following rules:
· Priority 1 plmn-id < > nfType < > nfInstance-id < > allow scopes < > 
· Priority 2 plmn-id < > nfType < > allow scopes < > 
· Priority 3 plmn-id < > nfType < > allow
· Priority 4 deny

When a NF-Service-Consumer requests, say, an access-token, from NRF, the NRF matches the properties of the NF-Service-Consumer against these rules in decreasing order of priority (1 being the highest). If a match is found, search stops, and the matching rule is applied to determine the scope to be granted.

With these rules, let's see the information required to be configured in NF-Producers p1, p2 and p3 in the example discussed in Clause 2:
· p1 will need to register
priority 2 nfType {B} scopes {Op1, Op2, service level scope} allow
priority 5 nfType {A} allow 
priority 100 deny
· p2 will need to register
priority 2 nfInstance-id {X} scopes {Op3, service level scope} allow
[bookmark: _GoBack]priority 5 nfType {B} scopes {Op1, Op2, service level scope} allow
priority 10 nfType {A} allow 
priority 100 deny
· p3 will need to register
priority 2 plmn {plmn1} nfType {A,B} allow
priority 5 plmn {plmn2} nfType {A} allow
priority 10 plmn {plmn2} nfType {B} scopes {Op1, Op2, service level scope} allow
priority 100 deny
Note 1: absence of scopes in a rule indicates that all service operations/all scopes are allowed.
Note 2: rule with no identification of NF-Consumer (e.g. priority 100 rule in example above) indicates the rule applies to all. 
Thus, the new format is more extensible and allows every combination of policy authorization rules to be configured, allowing operators far more flexibility.
4. Proposal
[bookmark: _Hlk61529092]It is proposed to agree to the CR C4-230113 to address above problem.

