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[bookmark: _Toc24937686][bookmark: _Toc33962501][bookmark: _Toc42883263][bookmark: _Toc49733131][bookmark: _Toc51871595]* * * Begin of Changes * * * *
[bookmark: _Toc114776404][bookmark: _Toc98142553][bookmark: _Toc35971384][bookmark: _Toc510696592][bookmark: _Toc106613871][bookmark: _Toc27585641][bookmark: _Toc36457664][bookmark: _Toc45028583][bookmark: _Toc45029418][bookmark: _Toc67682192][bookmark: _Toc106614167]5.2.2.2.1	General
The ProseKey service operation is invoked by a NF Service Consumer, i.e. another PKMF in another PLMN, towards the PKMF to retrieve the keying material related to 5G ProSe.
The ProseKey service operation is used during the following procedure:
-	5G ProSe Remote UE attaching to a 5G ProSe UE-to-Network Relay (see 3GPP TS 33.503 [4], clause 6.3.3.2.2)
The NF Service Consumer (i.e. another PKMF in another PLMN) shall retrieve the 5G ProSe related keying material by invoking the "request " custom method on the resource URI of "Prose Keys Collection" resource, see clause 6.1.3.2.4. See also Figure 5.2.2.2.1-1.


Figure 5.2.2.2.1-1 ProseKey service operation
1.	The NF Service Consumer shall send a HTTP POST request to invoke "request" custom method. The payload of the request shall be an object of "ProseKeyReqData" data type.	The payload shall include the Relay Service Code, the KNRP freshness parameter 1, and either the SUCI of the 5G ProSe Remote UE or the PRUKUP-PRUK ID.
2a.	On success, the PKMF shall respond with the status code "200 OK". The payload of the response shall be an object of "ProseKeyRspData" data type. They payload shall include the KNRP, the KNRP freshness parameter 2 and optionally the GPI.
2b.	On failure or redirection, one of the HTTP status codes listed in table 6.1.3.2.4.2.2-2 shall be returned. For a 4xx/5xx response, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in table 6.1.3.2.4.2.2-2.
3.	[conditional] If synchronization failed when UE processes the authentication challenge in the GPI and a subsequent Key Request is send for resynchronization, the NF Service Consumer shall send a HTTP POST request to invoke "request" custom method. The payload of the request shall be an object of "ProseKeyReqData" data type. The payload shall include the Relay Service Code, the KNRP freshness parameter 1, the information for resynchronization (RAND and AUTS).
4a.	On success, the PKMF shall respond with the status code "200 OK". The payload of the response shall be an object of "ProseKeyRspData" data type. They payload shall include the KNRP, the KNRP freshness parameter 2 and the GPI.
4b.	On failure or redirection, one of the HTTP status codes listed in table 6.1.3.2.4.2.2-2 shall be returned. For a 4xx/5xx response, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in table 6.1.3.2.4.2.2-2.

 * * * Next Change * * * *
[bookmark: _Toc114776427]6.1.6	Data Model
[bookmark: _Toc114776428][bookmark: _Toc98142592]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Npkmf_PKMFKeyRequest service based interface protocol.
Table 6.1.6.1-1: Npkmf_PKMFKeyRequest specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	ProseKeyReqData
	6.1.6.2.2
	Representation of the input to request the keying material.
	

	ProseKeyRspData
	6.1.6.2.3
	Representation of the successfully requested keying material.
	

	PrukId
	6.1.6.3
	UP Prose Remote User Key ID
	

	Knrp
	6.1.6.3
	Key for NR PC5
	

	KnrpFreshnessParameter1
	6.1.6.3
	KNRP Freshness Parameter 1
	

	KnrpFreshnessParameter2
	6.1.6.3
	KNRP Freshness Parameter 2
	

	Gpi
	6.1.6.3
	GBA Push Information
	



Table 6.1.6.1-2 specifies data types re-used by the Npkmf_PKMFKeyRequest service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Npkmf_PKMFKeyRequest service based interface.

 * * * Next Change * * * *
[bookmark: _Toc114776431][bookmark: _Toc98142595][bookmark: _Toc35971431][bookmark: _Toc510696636]6.1.6.2.2	Type: ProseKeyReqData
Table 6.1.6.2.2-1: Definition of type ProseKeyReqData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	relayServCode
	RelayServiceCode
	M
	1
	This IE shall indicate the Relay Service Code from 5G ProSe Remote UE.
	

	knrpFreshness1
	KnrpFreshnessParameter1
	M
	1
	This IE shall carry the KNRP Freshness Parameter 1 in 5G ProSe Remote UE.
	

	resyncInfo
	ResynchronizationInfo
	C
	0..1
	This IE shall be present in service request for subsequent key request handling synchronization failure.

When present, this IE shall carry information (RAND, AUTS) from 5G ProSe Remote UE related to the synchronization Failure.
	

	prukId
	PrukId
	C
	0..1
	This IE may be present in service request for initial key request.

When present, this IE shall indicate the PRUKUP-PRUK ID from 5G ProSe Remote UE.
(See NOTE)
	

	suci
	Suci
	C
	0..1
	This IE may be present in service request for initial key request.

When present, this IE shall carry the SUCI of 5G ProSe Remote UE
(See NOTE).
	

	NOTE:	Either prukId IE or suci IE shall be present in service request for initial key request.




* * * Next Change * * * *
[bookmark: _Toc114776435][bookmark: _Toc98142599][bookmark: _Toc35971435][bookmark: _Toc510696640][bookmark: _Toc114776358][bookmark: _Toc112771082]6.1.6.3.2	Simple data types
The simple data types defined in table 6.1.6.3.2-1 shall be supported.
Table 6.1.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description
	Applicability

	PrukId
	string

	UP Prose Remote User Key ID

String type as defined in OpenAPI Specification [7], carrying the value of the "PRUK ID" IE via PC8 (with "xs:string" type in XML schema) as specified in 3GPP TS 24.554 [16].
	

	Knrp
	string
	Key for NR PC5

String type as defined in OpenAPI Specification [7], carrying the value of the "KNRP" IE via PC8 (with "xs:hexBinary" type in XML schema) as specified in 3GPP TS 24.554 [16].
	

	KnrpFreshnessParameter1
	string
	KNRP Freshness Parameter 1

String type as defined in OpenAPI Specification [7], carrying the value of the "KNRP freshness parameter 1" IE via PC8 (with "xs:hexBinary" type in XML schema) as specified in 3GPP TS 24.554 [16].
	

	KnrpFreshnessParameter2
	string
	KNRP Freshness Parameter 2

String type as defined in OpenAPI Specification [7], carrying the value of the "KNRP freshness parameter 2" IE via PC8 (with "xs:hexBinary" type in XML schema) as specified in 3GPP TS 24.554 [16].
	

	Gpi
	string
	GBA Push Information

String type as defined in OpenAPI Specification [7], carrying the value of the "GPI" IE via PC8 (with "xs:hexBinary" type in XML schema) as specified in 3GPP TS 24.554 [16].
	




* * * Next Change * * * *
[bookmark: _Toc114776441][bookmark: _Toc98142611][bookmark: _Toc35971446]6.1.7.3	Application Errors
The application errors defined for the Npkmf_PKMFKeyRequest service are listed in Table 6.1.7.3-1.
Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	UE_NOT_AUTHORIZED
	403 Forbidden
	The UE is not authorized for the requested service.


	UE_NOT_FOUND
	404 Not Found
	The UE indicated by the SUCI or related to the PRUKUP-PRUK ID is not found in the PKMF.





* * * Next Change * * * *
[bookmark: _Toc114776447][bookmark: _Toc98142616]A.2	Npkmf_PKMFKeyRequest API
openapi: 3.0.0

[bookmark: OLE_LINK5](... text not shown for clarity ...)

#  Simple Data Types
#
    PrukId:
      description: UP Prose Remote User Key ID
      type: string

    Knrp:
      description: Key for NR PC5
      type: string

    KnrpFreshnessParameter1:
      description: KNRP Freshness Parameter 1
      type: string

    KnrpFreshnessParameter2:
      description: KNRP Freshness Parameter 2
      type: string

    Gpi:
      description: GBA Pushing Information
      type: string

 
(... text not shown for clarity ...)


 * * * End of Changes * * * *
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