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* * * * First Change * * * *
5.9.4.X	Type: MbsSecurityContext
Table 5.9.4.X-1: Definition of type MbsSecurityContext
	Attribute name
	Data type
	P
	Cardinality
	Description

	keyList
	map(MbsKeyInfo)
	M
	1..N
	One or more MSK/MTK(s) and associated IDs. The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [22], with a maximum of 32 characters



* * * * Next Change * * * *
5.9.4.Y	Type: MbsKeyInfo
Table 5.9.4.Y-1: Definition of type MbsSecurityContext
	Attribute name
	Data type
	P
	Cardinality
	Description

	keyDomainId
	Bytes
	M
	1
	Key Domain ID = MCC || MNC as defined in 3GPP TS 33.246 [x].

It shall be encoded as a string with format "byte" as defined in OpenAPI Specification [3], i.e. base64-encoded characters, representing the Key Domain ID (encoded in 3 bytes).


	mskID
	Bytes
	M
	1
	MSK ID as defined in 3GPP TS 33.246 [x]. 

It shall be encoded as a string with format "byte" as defined in OpenAPI Specification [3], i.e. base64-encoded characters, representing the MSK ID (encoded in 4 bytes).


	msk
	Bytes
	C
	0..1
	MSK as defined in 3GPP TS 33.246 [x]. 

The IE shall not be present when MBSTF requests updated MSK from MBSF after, e.g. lifetime expiry. Shall be present otherwise.

When present, it shall be encoded as a string with format "byte" as defined in OpenAPI Specification [3], i.e. base64-encoded characters, representing the MSK (encoded in 16 bytes).


	mskLifetime
	DateTime
	O
	0..1
	MSK Lifetime as defined in 3GPP TS 33.501 [y].

	mtkID
	Bytes
	C
	0..1
	MTK ID as defined in 3GPP TS 33.246 [x]. Shall be present if available. 

It shall be encoded as a string with format "byte" as defined in OpenAPI Specification [3], i.e. base64-encoded characters, representing the MTK ID (encoded in 2 bytes).


	mtk
	Bytes
	C
	0..1
	MTK as defined in 3GPP TS 33.246 [x]. Shall be present if available. 

It shall be encoded as a string with format "byte" as defined in OpenAPI Specification [3], i.e. base64-encoded characters, representing the MTK (encoded in 16 bytes).




Editor's Note:	Encoding of the keyDomainId for an SNPN is FFS.
* * * * Next Change * * * *
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openapi: 3.0.0

info:
  version: '1.3.0-alpha.5'
  title: 'Common Data Types'
  description: |
    Common Data Types for Service Based Interfaces.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.  

externalDocs:
  description: 3GPP TS 29.571 Common Data Types for Service Based Interfaces, version 17.5.0
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.571/'

paths: {}
components:
  schemas:
…
…
[Skipped for clarity]
    MbsSecurityContext:
      description: A map (list of key-value pairs) where a (unique) valid JSON string serves as key of MbsSecurityContext
      type: object
      additionalProperties:
        $ref: '#/components/schemas/MbsKeyInfo'
      minProperties: 1

    MbsKeyInfo:
      description: MBS Security Key Data Structure
      type: object
      properties:
        keyDomainId:
          $ref: '#/components/schemas/Bytes'
        mskId:
          $ref: '#/components/schemas/Bytes'
        msk:
          $ref: '#/components/schemas/Bytes'
        mskLifetime:
          $ref: '#/components/schemas/DateTime'
        mtkId:
          $ref: '#/components/schemas/Bytes'
        mtk:
          $ref: '#/components/schemas/Bytes'
      required:
        - keyDomainId
        - mskId

…
…
[Skipped for clarity]
* * * * End of Changes * * * *

