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1. Introduction
[bookmark: _GoBack]CR0051 (C4-220429) was agreed in CT4#107-e-bis, whete the call flow description under Figure 5.x.2.2.1-1 lacks explict references to the used data types. These are useful for checking respective resourse and the data model defintions.
The following data types should be added: 
· Step 1 – AuthInfo to POST request
· Step 3a – AuthContext
· Step 4 – AuthConfirmationData
· Step 6a –AuthConfirmationResponse
4. Proposal
It is proposed to agree the following changes to the CR00651 to 3GPP TS 29.526 (C4-220429). 

*******
* * * First Change * * * *
[bookmark: _Toc510696589][bookmark: _Toc35971381][bookmark: _Toc42953835][bookmark: _Toc43463152][bookmark: _Toc49847764][bookmark: _Toc56497893][bookmark: _Toc82711319]5.x.2	Service Operations
[bookmark: _Toc510696590][bookmark: _Toc35971382][bookmark: _Toc42953836][bookmark: _Toc43463153][bookmark: _Toc49847765][bookmark: _Toc56497894][bookmark: _Toc82711320]5.x.2.1	Introduction
[bookmark: _Toc510696591][bookmark: _Toc35971383]See Table 5.x.1-1 for an overview of the service operations supported by the Nnssaaf_AIW service.
[bookmark: _Toc42953837][bookmark: _Toc43463154][bookmark: _Toc49847766][bookmark: _Toc56497895][bookmark: _Toc82711321]5.x.2.2	Authenticate
[bookmark: _Toc510696592][bookmark: _Toc35971384][bookmark: _Toc42953838][bookmark: _Toc43463155][bookmark: _Toc49847767][bookmark: _Toc56497896][bookmark: _Toc82711322]5.x.2.2.1	General
The Authenticate service operation permits the NF Service Consumer (i.e., the AUSF) to perform authentication and authorization for a given UE towards an AAA Server.
The NF Service Consumer (i.e., the AUSF) shall send a POST request to the resource representing authentication collection (i.e., …/v1/authentications) to request the NSSAAF to create the corresponding resource context and perform primary authentication and authorization.


Figure 5.x.2.2.1-1: AAA Interworking Authentication and Authorization
1.	The NF Service Consumer (AUSF) shall send a POST request (AuthInfo) to the NSSAAF, targeting the resource of authentication collection (i.e., …/v1/authentications), to perform authentication and authorization.
The payload of the body shall contain the authentication information, which may includes:
-	UE ID (i.e. SUPI)
-	EAP-ID Response message
-	EAP-TTLS Inner Method Container
2.	The NSSAAF creates an authentication context for the UE and starts the authentication and authorization procedure. The NSSAAF shall send an authentication request message to the AAA-S. Depending on the result, either step 3a or step 3b is performed. The NSSAAF obtains the AAA-S address from local configuration.
3a.	On success, "201 Created" shall be returned (AuthContext). The "Location" header shall contain the URI of the created resource (e.g., .../v1/ authentications/{authCtxId}). The payload body shall contain the authentication context, which includes the EAP message generated by the AAA-S.
3b.	On failure, one of the HTTP status code listed in Table 6.x.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.x.7.3-1.
4.	Once receiving EAP message from the UE, the NF Service Consumer (i.e., the AUSF) shall send a PUT request (AuthConfirmationData) to the NSSAAF, targeting the resource of the authentication context (i.e., …/v1/authentications/{authCtxId}).
The payload body shall carry the authentication confirmation data which includes:
-	UE ID (i.e., SUPI)
-	EAP Message (which is received from the UE)
5.	The NSSAAF shall forward the EAP Message to the AAA-S to confirm the authentication and authorization. Depending on the result, either step 6a or step 6b is performed.
6a.	On success, "200 OK" shall be returned (AuthConfirmationResponse). The payload body shall contain the authentication confirmation response, which includes the EAP message (e.g., EAP success/failure message) generated by the AAA-S.
If the UE is authenticated, the NSSAAF shall set the "authResult" attribute to "EAP_SUCCESS"; the response message may contain the address of an SNPN UE onboarding Provisioning Server (PVS).
If failed to authenticate the UE, the "authResult" attribute shall be set to "EAP_FAILURE".
If subsequent EAP message exchange is needed between the UE and the NSSAAF (AAA-S), the NSSAAF shall not include AuthResult in the response message.
6b.	On failure or redirection, one of the HTTP status codes listed in Table 6.x.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.x.7.3-1.
7-9.	If subsequent EAP message exchange is needed between the UE and the NSSAAF to finish the EAP based authentication, steps 7-9 are performed. On failure or redirection, one of the HTTP status codes listed in Table 6.x.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.x.7.3-1.
In above steps, if there is no expected response from the AAA-S in the case of time out, the NSSAAF shall return HTTP status code "504 Gateway Timeout", with the message body containing a ProblemDetails structure with the "cause" attribute set to "TIMED_OUT_REQUEST".

* * * End of Changes * * * *
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