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1. Introduction
CT4#107e-bis discussed CR 23.003 0626 Rel-17 on Anonymous SUCI (C4-210192), but could not reach an agreement. The CR proposes the following amendment to TS 23.003 v17.4.0, quote: "An anonymous SUCI is composed by setting the SUPI Type field to 1 (Network-Specific Identifier), using the null protection scheme, and where the scheme output corresponds to a username set to either the "anonymous" string or to an empty string (see IETF RFC 7542 [126], clause 2.4)". 
2. The problem
Clause 2.4 in RFC 7542 reads, quote:
In some situations, NAIs are used together with a separate authentication method that can transfer the username part in a more secure manner to increase privacy. In this case, NAIs MAY be provided in an abbreviated form by omitting the username part. Omitting the username part is RECOMMENDED over using a fixed username part, such as "anonymous", since including a fixed username part is ambiguous as to whether or not the NAI refers to a single user. However, current practice is to use the username "anonymous" instead of omitting the username part.  This behavior is also permitted.
The green-highlighted quote is clear that IETF has an unambiguous preference for omitting the username part. For backward compatibility however IETF permits to use the username "anonymous" instead of omitting the username part (see the yellow-highlighted statement).
TS 23.003 is 3GPP specification and therefore CT4 must examine if there is any backward compatibility issue in 3GPP networks. 
So far the only 3GPP specification that refers to Anonymous SUCI is TS 33.501. Below are relevant quotes.
Informative Annex B.2.1.2.2 reads, quote:
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…
In Step 1 of Figure B.2.1-1, it is important that calculation of SUCI, which is sent in NAS layer, is done using schemes other than "null-scheme". Otherwise, the subscription identifier protection provided by TLS layer becomes ineffective privacy-wise. Nevertheless, the "null-scheme" could be used in NAS layer while still preserving subscription identifier privacy, by omitting the username part from NAI as described in RFC 4282 clause 2.3 [y]. It would be analogous to using anonymous identifier in EAP, meaning that only realm part from NAI is included in SUCI which is sent in NAS layer. Thus formed SUCI can still be used to route the authentication request to AUSF.
…

Informative O.3	Authentication procedure 2 reads, quote:
…
2b. In response, the N5GC device sends back an EAP response/Identity including its Network Access Identifier (NAI) in the form of username@realm.  
NOTE 1: If TLS subscription identifier privacy protection is supported , as in "Section 2.1.4. Privacy" of RFC 5216 [38] for TLS 1.2 or in RFC 8446 [60] for TLS 1.3, the "username" part must be is either omitted or "anonymous". 
…
5b. The UDM invokes the SIDF to map the SUCI to the SUPI and selects an authentication method, e.g., EAP-TLS, based on the SUPI. When the "username" part of the SUPI is "anonymous" or omitted, the UDM may select an authentication method based on the “realm” part of the SUPI, the N5GC device indicator, a combination of the "realm" part and the N5GC device indicator, or the UDM local policy. 
…
The above quotes illustarte that annexes B and O are not fully aligned.
3. Conclusions
Both of the above quoted annexes are informative. Therefore, SA3 has never specified any 3GPP requirements to support specifically the informative Annex O and ignore another informative Annex B, while RFC 7542 clearly recommends omitting the username part from NAI. Any prudent 3GPP implementation should have followed IETF recommendation. This in turn means there cannot be any backward compatibilty issues with CT4 specifing the same.
The only requirement SA3 has specified relates to Rel-17 eNPN WID and therefore there cannot be any backward compatibility issue. 
As a compromise, CT4 could specify the anonymous SUCI format specifically for eNPN usage, i.e. leave out other use cases.
4. Proposal
It is proposed to agree the following changes in CR0629 to 3GPP TS 23.003 v17.4.0 (C4-221056). If an agreement cannot be reached, then CT4 should send an LS to SA3 to resolve the matter.
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2.2B	Subscription Concealed Identifier (SUCI)
…
The Mobile Subscriber Identification Number ("MSIN") is defined in clause 2.2; the "username" corresponds to the username part of a NAI, and it is applicable to SUPI types Network-Specific Identifier (clause 28.7.2), GLI (clause 28.16.2) or GCI (clause 28.15.2).
NOTE 1:	For a SUCI with SUPI Type 2 or 3 (i.e. GLI or GCI), the SUCI can, based on subscription information, act as a pseudonym of the actual SUPI containing an IMSI (see 3GPP TS 23.316 [131], clauses 4.7.3 and 4.7.4). If so, the UDM derives the actual SUPI (IMSI) from the de-concealed SUCI (GLI/GCI).
When used in SNPN scenarios, an anonymous SUCI is composed by setting the SUPI Type field to 1 (Network-Specific Identifier), using the null protection scheme, and where the scheme output corresponds to a username set to an empty string (see clause 2.4 in IETF RFC 7542 [126]).
The scheme output is formatted as a variable length of characters as specified for the username in clause 2.2 of IETF RFC 7542 [126].
NOTE 2:	If the null protection scheme is used, the NFs can derive SUPI from SUCI when needed. The AMF derives SUPI used for AUSF discovery from SUCI when the Routing-Indicator is zero and the protection scheme is null. If the NF derives a SUPI in a NAI format from an anonymous SUCI, the "username" part is omitted.
Figure 2.2B-3 defines the scheme output for the Elliptic Curve Integrated Encryption Scheme Profile A.
…
* * * End of Changes * * * *

