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*******
* * * First Change * * * *
6.x	Restoration of Profiles related to UDR
6.x.1	General
This clause describes an optional procedure that may be supported by UDR, UDR consumers (i.e. UDM, PCF, and NEF), and UDM consumers (i.e. AMF, SMF, SMSF, AUSF, and NEF) to re-synchronize profiles in UDR to those in UDR consumers and UDM consumers. When UDR detects corruption, loss, or inconsistency in its temporary data, the UDR indicates it to its consumers and, if the consumer is UDM, the UDM indicates it to its consumers. Then, those consumers initiate necessary procedures directly or via UDM towards UDR, so that related profiles are re-synchronized and adverse impacts on operator's service provisioning can be minimized.
UDR is assumed to contain parts of temporary data, each of which is identified by Reset-ID, SUPI ranges, or GPSI ranges and accompanied by lastReplicationTime and recoveryTime. Reset-ID assignment is UDR implementation specific; e.g. a Reset-ID may identify a hardware resource and may contain a reset-counter. lastReplicationTime is the timing that UDR replicated the part of temporary data to its back-up last time before the situation causing the potential data inconsistency occurred. recoveryTime is the timing that UDR started working properly. Profiles, each of which corresponds to a SUPI or a GPSI, in the part of temporary data in UDR created or updated between these timings may be inconsistent with profiles in UDR consumers and UDM consumers.
A profile in UDR associated with one in AMF or SMSF contains a registration time. A profile in UDR associated with one in AUSF contains a timestamp of authentication. UDR uses the registration time and the timestamp of authentication, so that the UDR can overwrite the profile in UDR only if the registration time that AMF or SMSF sends or the timestamp of authentication that AUSF sends is not older than the one already stored.
UDR consumers and UDM consumers define in their NF profile an endpoint to receive notification of the potential UDR data inconsistency.
Each profile in UDR consumers and UDM consumers is identified by SUPI or GPSI and accompanied by Reset-ID and last synchronization time. UDR consumers and UDM consumers receive Reset-ID directly or via UDM from UDR and store it. The last synchronization time is the timing that the profile was synchronized with a profile in UDR last time. In case of AMF, SMF, and SMSF, it is the registration time, which is generated in UDR and informed via UDM to AMF, SMF, or SMSF at their registration. In case of AUSF, it is the timestamp of authentication, which is generated in the AUSF and informed via UDM to UDR at authentication.
6.x.2	Procedure
Figure 6.x.2-1 describes the procedure for restoration of profiles related to UDR.



Figure 6.x.2-1: Restoration of Profiles related to UDR
0.	UDR consumers and UDM consumers define in their NF profile an endpoint to receive notification for the potential UDR data inconsistency.
1.	When a NF other than UDM creates or updates a resource directly or via UDM in UDR, the NF sets or stores last synchronization time in a relevant profile. If the NF receives a Reset-ID directly or via UDM from UDR, the NF stores it in the profile.
2.	UDR detects corruption, loss, or inconsistency in its temporary data caused due to certain scenarios (e.g. failure and restart of the UDR, or migration of the data from an old UDR to a new UDR). The UDR reloads data from its back-up.
3.	UDR queries NRF and discovers notification endpoints for the potential UDR data inconsistency in UDR consumers' NF profiles. The UDR sends notification of potential UDR data inconsistency to the endpoints. The notification may contain temporary data identifier(s) (e.g. Reset-IDs, DNN/S-NSSAIs, SUPI ranges, or GPSI ranges) and an impacted period (i.e. lastReplicationTime and recoveryTime).
4.	If UDR consumer is UDM, the UDM queries NRF, discovers notification endpoints for the potential UDR data inconsistency in UDM consumers' NF profiles, and forwards the notification to UDM consumers.
5.	When a NF, which is a UDR consumer or a UDM consumer and not UDM, finds that the temporary data identifier(s) in the notification matches a profile in the NF, and that the last synchronization time of the profile falls into the impacted period in the notification, then the NF judges that the profile requires re-synchronization. If the NF is AMF or SMSF, the NF starts re-synchronization by sending Nudm_UECM_Registration request containing the stored registration time. If the NF is AUSF, the NF starts re-synchronization by sending Nudm_UEAuthentication_ResultConfirmation request containing the stored timestamp of authentication. Otherwise, the NF finds procedures to invoke for re-synchronization in an implementation-specific manner.
6.	The NF locally adjusts invocation timing of each of those procedures, in order not to cause congestion in the system. The NF invokes necessary procedures.
7.	When UDM receives Nudm_UECM_Registration request containing a registration time and the UDM sends a corresponding request to UDR, the UDR overwrites the related profile in the UDR only if the registration time that AMF or SMSF sends is not older than the one already stored. 
When UDM receives Nudm_UEAuthentication_ResultConfirmation request containing a timestamp of authentication and the UDM sends a corresponding request to UDR, the UDR overwrites the related profile in the UDR only if the timestamp of authentication that AUSF sends is not older than the one already stored.
8.	When AMF is rejected with cause "REAUTHENTICATION_REQUIRED", the AMF waits for a certain configured period. The AMF re-attempts Nudm_UECM_Registration. After a certain configured number of re-attempts and rejection of all those reattempts, the AMF waits for UE radio contact. When the UE comes in radio contact, the AMF invokes UE authentication and then performs Nudm_UECM_Registration.

* * * End of Changes * * * *
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