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1. Reason for Change
TS 29.556 contains the following editor's note:

Editor's Note: this assumes that there is no NAT modifying the UE source IP address between the PSA and the EASDF, or that the SMF provides the Nated IP address in the DNS Context.

TS 23.548 specifies that the source UE IP address in DNS Queries can be NATed in the DN before being sent to the DNS. However, it is not defined whether the NAT server can be located between the PSA and the EASDF or only between the EASDF and DNS.  
In order to provide a translation of the FQDN of an EAS into the address of an EAS as topologically close as possible to the UE, the Domain Name System may use following information:
-	The source IP address of the incoming DNS Query; and/or,
-	an EDNS Client Subnet (ECS) option (as defined in RFC 7871 [6]).
NOTE 4:	UE IP address can be subject to privacy restrictions, which means that it is not to be sent to Authoritative DNS / DNS Resolvers outside the network operator within EDNS Client Subnet option or as Source IP address of the DNS Query. UE source IP address can be protected by using NAT mechanism.
Annex C.3 also states: 
NOTE 2:	If an OS, user or applications override the operator-provided DNS settings, the DNS resolvers or servers in the third party can take the source IP address of the DNS request as the location information of UE, which can correspond to the remote PSA UPF or other entities (e.g. a NAT server) on the remote/central N6 interface which can lead to a non-optimal choice of the EAS server address.
TS 23.548 does not describe anywhere though that the UE IP address could be NATed between the PSA and EASDF, and if so, how the SMF would obtain the knowledge of the NATed IP address that would then be required to be provisioned in the EASDF.   
Accordingly, it is proposed to replace the Editor's note by an informative note reflecting that it is assumed that there is no NAT between the PSA and EASDF.

2. Proposal
It is proposed to agree the following changes to 3GPP TS 29.556 v1.0.

[bookmark: _Hlk61529092] 
* * * First Change * * * *
[bookmark: _Toc85462073][bookmark: _Toc88667334][bookmark: _Toc89676260]5.2.3.2	DNS message processing model
The SMF shall control how the EASDF processes DNS messages received for a particular UE's PDU session by creating one single DNS context per PDU session including the following information:
-	the UE IP address and DNN of the PDU session; and
-	one or more DNS rules.
There shall be at most one DNS context created in the EASDF with the same UE IP address and DNN. If the EASDF receives a request to create a DNS context for which another DNS context already exists with the same UE IP address and DNN, the EASDF shall proceed with creating the DNS context and shall delete the earlier existing DNS context with the same UE IP address and DNN.
A DNS rule shall apply either to DNS Query messages or DNS Response messages. A DNS rule shall contain:
-	the DNS Rule ID uniquely identifying the DNS rule within the DNS context;
-	precedence information, indicating the order in which the EASDF shall attempt to match DNS messages against all the DNS rules provisioned in the DNS context;
-	for a DNS rule provisioned for DNS Query messages, at least one DNS Query Message Detection Template (MDT) or Baseline DNS Query Message Detection Template (BD MDT) ID referring to a BD MDT provisioned in a baseline DNS pattern; a DNS rule may contain one or more DNS Query MDTs and/or BD MDT IDs referring to BD MDTs provisioned in one or more baseline DNS patterns;
-	for a DNS rule provisioned for DNS Response messages, at least one DNS Response MDT or Baseline DNS Response MDT ID referring to a BD MDT provisioned in a baseline DNS pattern; a DNS rule may contain one or more DNS Response MDTs and/or BD MDT IDs referring to BD MDTs provisioned in one or more baseline DNS patterns;
-	a list of actions to apply to all DNS messages matching at least one DNS MDT of the DNS rule or one BD MDT referred by the DNS rule.
See clause 5.2.3.5 for the description of baseline DNS patterns.
Figure 5.2.3.2-1 provides an overview of DNS contexts, DNS rules and baseline DNS patterns, depicting one DNS context created with N DNS rules, some of them referring to baseline DNS patterns.



Figure 5.2.3.2-1: Overview of DNS contexts, DNS rules and Baseline DNS Patterns
Upon receipt of a DNS message, the EASDF shall first identify the DNS context corresponding to the DNS message as follows:
-	for DNS Query message: by using the source IP address of the DNS Query message and by matching it with the UE IP address provisioned in the DNS Query MDTs if any or with the UE IP address provisioned in the DNS context; and
-	for a DNS Response message: by matching the DNS response with the DNS Query (either by the EASDF assigning a specific Transaction ID when forwarding the DNS Query message and by matching the Transaction ID in the DNS Query and DNS Response, or by the EASDF using a unique couple of source IP address and UDP port per DNS context when forwarding the DNS Query message and by matching the DNS Response message using the destination IP address and UDP port) and by retrieving the DNS context that is associated with the DNS query.
Editor's Note: this assumes that there is no NAT modifying the UE source IP address between the PSA and the EASDF, or that the SMF provides the Nated IP address in the DNS Context.NOTE 1:	It is assumed that there is no NAT modifying the UE IP address between the PSA and the EASDF.  
If there is no DNS context matching a DNS Query or Response message, the EASDF should forward the DNS Query message towards a preconfigured DNS server and the DNS response towards the UE.
After finding the DNS context, the EASDF shall look up for a DNS rule matching the DNS message, among all DNS rules provisioned in the DNS Context, starting with the DNS rules with the highest precedence and continuing then with DNS rules with a lower precedence, in decreasing order of precedence. If there is no DNS rule matching the DNS message, the EASDF should forward the DNS Query message towards a preconfigured DNS server/resolver for resolution.
NOTE 2:	The SMF can provision in the DNS context a DNS rule with the lowest precedence and with a DNS Query MDT or a DNS Response MDT containing a wildcard FQDN, such as to associate a default behavior to all DNS messages not matching any other DNS rule, e.g. forward DNS Query messages to a specific DNS Server.
After having found a matching DNS rule, the EASDF shall stop looking up for other DNS rules and shall apply the list of actions provisioned in the matching DNS rule.
A DNS message matches a DNS rule if it matches at least one MDT of the DNS Rule or one BD MDT referred by the DNS rule.
The DNS message processing models for DNS Query and DNS Response are depicted in Figure 5.2.3.2-2 and 5.2.3.2-3 respectively.


Figure 5.2.3.2-2: DNS Query processing flow in the EASDF


Figure 5.2.3.2-3: DNS Response processing flow in the EASDF



* * * End of Changes * * * *
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