

	
3GPP TSG-CT WG4 Meeting #107-bis-e	C4-220101
E-Meeting, 17th – 21st January 2022


Source:	Nokia, Nokia Shanghai Bell
Title:	Pseudo-CR on to DNS rule's reference to Baseline DNS Message Detection Templates
Spec:	3GPP TS 29.556 v1.0.0
Agenda item:	6.1.9
Document for:	Decision


1. Reason for Change
TS 29.556 contains the following editor's note:

Editor's note: It should be considered to move the UE IP address outside of the DNS Query MDT to allow provisioning a DNS rule with a specific UE IP address and with a reference to a DNS Base Pattern. This is FFS.

TS 23.548 specifies the option for a DNS MDT to include a Source IP address IE, in which case the DNS MDT applies to this UE IP address instead of the UE IP address provided in the DNS context:   
-	DNS message detection template (which includes at least one of the following):
-	DNS message type = DNS Query or DNS Response:
-	If DNS message type = DNS Query:
-	Source IP address (i.e. UE IP address).
-	Array of (FQDN ranges) (optional).
-  Node Level DNS message handling template ID (optional)
-	If DNS message type = DNS Response:
-	Array of FQDN ranges and/or array of EAS IP address ranges (optional).
-  Node Level DNS message handling template ID (optional)
NOTE 4:	For DNS message type = Query, the UE IP address provided at DNS context creation (Neasdf_DNSContext_Create Request) is considered if not provided explicitly as part of the DNS message detection template.
Accordingly, the UE IP address IE should be kept within the DNS Query MDT.
However, the same capability is not possible currently when the DNS rule refers to a Baseline DNS Query MDT, which appears restrictive. 
It is proposed to extend the way a DNS rule refers to Baseline DNS Message Detection Templates, such as to enable the SMF to provision a specific UE IP Address (and possibly other information in future) together with the IDs of the Baseline DNS MDTs. This provides the same flexibility as we have currently for DNS MDTs and this is more future proof if additional information needs to be passed in future together with the IDs of the Baseline DNS MDTs.

2. Proposal
It is proposed to agree the following changes to 3GPP TS 29.556 v1.0.

[bookmark: _Hlk61529092] 
* * * First Change * * * *
[bookmark: _Hlk83983273][bookmark: _Toc85462076][bookmark: _Toc88667337][bookmark: _Toc89676263]5.2.3.3.2	DNS Query MDT
A DNS Query Message Detection Template may include:
-	a UE IP address (this information may only be provisioned in a DNS rule, not in a DNS base pattern);
Editor's note: It should be considered to move the UE IP address outside of the DNS Query MDT to allow provisioning a DNS rule with a specific UE IP address and with a reference to a DNS Base Pattern. This is FFS.
-	a list of FQDN ranges or a wildcard FQDN representing "any FQDN" (see clauses 6.1.6.2.5 and 6.1.6.2.6).
A UE IP address may only be provisioned in a DNS Query MDT, i.e. it cannot be provisioned in a Baseline DNS MDT. However, a DNS rule may be provisioned with a reference to one or more Baseline DNS Query MDTs together with a UE IP address (see clause 6.1.6.2.x), in which case the referenced Baseline DNS Query MDTs shall be matched for the specific UE IP address.    
When present in a DNS Query MDT, or together with the reference to a Baseline DNS Query MDT, the UE IP address shall be used for matching the DNS Query message with the related DNS context rule (see clause 5.2.3.2). Otherwise, the UE IP address provisioned in the DNS context shall be used.
FQDNs shall be matched against the Query Domain Name of DNS Query messages.




* * * Next Change * * * *
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc85462127][bookmark: _Toc88667388][bookmark: _Toc89676314][bookmark: _Toc85462132][bookmark: _Toc88667393][bookmark: _Toc89676319]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Neasdf_DNSContext service based interface protocol.

Table 6.1.6.1-1: Neasdf_DNSContext specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	DnsContextCreateData
	6.1.6.2.2
	Data in DNS Context Create request 
	

	DnsContextCreatedData
	6.1.6.2.3
	Data in DNS Context Create response 
	

	DnsRule
	6.1.6.2.4
	DNS handling rule
	

	DnsQueryMdt
	6.1.6.2.5
	DNS Query Message Detection Template
	

	DnsRspMdt
	6.1.6.2.6
	DNS Response Message Detection Template
	

	Ipv4AddressRange
	6.1.6.2.7
	IPv4 addresses range
	

	Ipv6PrefixRange
	6.1.6.2.8
	IPv6 addresses range
	

	Action
	6.1.6.2.9
	Action to apply to DNS messages matching a message detection template
	

	DnsContextNotification
	6.1.6.2.10
	DNS context notification
	

	ForwardingParameters
	6.1.6.2.11
	Forwarding instructions 
	

	EcsOption
	6.1.6.2.12
	ECS Option information
	

	DnsContextEventReport
	6.1.6.2.13
	DNS context Event report
	

	DnsQueryReport
	6.1.6.2.14
	DNS Query Event Report 
	

	DNSRspReport
	6.1.6.2.15
	DNS Response Event Report 
	

	EcsOptionInfo
	6.1.6.2.16
	ECS option information
	

	DnsServerAddressInfo
	6.1.6.2.17
	DNS Server address information
	

	BaselineDnsMdtId
	6.1.6.2.18
	Baseline DNS Message Detection Template Identifier
	

	BaselineDnsAitId
	6.1.6.2.19
	Baseline DNS Action Information Template Identifier
	

	BaselineDnsQueryMdtInfo
	6.1.6.2.x
	Baseline DNS Query MDT ID and 
optionally associated information
	

	BaselineDnsRspMdtInfo
	6.1.6.2.x
	Baseline DNS Response MDT ID and 
optionally associated information
	

	ApplyAction
	6.1.6.3.3
	Action to apply to the DNS packet
	



Table 6.1.6.1-2 specifies data types re-used by the Neasdf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Neasdf_DNSContext service based interface.
Table 6.1.6.1-2: Neasdf_DNSContext re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	IPv4Addr
	3GPP TS 29.571 [16]
	IPv4 address
	

	IPv6Prefix
	3GPP TS 29.571 [16]
	IPv6 prefix
	

	Dnn
	3GPP TS 29.571 [16]
	DNN
	

	Uri
	3GPP TS 29.571 [16]
	URI
	

	Uint32
	3GPP TS 29.571 [16]
	Unsigned 32-bit integer
	

	IpAddr
	3GPP TS 29.571 [16]
	IP address
	

	IPv6Addr
	3GPP TS 29.571 [16]
	IPv6 address
	

	SupportedFeatures
	3GPP TS 29.571 [16]
	Supported features
	




* * * Next Change * * * *
6.1.6.2.4	Type: DnsRule
Table 6.1.6.2.4-1: Definition of type DnsRule
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	dnsRuleId
	string
	M
	1
	Unique Identifier of the DNS rule within the DNS context
	

	precedence
	Uint32
	M
	1
	Precedence of the DNS message handling rule.
The lower precedence values indicate higher precedence of the DNS rule, and the higher precedence values indicate lower precedence of the DNS rule when matching a DNS message.
	

	dnsQueryMdtList
	map(DnsQueryMdt)
	C
	1..N
	Map of DNS Query message detection templates.
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
(NOTE)
	

	baseDnsQueryMdtList
	array(BaselineDnsMdtIdBaselineDnsQueryMdtInfo)
	C
	1..N
	List of of Baseline DNS Query Message Detection Template IDs and optionally associated information. (NOTE)
	

	dnsRspMdtList
	map(DnsRspMdt)
	C
	1..N
	Map of DNS Response message detection templates.
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
(NOTE)
	

	baseDnsRspMdtList
	array(BaselineDnsMdtIdBaselineDnsRspMdtInfo)
	C
	1..N
	List of of Baseline DNS Response Message Detection Template IDs and optionally associated information. (NOTE)
	

	actionList
	map(Action)
	M
	1..N
	Map of Actions to apply to DNS messages matching the DNS message detection templates.
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
	

	NOTE:	A DNS rule shall be provisioned either for DNS Query messages or for DNS Response messages. For a DNS rule provisioned for DNS Query messages, at least one of the dnsQueryMdtList and baseDnsQueryMdtList IEs shall be present. For a DNS Rule provisioned for DNS Response messages, at least one of the dnsRspMdtList and baseDnsRspMdtList IEs shall be present.







* * * Next Change * * * *
[bookmark: _Toc88667408][bookmark: _Toc89676334]6.1.6.2.x	Type: BaselineDnsQueryMdtInfo
Table 6.1.6.2.x-1: Definition of type BaselineDnsQueryMdtInfo
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	sourceIpv4Addr
	Ipv4Addr
	O
	0..1
	UE IPv4 address (NOTE)
	

	sourceIpv6Prefix
	Ipv6Prefix
	O
	0..1
	UE IPv6 prefix (NOTE)
	

	baseDnsMdtList
	array(BaselineDnsMdtId)
	M
	1..N
	List of Baseline DNS Query Message Detection Template IDs. 
	

	NOTE:	If neither the sourceIpv4Addr IE nor the sourceIpv6Prefix IE is present, the UE IP address in the DNS Context Data shall be assumed.




6.1.6.2.y	Type: BaselineDnsRspMdtInfo
Table 6.1.6.2.y-1: Definition of type BaselineDnsRspMdtInfo
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	baseDnsMdtList
	array(BaselineDnsMdtId)
	M
	1..N
	List of Baseline DNS Response Message Detection Template IDs. 
	



[bookmark: _Toc85462165][bookmark: _Toc88667430][bookmark: _Toc89676356]



* * * Next Change * * * *
[bookmark: _Toc85462205][bookmark: _Toc88667466][bookmark: _Toc89676392][bookmark: _Hlk64365599]A.2	Neasdf_DNSContext API
openapi: 3.0.0

info:
  version: '1.0.0-alpha.5'
  title: 'Neasdf_DNSContext'
  description: |
    EASDF DNS Context Service.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

[…]


    DnsRule:
      description: DNS message handling rule
      type: object
      properties:
        dnsRuleId:
          type: string
        precedence:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uint32'
        dnsQueryMdtList:
          description: map of DNS query message detection templates where a valid JSON string serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/DnsQueryMdt'
          minProperties: 1
        baseDnsQueryMdtList:
          type: array
          items:
            $ref: '#/components/schemas/BaselineDnsQueryMdtInfoId'
          minItems: 1
        dnsRspMdtList:
          description: map of DNS response message detection templates where a valid JSON string serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/DnsRspMdt'
          minProperties: 1
        baseDnsRspMdtList:
          type: array
          items:
            $ref: '#/components/schemas/BaselineDnsRspMdtInfoId'
          minItems: 1
        actionList:
          description: map of actions where a valid JSON string serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/Action'
          minProperties: 1
      required:
        - dnsRuleId
        - precedence
        - actionList
      allOf:
        - not:
            required: [ dnsQueryMdtList, dnsRspMdtList ]
        - not:
            required: [ dnsQueryMdtList, baseDnsRspMdtList ]
        - not:
            required: [ baseDnsQueryMdtList, dnsRspMdtList ]
        - not:
            required: [ baseDnsQueryMdtList, baseDnsRspMdtList ]



[…]

    DnsRspReport:
      description: DNS Response Event Report
      type: object
      properties:
        fqdn:
          type: string
        easIpv4Addresses:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
          minItems: 1
        easIpv6Addresses:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
          minItems: 1
        ecsOption:
          $ref: '#/components/schemas/EcsOption'

    BaselineDnsQueryMdtInfo:
      description: Baseline DNS Query MDT Information
      sourceIpv4Addr:
        $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
      sourceipv6Addr:
        $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
      baseDnsMdtList
        type: array
        items:
          $ref: '#/components/schemas/BaselineDnsMdtId'
        minItems: 1
      required:
        - baseDnsMdtList

    BaselineDnsRspMdtInfo:
      description: Baseline DNS Response MDT Information
      baseDnsMdtList
        type: array
        items:
          $ref: '#/components/schemas/BaselineDnsMdtId'
        minItems: 1
      required:
        - baseDnsMdtList


[…]



* * * End of Changes * * * *
