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*******
* * * First Change * * * *
[bookmark: _Toc19717325][bookmark: _Toc27490824][bookmark: _Toc27557117][bookmark: _Toc27724034][bookmark: _Toc36031107][bookmark: _Toc36043027][bookmark: _Toc36814352][bookmark: _Toc44689210][bookmark: _Toc44923964][bookmark: _Toc51860934][bookmark: _Toc57930705][bookmark: _Toc57931335][bookmark: _Toc90386824]5.7.3	Lawful Interception in 5GC
Requirements for support of Lawful Interception with SMF and UPF are specified in clauses 6.2.3 of 3GPP TS 33.127 [47]. The PFCP protocol is not used for Lawful Interception in 5GC.


* * * Next Change * * * *
5.8.1	General
A PFCP Association shall be set up between the CP function and the UP function prior to establishing PFCP sessions on that UP function. Only one PFCP association shall be setup between a given pair of CP and UP functions, even if the CP and/or UP function exposes multiple IP addresses. A single PFCP association may also be setup between a SMF set and a UPF (see clause 5.22.2).
The CP function and the UP function shall support the PFCP Association Setup procedure initiated by the CP function (see clause 6.2.6.2). The CP function and the UP function may additionally support the PFCP Association Setup procedure initiated by the UP function (see clause 6.2.6.3).
A CP function may have PFCP Associations set up with multiple UP functions. A UP function may have PFCP Associations set up with multiple CP functions.
A CP function or a UP function shall be identified by a unique Node ID. A Node ID may be set to an FQDN or an IP address (see clause 8.2.38). When set to an IP address, it indicates that the CP/UP function only exposes one IP address for the PFCP Association signalling.
The PFCP entities shall accept any new IP address allocated as part of F-SEID other than the one(s) communicated in the Node Id.
NOTE 1:	The source IP address to send PFCP Association Setup request can not be used as the destination IP address when the peer sends a PFCP Association Update Request message, e.g. for a scenario when a NAT is deployed in the network.
Prior to establishing a PFCP Association, the function responsible for establishing the PFCP Association (e.g. CP function) shall look up a peer function (e.g. UP function), e.g. using DNS procedures (see 3GPP TS 29.303 [25]), NRF procedures (see 3GPP TS 29.510 [43]) or local configuration. If the peer function is found to support multiple IP addresses (in the look up information), one of these addresses (any one) shall be used as destination IP address to send the PFCP Association Setup Request. Once the PFCP Association is established, any of the IP addresses of the peer function (found during the look-up) may then be used to send subsequent PFCP node related messages and PFCP session establishment requests for that PFCP Association.
NOTE 2:	The look up information (e.g. in DNS, NRF or local configuration of the function responsible for establishing the PFCP association) needs to be configured consistently with the addressing information of the peer function. If a FQDN is configured to identify a function in DNS or NRF, then the Node ID of that function included in PFCP messages need to be set to the same FQDN. For instance, if the CP function is responsible for establishing the PFCP association, a UP function that exposes multiple IP addresses (for PFCP node related messages and PFCP session establishment requests) needs to be configured in the look up information as one (single) UP function that is associated to multiple IP addresses. The Node ID needs to be set to an SMF set FQDN when a single association is setup between an SMF set and UPF (see clause 5.22.2).
NOTE 3:	PFCP session related messages for sessions that are already established are sent to the IP address received in the F-SEID allocated by the peer function or to the IP address of an alternative SMF in the SMF set (see clause 5.22). The former IP address needs not be configured in the look up information. See clauses 4.3.2 and 4.3.3.

* * * Next Change * * * *

5.13.4	Bidirectional Ethernet Filters
The CP function may provision bidirectional Ethernet Filters in the UP function (see tableclause 7.5.2.2-x3), i.e. Ethernet filters that may be associated to both uplink and downlink PDRs of a same PFCP session, as follows:
-	when provisioning a bidirectional Ethernet Filter the first time for a PFCP session, the CP function shall set the BIDE (Bidirectional Ethernet Filter) flag in the Ethernet Filter Properties IE and provision the Ethernet filter definition together with a Ethernet Filter ID uniquely identifying the Ethernet Filter among all the Ethernet Filters provisioned for a given PFCP session; the source and destination MAC addresses information, in a bidirectional Ethernet filter, shall be set as for downlink Ethernet flows;
-	the CP function may then provision a PDR for the same PFCP session but the opposite direction, by provisioning the Ethernet Filter ID in the Ethernet filter ID field of the PDI, without provisioning again the Ethernet Filter Properties and Ethernet filter definition.;
-	when being provisioned with a bidirectional Ethernet Filter in a PDR, the UP function shall apply the Ethernet filter according to the direction of the PDR as specified in clause 5.13.3A, i.e. the UP function shall apply the Ethernet filter parameters provisioned for the Ethernet filter ID, but with swapping the source and destination MAC addresses, and the source and destination IP addresses if any, if the PDR is set for uplink Ethernet flows;
-	the UP function shall apply any modification of a bidirectional Ethernet Filter to all PDRs of the PFCP session making use of this Ethernet Filter;
-	upon deletion of a PDR making use of a bidirectional Ethernet Filter, the UP function shall still apply the Ethernet Filter for any other PDR making use of the Ethernet Filter.
The requirements specified for provisioning of MAC addresses and SDF Filters in clause 5.13.A shall also apply when provisioning bidirectional Ethernet Filters.

* * * Next Change * * * *

5.24.4.1	General
Stage 2 requirements for support of per QoS flow per UE QoS monitoring are specified in clause 5.33.3.2 of 3GPP TS 23.501 [28].
The UPF shall set the QFQM feature flag in the UP Function Features IE if it supports per QoS flow per UE QoS monitoring (see clause 8.2.25). If so, the SMF may request the UPF to perform the per QoS flow per UE QoS monitoring during a PFCP session establishment or a PFCP session modification procedure.
The SMF shall provision one or more QoS Monitoring per QoS flow control Information IEs to instruct the UPF to monitor the packet delay(s) of QoS flows as specified in clause 5.24.4.2. The SMF may request the UPF to stop the on-going QoS monitoring as specified in clause 5.24.4.2, when needed.
The UPF shall report the QoS monitoring result of the QoS flows to the SMF by sending QoS Monitoring Report IEs to the SMF as specified in clause 5.24.4.3, or by reporting the QoS monitoring events directly to the Local NEF or AF (see clause 5.33.5).

* * * Next Change * * * *
[bookmark: _Toc19717284][bookmark: _Toc27490774][bookmark: _Toc27557067][bookmark: _Toc27723984][bookmark: _Toc36031056][bookmark: _Toc36042976][bookmark: _Toc36814301][bookmark: _Toc44689155][bookmark: _Toc44923909][bookmark: _Toc51860879][bookmark: _Toc57930650][bookmark: _Toc57931280][bookmark: _Toc90386768]7.5.2.1	General
The PFCP Session Establishment Request shall be sent over the Sxa, Sxb, Sxc, N4 and N4mb interface by the CP function to establish a new PFCP session context in the UP function.
Table 7.5.2.1-1: Information Elements in a PFCP Session Establishment Request
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _MCCTEMPBM_CRPT05020191___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	N4mb
	[bookmark: _MCCTEMPBM_CRPT05020192___7]

	Node ID
	[bookmark: _MCCTEMPBM_CRPT05020193___4]M
	This IE shall contain the unique identifier of the sending Node.
	X
	X
	X
	X
	X
	Node ID

	CP F-SEID
	[bookmark: _MCCTEMPBM_CRPT05020194___4]M
	This IE shall contain the unique identifier allocated by the CP function identifying the session.
	X
	X
	X
	X
	X
	F-SEID

	Create PDR
	[bookmark: _MCCTEMPBM_CRPT05020195___4]M
	This IE shall be present for at least one PDR to be associated to the PFCP session.

Several IEs with the same IE type may be present to represent multiple PDRs.
See Table 7.5.2.2-1.
	X
	X
	X
	X
	X
	Create PDR

	Create FAR
	[bookmark: _MCCTEMPBM_CRPT05020196___4]M
	This IE shall be present for at least one FAR to be associated to the PFCP session.

Several IEs with the same IE type may be present to represent multiple FARs.
See Table 7.5.2.3-1.
	X
	X
	X
	X
	X
	Create FAR

	Create URR
	[bookmark: _MCCTEMPBM_CRPT05020197___4]C
	This IE shall be present if a measurement action shall be applied to packets matching one or more PDR(s) of this PFCP session.
Several IEs within the same IE type may be present to represent multiple URRs.
See Table 7.5.2.4-1.
	X
	X
	X
	X
	FFS
	Create URR

	Create QER
	[bookmark: _MCCTEMPBM_CRPT05020198___4]C
	This IE shall be present if a QoS enforcement or QoS marking action shall be applied to packets matching one or more PDR(s) of this PFCP session.
Several IEs within the same IE type may be present to represent multiple QERs.
See Table 7.5.2.5-1.
	-
	X
	X
	X
	X
	Create QER

	Create BAR
	[bookmark: _MCCTEMPBM_CRPT05020199___4]O
	When present, this IE shall contain the buffering instructions to be applied by the UP function to any FAR of this PFCP session set with the Apply Action requesting the packets to be buffered and with a BAR ID IE referring to this BAR. See table 7.5.2.6-1.
	X
	-
	-
	X
	-
	Create BAR

	Create Traffic Endpoint
	[bookmark: _MCCTEMPBM_CRPT05020200___4]C
	This IE may be present if the UP function has indicated support of PDI optimization.
Several IEs within the same IE type may be present to represent multiple Traffic Endpoints.
See Table 7.5.2.7-1.
	X
	X
	X
	X
	X
	Create Traffic Endpoint

	PDN Type
	[bookmark: _MCCTEMPBM_CRPT05020201___4]C
	This IE shall be present if the PFCP session is setup for an individual PDN connection or PDU session (see clause 5.2.1).
When present, this IE shall indicate whether this is an IP or non-IP PDN connection/PDU session or, for 5GC, an Ethernet PDU session. See NOTE 3.
	X
	X
	-
	X
	-
	PDN Type

	SGW-C FQ-CSID
	[bookmark: _MCCTEMPBM_CRPT05020202___4]C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	X
	X
	-
	-
	-
	FQ-CSID

	MME FQ-CSID
	[bookmark: _MCCTEMPBM_CRPT05020203___4]C
	This IE shall be included when received on the S11 interface or on S5/S8 interface according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	X
	X
	-
	-
	-
	FQ-CSID

	PGW-C/SMF FQ-CSID
	[bookmark: _MCCTEMPBM_CRPT05020204___4]C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24] and clause 4.6 of 3GPP TS 23.527 [40].
	X
	X
	-
	-
	-
	FQ-CSID

	ePDG FQ-CSID
	[bookmark: _MCCTEMPBM_CRPT05020205___4]C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	-
	X
	-
	-
	-
	FQ-CSID

	TWAN FQ-CSID
	[bookmark: _MCCTEMPBM_CRPT05020206___4]C
	This IE shall be included according to the requirements in clause 23 of 3GPP TS 23.007 [24].
	-
	X
	-
	-
	-
	FQ-CSID

	User Plane Inactivity Timer
	[bookmark: _MCCTEMPBM_CRPT05020207___4]O
	This IE may be present to request the UP function to send a User Plane Inactivity Report when no user plane packets are received for this PFCP session for a duration exceeding the User Plane Inactivity Timer.
When present, it shall contain the duration of the inactivity period after which a User Plane Inactivity Report shall be generated.
	-
	X
	X
	X
	X
	User Plane Inactivity Timer

	User ID
	[bookmark: _MCCTEMPBM_CRPT05020208___4]O
	This IE may be present, based on operator policy. It shall only be sent if the UP function is in a trusted environment.
See NOTE 1.
	X
	X
	X
	X
	-
	User ID

	Trace Information
	[bookmark: _MCCTEMPBM_CRPT05020209___4]O
	When present, this IE shall contain the trace instructions to be applied by the UP function for this PFCP session.
	X
	X
	X
	X
	-
	Trace Information

	APN/DNN
	[bookmark: _MCCTEMPBM_CRPT05020210___4]O
	This IE may be present, if related functionalities in the UP function require the APN/DNN information. See NOTE 2.
	X
	X
	-
	X
	X
	APN/DNN

	Create MAR
	[bookmark: _MCCTEMPBM_CRPT05020211___4]C
	This IE shall be present for a N4 session established for a MA PDU session.

Several IEs with the same IE type may be present to represent multiple MARs.
See Table 7.5.2.8-1.
	-
	-
	-
	X
	-
	Create MAR

	[bookmark: _MCCTEMPBM_CRPT05020213___7]PFCPSEReq-Flags
	[bookmark: _MCCTEMPBM_CRPT05020212___4]C
	This IE shall be included if at least one of the flags is set to "1".
-	RESTI (Restoration Indication): this bit shall be set to "1" if the CP function re-establishes an existing PFCP session and the allocation of GTP-U F-TEID and/or UE IP address is performed by the UP function. (NOTE 4)
-	SUMPC (Stop Usage Measurement to Pause Charging): the CP function, e.g. PGW-C or (H-)SMF, shall set this flag if the usage measurement for the URRs which are applicable for charging (i.e. with the "ASPOC" flag set to "1") shall be stopped in the UP function.
	X
	X
	-
	X
	-
	PFCPSEReq-Flags

	Create Bridge Info for TSC
	[bookmark: _MCCTEMPBM_CRPT05020214___4]C
	This IE shall be present for a PFCP session established for TSC to request the UPF to provide Bridge information for TSC. 
	-
	-
	-
	X
	-
	Create Bridge Info for TSC

	Create SRR
	[bookmark: _MCCTEMPBM_CRPT05020215___4]O
	This IE may be present to request the UPF to detect and report events not related to specific PDRs.
Several IEs within the same IE type may be present to represent multiple SRRs.
See Table 7.5.2.9-1.
	-
	-
	-
	X
	-
	Create SRR

	Provide ATSSS Control Information
	[bookmark: _MCCTEMPBM_CRPT05020216___4]C
	This IE shall be present for N4 session establishment for a MA PDU session.
When present, this IE shall contain the required ATSSS functionalities for this MA PDU session.
See Table 7.5.2.10-1.
	-
	-
	-
	X
	-
	Provide ATSSS Control Information

	Recovery Time Stamp
	[bookmark: _MCCTEMPBM_CRPT05020217___4]O
	This IE may be included to contain the time stamp when the CP function was started. (See clause 19A of 3GPP TS 23.007 [24].)
	X
	X
	X
	X
	-
	Recovery Time Stamp

	S-NSSAI
	[bookmark: _MCCTEMPBM_CRPT05020218___4]O
	This IE may be present, if related functionalities in the UP function require the S-NSSAI information. (NOTE 2, NOTE 5)
When present, it shall indicate the S-NSSAI of the PDU session.
	-
	-
	-
	X
	X
	S-NSSAI

	Provide RDS configuration information
	[bookmark: _MCCTEMPBM_CRPT05020219___4]O
	When present, this IE shall contain the RDS configuration information to be applied by the UP function for this PFCP session.
	-
	X
	-
	X
	-
	Provide RDS configuration information

	RAT Type
	[bookmark: _MCCTEMPBM_CRPT05020220___4]O
	This IE may be present to provide the UP Function the current RAT Type for the PDN connection/PDU session to which this PFCP Session is corresponding for statistics purpose. 
	X
	X
	-
	X
	-
	RAT Type

	L2TP Tunnel Information
	[bookmark: _MCCTEMPBM_CRPT05020221___4]C
	This IE shall be present if L2TP tunnel information is received from an AAA server, e.g. Radius/Diameter server or if it is configured in the CP function.

Several IE with the same IE type may be present to provide L2TP Tunnel Information for alternative LNS.

	-
	X
	-
	X
	-
	L2TP Tunnel Information

	L2TP Session Information
	[bookmark: _MCCTEMPBM_CRPT05020222___4]C
	This IE shall be present to include the information to establish a L2TP session, if an L2TP session needs to be established for this PFCP session.

	-
	X
	-
	X
	-
	L2TP Session Information

	Group Id
	[bookmark: _MCCTEMPBM_CRPT05020223___4]O
	This IE may be included by the CP function to indicate the group identifier to which the PFCP session pertains (see clause 5.22).

	-
	X
	-
	X
	-
	Group Id

	MBS Session N4mb Control Information
	[bookmark: _MCCTEMPBM_CRPT05020224___4]M
	This IE shall identify the MBS session and it may contain further control information for the MB-UPF.
	-
	-
	-
	-
	X
	MBS Session N4mb Control Information

	MBS Session N4 Control Information
	[bookmark: _MCCTEMPBM_CRPT05020225___4]C
	This IE shall be included if the correspond PDU session shall be associated with an MBS session.

Several IEs with the same IE type may be present to provide N4 control information for several MBS sessions, e.g., when the UE requests to join several MBS sessions. 
	-
	-
	-
	X
	-
	MBS Session N4 Control Information

	NOTE 1:	This can be used for troubleshooting problems in the UP function affecting a subscriber.
NOTE 2:	The CP function may provide additional information (e.g. APN/DNN, S-NSSAI) to the UP function, e.g. used by the forwarding rules pre-defined in UP function (some forwarding rules are APN specific), used by the UP function for performance measurement, used by the UP function for resource management, or used by the UPF to include a proper User plane node/Bridge ID in the response message during a PFCP session establishment for a PDU session for TSC.
NOTE 3:	The SGW-C may set PDN type as Non-IP for an Ethernet PDN to allow interworking with a legacy SGW-U.
NOTE 4:	The UP function shall accept the CP function allocated GTP-U F-TEID and/or UE IP address in the PFCP Session Establishment Request message with the RESTI flag set to "1", if the requested GTP-U F-TEID and/or UE IP address is available.
NOTE 5:	A UPF shall support allocating resources using the Network Instance IE and the UPF may additionally support allocating resources using the Network Instance IE and S-NSSAI IE (see clause 5.35).



Table 7.5.2.1-2: L2TP Tunnel Information IE in the PFCP Session Establishment Request message
	Octet 1 and 2
	
	L2TP Tunnel Information IE Type = 276 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _MCCTEMPBM_CRPT05020226___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	N4mb
	[bookmark: _MCCTEMPBM_CRPT05020227___7]

	LNS Address
	[bookmark: _MCCTEMPBM_CRPT05020228___4]M
	This IE shall be present to include the Tunnel Server Endpoint, i.e. LNS IP address.

	-
	X
	-
	X
	-
	LNS Address

	Tunnel Password
	[bookmark: _MCCTEMPBM_CRPT05020229___4]O
	This IE may be present to include the password to be used to authenticate to a remote server.

	-
	X
	-
	X
	-
	Tunnel Password

	Tunnel Preference
	[bookmark: _MCCTEMPBM_CRPT05020230___4]C
	This IE shall be present if multiple L2TP Tunnel Information IEs are included in the message.

If present this IE indicates the order in which the L2TP Tunnel Information IEs shall be used when trying to establish the L2TP session.

	-
	X
	-
	X
	-
	Tunnel Preference



Table 7.5.2.1-4: L2TP Session Information IE in the PFCP Session Establishment Request message
	Octet 1 and 2
	
	L2TP Session Information IE Type = 277 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _MCCTEMPBM_CRPT05020231___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	N4mb
	[bookmark: _MCCTEMPBM_CRPT05020232___7]

	Calling Number
	[bookmark: _MCCTEMPBM_CRPT05020233___4]O
	This IE may be present, e.g. to include an MSISDN of the UE.

	-
	X
	-
	X
	-
	Calling Number

	Called Number
	[bookmark: _MCCTEMPBM_CRPT05020234___4]O
	This IE may be present, e.g. to include an APN/DNN.

	-
	X
	-
	X
	-
	Called Number

	Maximum Receive Unit
	[bookmark: _MCCTEMPBM_CRPT05020235___4]O
	This IE may be present to include Maximum Receive Unit for LCP/PPP which may be set to the value of the MTU received from the UE or may be configured in the CP function.

	-
	X
	-
	X
	-
	Maximum Receive Unit

	L2TP Session Indications
	[bookmark: _MCCTEMPBM_CRPT05020236___4]C
	This IE shall be present if the CP function requests the UP function to get a UE IP Address, and/or DNS server information, and/or NBNS server information from the LNS.

	-
	X
	-
	X
	-
	L2TP session Indications

	L2TP User Authentication 
	[bookmark: _MCCTEMPBM_CRPT05020237___4]O
	This IE may be present to include the authentication information to be used during L2TP session establishment.

	-
	X
	-
	X
	-
	L2TP User Authentication 

	NOTE:	The Tunnel Password and L2TP User Authentication IE are transferred with plain text, a Network Domain Security/IP based security mechanism may be deployed between the CP function and the UP function if required by the local policies.



Table 7.5.2.1-5: MBS Session N4mb Control Information IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	MBS Session N4mb Control Information IE Type = 300 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _MCCTEMPBM_CRPT05020238___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	N4mb
	[bookmark: _MCCTEMPBM_CRPT05020239___7]

	MBS Session Identifier
	[bookmark: _MCCTEMPBM_CRPT05020240___4]M
	
	-
	-
	-
	-
	X
	MBS Session Identifier

	MBSN4mbReq-Flags
	[bookmark: _MCCTEMPBM_CRPT05020241___4]C
	This IE shall be included if at least one of the flags is set to "1".

[bookmark: _MCCTEMPBM_CRPT05020242___7]-	PLLSSM (Provide Lower Layer SSM): the MB-SMF shall set this flag to "1" to request the MB-UPF to allocate a LL SSM (i.e. multicast destination address and related source IP address) and a GTP-U Common Tunnel EndPoint Identifier (C-TEID), if multicast transport is used over N3mb and/or N9mb.
-	JMBSSM (Join MBS Session SSM): the MB-SMF shall set this flag to "1" to request the MB-UPF to join the multicast tree towards the Source Specific Multicast (SSM) address information provided by AF/AS or MBSTF for the MBS Session, if multicast transport is used over N6mb or Nmb9.

	-
	-
	-
	-
	X
	MBSN4mbReq-Flags



Table 7.5.2.1-6: MBS Session N4 Control Information IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	MBS Session N4 Control Information IE Type = 310 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _MCCTEMPBM_CRPT05020243___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	N4mb
	[bookmark: _MCCTEMPBM_CRPT05020244___7]

	MBS Session Identifier
	[bookmark: _MCCTEMPBM_CRPT05020245___4]M
	
	-
	-
	-
	X
	-
	MBS Session Identifier

	Multicast Transport Information
	[bookmark: _MCCTEMPBM_CRPT05020246___4]C
	This IE shall be present to include a low layer source specific multicast address information (i.e. multicast destination address and related source IP address) and a GTP-U Common Tunnel EndPoint Identifier (C-TEID) which was allocated by the UB-UPF, if IP multicast transport is used over N19mb. 
	-
	-
	-
	X
	-
	Multicast Transport Information



* * * Next Change * * * *
[bookmark: _Toc44689194][bookmark: _Toc44923948][bookmark: _Toc51860918][bookmark: _Toc57930689][bookmark: _Toc57931319][bookmark: _Toc90386807]7.5.4.19	Remove SRR IE within PFCP Session Modification Request
The Remove SRR grouped IE shall be encoded as shown in Figure Table 7.5.4.19-1.
Table 7.5.4.19-1: Remove SRR IE within PFCP Session Modification Request
	Octet 1 and 2
	
	Remove SRR IE Type = 211 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _MCCTEMPBM_CRPT05020821___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	[bookmark: _MCCTEMPBM_CRPT05020822___7]

	SRR ID
	[bookmark: _MCCTEMPBM_CRPT05020823___4]M
	This IE shall identify the SRR to be deleted.
	-
	-
	-
	X
	SRR ID




* * * Next Change * * * *
[bookmark: _Toc27490812][bookmark: _Toc27557105][bookmark: _Toc27724022][bookmark: _Toc36031094][bookmark: _Toc36043014][bookmark: _Toc36814339][bookmark: _Toc44689195][bookmark: _Toc44923949][bookmark: _Toc51860919][bookmark: _Toc57930690][bookmark: _Toc57931320][bookmark: _Toc90386808]7.5.4.20	Update SRR IE within PFCP Session Modification Request
The Update SRR grouped IE shall be encoded as shown in Figure Table 7.5.4.20-1.
Table 7.5.4.20-1: Update SRR IE within PFCP Session Modification Request
	Octet 1 and 2
	
	Update SRR IE Type = 213 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _MCCTEMPBM_CRPT05020824___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	[bookmark: _MCCTEMPBM_CRPT05020825___7]

	SRR ID
	[bookmark: _MCCTEMPBM_CRPT05020826___4]M
	This IE shall uniquely identify the SRR among all the SRRs configured for that PFCP session
	-
	-
	-
	X
	SRR ID

	Access Availability Control Information
	[bookmark: _MCCTEMPBM_CRPT05020827___4]C
	This IE shall be present if the Access Availability Control Information needs to be modified. See Table 7.5.2.9-2.

The CP function shall provide the full Access Availability Control Information IE. The UP function shall replace the Access Availability Control Information IE provisioned earlier, if any, by the new received IE.
	-
	-
	-
	X
	Access Availability Control Information

	QoS Monitoring per QoS flow Control Information
	[bookmark: _MCCTEMPBM_CRPT05020828___4]C
	This IE shall be present if the QoS Monitoring per QoS flow Control Information needs to be modified. See Table 7.5.2.9-3.
The CP function shall provide the full set of QoS Monitoring per QoS flow Control Information IE(s). The UP function shall replace any QoS Monitoring per QoS flow Control Information IE(s) provisioned earlier by the new set of received IE(s).
Several IEs within the same IE type may be present to represent a list of QoS Monitoring per QoS flow Control Information for different QoS flows.
	-
	-
	-
	X
	QoS Monitoring per QoS flow Control Information

	Direct Reporting Information
	[bookmark: _MCCTEMPBM_CRPT05020829___4]C
	This IE shall be present if the Direct Reporting Information IE needs to be modified. See Table 7.5.2.9-4.
	-
	-
	-
	X
	Direct Reporting Information



[bookmark: _Toc36031095][bookmark: _Toc36043015][bookmark: _Toc36814340][bookmark: _Toc44689196][bookmark: _Toc44923950][bookmark: _Toc51860920][bookmark: _Toc57930691][bookmark: _Toc57931321][bookmark: _Toc90386809]7.5.4.21	Ethernet Context Information within PFCP Session Modification Request
The Ethernet Context Information grouped IE shall be encoded as shown in Figure Table 7.5.4.21-1.
Table 7.5.4.21-1: Ethernet Context Information IE within PFCP Session Modification Request
	Octet 1 and 2
	
	Ethernet Context Information IE Type = 254 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _MCCTEMPBM_CRPT05020830___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	[bookmark: _MCCTEMPBM_CRPT05020831___7]

	MAC Addresses Detected
	[bookmark: _MCCTEMPBM_CRPT05020832___4]M
	This IE shall be present if one or more MAC addresses need to be associated to the PDU session.
Several IEs with the same IE type may be present to provision multiple lists of MAC addresses (e.g. with different V-LAN tags).
	-
	-
	-
	X
	MAC Addressed Detected



[bookmark: _Toc44689197][bookmark: _Toc44923951][bookmark: _Toc51860921][bookmark: _Toc57930692][bookmark: _Toc57931322][bookmark: _Toc90386810]7.5.4.22	Query Packet Rate Status IE within PFCP Session Modification Request
The Query Packet Rate Status grouped IE shall be encoded as shown in Figure Table 7.5.4.22-1.
Table 7.5.4.22-1: Query Packet Rate Status IE within PFCP Session Modification Request
	Octet 1 and 2
	
	Query Packet Rate Status IE Type = 263 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _MCCTEMPBM_CRPT05020833___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	[bookmark: _MCCTEMPBM_CRPT05020834___7]

	QER ID
	[bookmark: _MCCTEMPBM_CRPT05020835___4]M
	This IE shall identify the QER being queried for its Packet Rate Status
	-
	X
	-
	X
	QER ID





* * * Next Change * * * *
[bookmark: _Toc19717317][bookmark: _Toc27490815][bookmark: _Toc27557108][bookmark: _Toc27724025][bookmark: _Toc36031098][bookmark: _Toc36043018][bookmark: _Toc36814343][bookmark: _Toc44689200][bookmark: _Toc44923954][bookmark: _Toc51860924][bookmark: _Toc57930695][bookmark: _Toc57931325][bookmark: _Toc90386813]7.5.5.2	Usage Report IE within PFCP Session Modification Response
The Usage Report grouped IE shall be encoded as shown in Figure Table 7.5.5.2-1.
Table 7.5.5.2-1: Usage Report IE within PFCP Session Modification Response
	Octet 1 and 2
	
	Usage Report IE Type = 78 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _MCCTEMPBM_CRPT05020855___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	[bookmark: _MCCTEMPBM_CRPT05020856___7]

	URR ID
	[bookmark: _MCCTEMPBM_CRPT05020857___4]M
	This IE shall identify the URR for which usage is reported.
	X
	X
	X
	X
	URR ID

	UR-SEQN
	[bookmark: _MCCTEMPBM_CRPT05020858___4]M
	This IE shall uniquely identify the Usage Report for the URR (see clause 5.2.2.3).
	X
	X
	X
	X
	UR-SEQN

	Usage Report Trigger
	[bookmark: _MCCTEMPBM_CRPT05020859___4]M
	This IE shall identify the trigger for this report.
	X
	X
	X
	X
	Usage Report Trigger

	Start Time
	[bookmark: _MCCTEMPBM_CRPT05020860___4]C
	This IE shall be present, except if the Usage Report Trigger indicates 'Start of Traffic', 'Stop of Traffic' or 'MAC Addresses Reporting'.
When present, this IE shall provide the timestamp when the collection of the information in this report was started.
	X
	X
	X
	X
	Start Time

	End Time
	[bookmark: _MCCTEMPBM_CRPT05020861___4]C
	This IE shall be present, except if the Usage Report Trigger indicates 'Start of Traffic', 'Stop of Traffic' or 'MAC Addresses Reporting'.
When present, this IE shall provide the timestamp when the collection of the information in this report was generated.
	X
	X
	X
	X
	End Time

	Volume Measurement
	[bookmark: _MCCTEMPBM_CRPT05020862___4]C
	This IE shall be present if a volume measurement needs to be reported.
	X
	X
	X
	X
	Volume Measurement

	Duration Measurement
	[bookmark: _MCCTEMPBM_CRPT05020863___4]C
	This IE shall be present if a duration measurement needs to be reported.
	X
	X
	X
	X
	Duration Measurement

	Time of First Packet
	[bookmark: _MCCTEMPBM_CRPT05020864___4]C
	This IE shall be present if available for this URR.
	-
	X
	X
	X
	Time of First Packet

	Time of Last Packet
	[bookmark: _MCCTEMPBM_CRPT05020865___4]C
	This IE shall be present if available for this URR.
	-
	X
	X
	X
	Time of Last Packet

	Usage Information 
	[bookmark: _MCCTEMPBM_CRPT05020866___4]C
	This IE shall be present if the UP function reports Usage Reports before and after a Monitoring Time or before and after QoS enforcement. When present, it shall indicate whether the usage is reported for the period before or after that time, or before or after QoS enforcement.
	X
	X
	X
	X
	Usage Information

	Query URR Reference
	[bookmark: _MCCTEMPBM_CRPT05020867___4]C
	This IE shall be present if this usage report is sent as a result of a query URR received in a PFCP Session Modification Request and the Query URR Reference IE was present in the PFCP Session Modification Request.
When present, it shall be set to the Query URR Reference value received in the PFCP Session Modification Request. 
	X
	X
	X
	X
	Query URR Reference

	Ethernet Traffic Information
	[bookmark: _MCCTEMPBM_CRPT05020868___4]C
	 This IE shall be present if Ethernet Traffic Information needs to be reported. 
	-
	-
	-
	X
	Ethernet Traffic Information


[bookmark: _MCCTEMPBM_CRPT05020869___7]
* * * Next Change * * * *

[bookmark: _Toc90386816]7.5.5.5	Updated PDR IE within PFCP Session Modification Response
The Updated PDR grouped IE shall be encoded as shown in Figure Table 7.5.5.5-1.
Table 7.5.5.5-1: Updated PDR IE in PFCP Session Modification Response
	Octet 1 and 2
	
	Updated PDR IE Type = 256 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _MCCTEMPBM_CRPT05020879___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	[bookmark: _MCCTEMPBM_CRPT05020880___7]

	PDR ID
	[bookmark: _MCCTEMPBM_CRPT05020881___4]M
	This IE shall uniquely identify the PDR among all the PDRs configured for that PFCP session.

	-
	-
	-
	X
	PDR ID

	Local F-TEID for Redundant Transmission
	[bookmark: _MCCTEMPBM_CRPT05020882___4]C
	This IE shall be present and shall contain the local F-TEID to be used for this PDR for the reception of redundant uplink packets on the N3/N9 interfaces.

	-
	-
	-
	X
	F-TEID

	Local F-TEID
	[bookmark: _MCCTEMPBM_CRPT05020883___4]C
	If the UP function allocates the F-TEID, this IE shall be present and shall contain the local F-TEID to be used for this PDR.

	-
	X
	-
	-
	F-TEID

	UE IP Address
	[bookmark: _MCCTEMPBM_CRPT05020884___4]C
	If the UP function allocates additional UE IP address/prefix (upon receiving a Update PDR in the corresponding PFCP Session Modification Request message from the CP function), this IE shall be present and shall contain the complete list of UE IP address / prefix assigned by the UP function for this PFCP session.

In the 5GC, several IEs with the same IE type may be present to represent multiple UE IP addresses, if the UPF indicated support of the IP6PL feature (see clause 5.21).
	-
	X
	-
	X
	UE IP Address



* * * Next Change * * * *
[bookmark: _Toc19717321][bookmark: _Toc27490820][bookmark: _Toc27557113][bookmark: _Toc27724030][bookmark: _Toc36031103][bookmark: _Toc36043023][bookmark: _Toc36814348][bookmark: _Toc44689206][bookmark: _Toc44923960][bookmark: _Toc51860930][bookmark: _Toc57930701][bookmark: _Toc57931331][bookmark: _Toc90386820]7.5.7.2	Usage Report IE within PFCP Session Deletion Response
The Usage Report grouped IE shall be encoded as shown in Figure Table 7.5.7.2-1.
Table 7.5.7.2-1: Usage Report IE within PFCP Session Deletion Response
	Octet 1 and 2
	
	Usage Report IE Type = 79 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _MCCTEMPBM_CRPT05020909___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	[bookmark: _MCCTEMPBM_CRPT05020910___7]

	URR ID
	[bookmark: _MCCTEMPBM_CRPT05020911___4]M
	This IE shall identify the URR for which usage is reported.
	X
	X
	X
	X
	URR ID

	UR-SEQN
	[bookmark: _MCCTEMPBM_CRPT05020912___4]M
	This IE shall uniquely identify the Usage Report for the URR (see clause 5.2.2.3).
	X
	X
	X
	X
	UR-SEQN

	Usage Report Trigger
	[bookmark: _MCCTEMPBM_CRPT05020913___4]M
	This IE shall identify the trigger for this report.
	X
	X
	X
	X
	Usage Report Trigger

	Start Time
	[bookmark: _MCCTEMPBM_CRPT05020914___4]C
	This IE shall be present, except if the Usage Report Trigger indicates 'Start of Traffic', 'Stop of Traffic' or 'MAC Addresses Reporting'.
When present, this IE shall provide the timestamp when the collection of the information in this report was started.
	X
	X
	X
	X
	Start Time

	End Time
	[bookmark: _MCCTEMPBM_CRPT05020915___4]C
	This IE shall be present, except if the Usage Report Trigger indicates 'Start of Traffic', 'Stop of Traffic' or 'MAC Addresses Reporting'.
When present, this IE shall provide the timestamp when the collection of the information in this report was generated.
	X
	X
	X
	X
	End Time

	Volume Measurement
	[bookmark: _MCCTEMPBM_CRPT05020916___4]C
	This IE shall be present if a volume needs to be reported.
	X
	X
	X
	X
	Volume Measurement

	Duration Measurement
	[bookmark: _MCCTEMPBM_CRPT05020917___4]C
	This IE shall be present if a duration measurement needs to be reported.
	X
	X
	X
	X
	Duration Measurement

	Time of First Packet
	[bookmark: _MCCTEMPBM_CRPT05020918___4]C
	This IE shall be present if available for this URR.
	-
	X
	X
	X
	Time of First Packet

	Time of Last Packet
	[bookmark: _MCCTEMPBM_CRPT05020919___4]C
	This IE shall be present if available for this URR.
	-
	X
	X
	X
	Time of Last Packet

	Usage Information 
	[bookmark: _MCCTEMPBM_CRPT05020920___4]C
	This IE shall be present if the UP function reports Usage Reports before and after a Monitoring Time, or before and after QoS enforcement. When present, it shall indicate whether the usage is reported for the period before or after that time, or before or after QoS enforcement.
	X
	X
	X
	X
	Usage Information

	Ethernet Traffic Information
	[bookmark: _MCCTEMPBM_CRPT05020921___4]C
	 This IE shall be present if Ethernet Traffic Information needs to be reported. See Table 7.5.8.3-3.
	-
	-
	-
	X
	Ethernet Traffic Information


[bookmark: _MCCTEMPBM_CRPT05020922___7]

* * * Next Change * * * *
[bookmark: _Toc19717324][bookmark: _Toc27490823][bookmark: _Toc27557116][bookmark: _Toc27724033][bookmark: _Toc36031106][bookmark: _Toc36043026][bookmark: _Toc36814351][bookmark: _Toc44689209][bookmark: _Toc44923963][bookmark: _Toc51860933][bookmark: _Toc57930704][bookmark: _Toc57931334][bookmark: _Toc90386823]7.5.8.2	Downlink Data Report IE within PFCP Session Report Request
The Downlink Data Report grouped IE shall be encoded as shown in Figure Table 7.5.8.2-1.
Table 7.5.8.2-1: Downlink Data Report IE within PFCP Session Report Request
	Octet 1 and 2
	
	Downlink Data Report IE Type = 83 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _MCCTEMPBM_CRPT05020941___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	[bookmark: _MCCTEMPBM_CRPT05020942___7]

	PDR ID
	[bookmark: _MCCTEMPBM_CRPT05020943___4]M
	This IE shall identify the PDR for which downlink data packets have been received or discarded at the UP function.

More than one IE with this type may be included to represent multiple PDRs having received or discarded downlink data packets.
	X
	-
	-
	X
	PDR ID

	Downlink Data Service Information
	[bookmark: _MCCTEMPBM_CRPT05020944___4]C
	This IE shall be included for a PFCP session with an IP PDN type, if the UP function supports the Paging Policy Differentiation feature (see clause 4.9 of 3GPP TS 23.401 [14]) and clause 5.4.3.2 of 3GPP TS 23.501 [28]).
When present, for each PDR and for each packet that triggers a Downlink Data Notification, the UP function shall copy, into the Paging Policy Indication value within this IE, the value of the DSCP in TOS (IPv4) or TC (IPv6) information received in the IP payload of the GTP-U packet from the PGW (see IETF RFC 2474 [13]).

For 5GC, this IE shall also be included over N4, for each PDR and for each packet that triggers a Downlink Data Notification, if the QFI of the downlink data packet is available.

One IE with this type shall be included per PDR ID reported in the message. When multiple PDR ID IEs are present in the message, the Downlink Data Service Information IEs shall be reported according to the order of the PDR ID IEs.
	X
	-
	-
	X
	Downlink Data Service Information

	DL Data Packets Size
	[bookmark: _MCCTEMPBM_CRPT05020945___4]O
	This IE may be present if the SGW-U supports the MT-EDT feature and is requested to report the sum of the DL Data Packets Size. 
	X
	-
	-
	-
	DL Data Packets Size

	DL Data Status
	[bookmark: _MCCTEMPBM_CRPT05020946___4]O
	This IE may be present if the first downlink data packet has been buffered or discarded at the UP function for downlink data delivery status notification.
	-
	-
	-
	X
	Data Status



* * * Next Change * * * *

7.5.8.3	Usage Report IE within PFCP Session Report Request
The Usage Report grouped IE shall be encoded as shown in Figure Table 7.5.8.3-1.
Table 7.5.8.3-1: Usage Report IE within PFCP Session Report Request
	Octet 1 and 2
	
	Usage Report IE Type = 80 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	URR ID
	M
	This IE shall identify the URR for which usage is reported.
	X
	X
	X
	X
	URR ID

	UR-SEQN
	M
	This IE shall uniquely identify the Usage Report for the URR (see clause 5.2.2.3).
	X
	X
	X
	X
	UR-SEQN

	Usage Report Trigger
	M
	This IE shall identify the trigger for this report.
	X
	X
	X
	X
	Usage Report Trigger

	Start Time
	C
	This IE shall be present, except if the Usage Report Trigger indicates 'Start of Traffic', 'Stop of Traffic' or 'MAC Addresses Reporting'.
When present, this IE shall provide the timestamp when the collection of the information in this report was started.
	X
	X
	X
	X
	Start Time

	End Time
	C
	This IE shall be present, except if the Usage Report Trigger indicates 'Start of Traffic', 'Stop of Traffic' or ' MAC Addresses Reporting'.
When present, this IE shall provide the timestamp when the collection of the information in this report was generated.
	X
	X
	X
	X
	End Time

	Volume Measurement
	C
	This IE shall be present if a volume measurement needs to be reported. (NOTE 2)
	X
	X
	X
	X
	Volume Measurement

	Duration Measurement
	C
	This IE shall be present if a duration measurement needs to be reported. (NOTE 2)
	X
	X
	X
	X
	Duration Measurement

	Application Detection Information
	C
	This IE shall be present if application detection information needs to be reported.
	-
	X
	X
	X
	Application Detection Information

	UE IP address
	C
	This IE shall be present if the start or stop of an application has been detected and no UE IP address was provisioned in the PDI. See NOTE 1.
	-
	-
	X
	X
	UE IP address

	Network Instance
	C
	This IE shall be present if the start or stop of an application has been detected, no UE IP address was provisioned in the PDI and multiple PDNs with overlapping IP addresses are used in the UP function. See NOTE 1.
	-
	-
	X
	X
	Network Instance

	Time of First Packet
	C
	This IE shall be present if available for this URR.
	-
	X
	X
	X
	Time of First Packet

	Time of Last Packet
	C
	This IE shall be present if available for this URR.
	-
	X
	X
	X
	Time of Last Packet

	Usage Information 
	C
	This IE shall be present if the UP function reports Usage Reports before and after a Monitoring Time, or before and after QoS enforcement. When present, it shall indicate whether the usage is reported for the period before or after that time, or before or after QoS enforcement.
	X
	X
	X
	X
	Usage Information

	Query URR Reference
	C
	This IE shall be present if this usage report is sent as a result of a query URR received in a PFCP Session Modification Request and the Query URR Reference IE was present in the PFCP Session Modification Request.
When present, it shall be set to the Query URR Reference value received in the PFCP Session Modification Request. 
	X
	X
	X
	X
	Query URR Reference

	Event Time Stamp 
	C
	This IE shall be present, if the report is related to an event.
When present, it shall be set to the time when the event occurs.
Several IEs with the same IE type may be present to report multiple occurrences for an event for this URR ID.
	-
	X
	X
	X
	Time Stamp 

	Ethernet Traffic Information
	C
	 This IE shall be present if Ethernet Traffic Information needs to be reported. See Table 7.5.8.3-3.
	-
	-
	-
	X
	Ethernet Traffic Information

	Join IP Muticast Information
	C
	This IE shall be present if the UPF needs to report that it has added the PDU session to the DL replication tree of a new IP multicast flow.
Several IEs with the same IE type may be present to report multiple IP multicast flows added to the PDU session.
	-
	-
	-
	X
	Join IP Multicast Information

	Leave IP Muticast Information
	C
	This IE shall be present if the UPF needs to report that it has removed the PDU session from the DL replication tree of an IP multicast flow.
Several IEs with the same IE type may be present to report multiple IP multicast flows removed from the PDU session.
	-
	-
	-
	X
	Leave IP Multicast Information

	Predefined Rules Name
	O
	This IE may be present to identify a predefined rule if the usage report is generated for a predefined URR which was activated via a Activate Predefined Rules IE in a Create PDR IE or an Update PDR IE.

Several IEs with the same IE type may be present to represent multiple Predefined Rules with which the URR is associated.
	-
	X
	-
	X
	Predefined Rules Name

	NOTE 1:	This is the case for unsolicited application reporting by the TDF. The Network instance is required when the UE IP address cannot be used to determine the corresponding PDN connection.
NOTE 2:	The UP function may send a Usage Report with the Volume/Duration Measurement set to zero.



Table 7.5.8.3-2: Application Detection Information IE within Usage Report IE
	Octet 1 and 2
	
	Application Detection Information IE Type = 68 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Application ID
	M
	This IE shall identify the Application ID for which a start or stop of traffic is reported.
	-
	X
	X
	X
	Application ID

	Application Instance ID
	C
	When present, this IE shall identify the Application Instance Identifier for which a start or stop of traffic is reported. It shall be present, when reporting the start of an application, if the Reduced Application Detection Information flag was not set in the Measurement Information and if the flow information for the detected application is deducible. It shall be present, when reporting the stop of an application, if the Reduced Application Detection Information flag was not set in the Measurement Information and if it was provided when reporting the start of the application.
	-
	X
	X
	X
	Application Instance ID

	Flow Information
	C
	When present, this IE shall contain the flow information for the detected application. It shall be present, when reporting the start of an application, if the Reduced Application Detection Information flag was not set in the Measurement Information and if the flow information for the detected application is deducible.
	-
	X
	X
	X
	Flow Information

	PDR ID
	O
	When present, it shall contain the PDR ID which the application traffic matches.
	-
	X
	X
	X
	PDR ID



Table 7.5.8.3-3: Ethernet Traffic Information IE within Usage Report IE
	Octet 1 and 2
	
	Ethernet Traffic Information IE Type = 143 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	MAC Addresses Detected
	C
	This IE shall be present if one or more new MAC addresses have been detected.
When present, it shall identify the MAC (Ethernet) addresses newly detected as source address of frames sent UL by the UE.
Several IEs with the same IE type may be present to to provision multiple lists of MAC addresses (e.g. with different V-LAN tags).
	-
	-
	-
	X
	MAC Addresses Detected

	MAC Addresses Removed
	C
	This IE shall be present if one or more new MAC addresses have been removed.
When present, it shall identify the MAC (Ethernet) addresses that have been inactive for a duration exceeding the Ethernet inactivity Timer.
Several IEs with the same IE type may be present to to provision multiple lists of MAC addresses (e.g. with different V-LAN tags).
	-
	-
	-
	X
	MAC Addresses Removed



Table 7.5.8.3-4: Join IP Multicast Information IE within Usage Report IE
	Octet 1 and 2
	
	Join IP Multicast Information IE Type = 189 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	IP Multicast Address
	M
	This IE shall contain the IP multicast address of the DL multicast flow added to the PDU session.
	-
	-
	-
	X
	IP Multicast Address

	Source IP Address
	C
	This IE shall contain the source specific IP address of the DL multicast flow added to the PDU session, if available.
Several IEs with the same IE type may be present to represent multiple source specific addresses.
	-
	-
	-
	X
	Source IP Address



Table 7.5.8.3-5: Leave IP Multicast Information IE within Usage Report IE
	Octet 1 and 2
	
	Leave IP Multicast Information IE Type = 190 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	IP Multicast Address
	M
	This IE shall contain the IP multicast address of the DL multicast flow removed from the PDU session.
	-
	-
	-
	X
	IP Multicast Address

	Source IP Address
	C
	This IE shall contain the source specific IP address of the DL multicast flow removed from the PDU session, if available.
Several IEs with the same IE type may be present to represent multiple source specific addresses.
	-
	-
	-
	X
	Source IP Address




* * * Next Change * * * *

7.5.8.4	Error Indication Report IE within PFCP Session Report Request
The Error Indication Report grouped IE shall be encoded as shown in Figure Table 7.5.8.4-1.
Table 7.5.8.4-1: Error Indication Report IE within PFCP Session Report Request
	Octet 1 and 2
	
	Error Indication Report IE Type = 99 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Remote F-TEID
	M
	This IE shall identify the remote F-TEID of the GTP-U bearer for which an Error Indication has been received at the UP function.

More than one IE with this type may be included to represent multiple remote F-TEID for which an Error Indication has been received.
	X
	X
	-
	X
	F-TEID




* * * Next Change * * * *

* * * Next Change * * * *


[bookmark: _Toc44923967][bookmark: _Toc51860937][bookmark: _Toc57930708][bookmark: _Toc57931338][bookmark: _Toc90386827]7.5.8.6	Session Report IE within PFCP Session Report Request
The Session Report grouped IE shall be encoded as shown in Figure Table 7.5.8.6-1.
Table 7.5.8.6-1: Session Report IE within PFCP Session Report Request
	Octet 1 and 2
	
	Session Report IE Type = 214 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _MCCTEMPBM_CRPT05020998___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	[bookmark: _MCCTEMPBM_CRPT05020999___7]

	SRR ID
	[bookmark: _MCCTEMPBM_CRPT05021000___4]M
	This IE shall identify the SRR for which usage is reported.
	-
	-
	-
	X
	SRR ID

	Access Availability Report
	[bookmark: _MCCTEMPBM_CRPT05021001___4]C
	 This IE shall be present if change of access availability needs to be reported. When present, this IE shall indicate an access type and whether the access type has become available or unavailable.
	-
	-
	-
	X
	Access Availability Report

	QoS Monitoring Report
	[bookmark: _MCCTEMPBM_CRPT05021002___4]C
	This IE shall be present if the Report Type indicates a QoS Monitoring Report.
Several IEs within the same IE type may be present to represent a list of QoS Monitoring Reports, e.g. for different QoS flows.
	-
	-
	-
	X
	QoS Monitoring Report



The Access Availability Report IE shall be encoded as shown in Table 7.5.8.2-2.
Table 7.5.8.6-2: Access Availability Report IE
	Octet 1 and 2
	
	Access Availability Report IE Type = 218 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _MCCTEMPBM_CRPT05021003___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	[bookmark: _MCCTEMPBM_CRPT05021004___7]

	Access Availability Information
	[bookmark: _MCCTEMPBM_CRPT05021005___4]M
	This IE shall indicate an access type and whether the access type has become available or not available.

Up to two IEs with the same IE type may be present to report access availability changes for 3GPP and non-3GPP accesses.
	-
	-
	-
	X
	Access Availability Information



The QoS Monitoring Report IE shall be encoded as shown in Table 7.5.8.6-3.
Table 7.5.8.6-3: QoS Monitoring Report IE
	Octet 1 and 2
	
	QoS Monitoring Report IE Type = 247 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	QFI
	[bookmark: _MCCTEMPBM_CRPT05021006___4]M
	This IE shall identify the QoS Flow Identifier for which QoS monitoring is reported.
	-
	-
	-
	X
	QFI

	QoS Monitoring Measurement
	[bookmark: _MCCTEMPBM_CRPT05021007___4]M
	This IE shall contain the measured packet delay(s).
	-
	-
	-
	X
	QoS Monitoring Measurement

	Time Stamp
	[bookmark: _MCCTEMPBM_CRPT05021008___4]M
	This IE shall provide the timestamp when the collection of the information in this report was generated.
	-
	-
	-
	X
	Time Stamp

	Start Time
	[bookmark: _MCCTEMPBM_CRPT05021009___4]O
	When present, this IE shall provide the timestamp when the collection of the information in this report was started.
	-
	-
	-
	X
	Start Time




* * * Next Change * * * *
[bookmark: _Toc19717329][bookmark: _Toc27490830][bookmark: _Toc27557123][bookmark: _Toc27724040][bookmark: _Toc36031113][bookmark: _Toc36043033][bookmark: _Toc36814358][bookmark: _Toc44689216][bookmark: _Toc44923970][bookmark: _Toc51860940][bookmark: _Toc57930711][bookmark: _Toc57931341][bookmark: _Toc90386830]7.5.9.2	Update BAR IE within PFCP Session Report Response
The Update BAR grouped IE shall be encoded as shown in Figure Table 7.5.9.2-1.
Table 7.5.9.2-1: Update BAR IE in PFCP Session Report Response
	Octet 1 and 2
	
	Update BAR IE Type = 12 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _MCCTEMPBM_CRPT05021022___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	[bookmark: _MCCTEMPBM_CRPT05021023___7]

	BAR ID
	[bookmark: _MCCTEMPBM_CRPT05021024___4]M
	This IE shall identify the BAR Rule to be modified.
	X
	-
	-
	X
	BAR ID

	Downlink Data Notification Delay
	[bookmark: _MCCTEMPBM_CRPT05021025___4]C
	This IE shall be present if the UP function indicated support of the Downlink Data Notification Delay parameter (see clause 8.2.25) and the Downlink Data Notification Delay needs to be modified.
When present, it shall contain the delay the UP function shall apply between receiving a downlink data packet and notifying the CP function about it, when the Apply Action parameter requests to buffer the packets and notify the CP function.
	X
	-
	-
	X
	Downlink Data Notification Delay

	DL Buffering Duration
	[bookmark: _MCCTEMPBM_CRPT05021026___4]C
	This IE shall be present if the UP function indicated support of the DL Buffering Duration parameter (see clause 8.2.25) and extended buffering of downlink data packet is required in the UP function.
When present, this IE shall indicate the duration during which the UP function shall buffer the downlink data packets without sending any further notification to the CP function about the arrival of DL data packets.
	X
	-
	-
	X
	DL Buffering Duration

	DL Buffering Suggested Packet Count
	[bookmark: _MCCTEMPBM_CRPT05021027___4]O
	This IE may be present if extended buffering of downlink data packet is required in the UP function.
When present, this IE shall indicate the maximum number of downlink data packets suggested to be buffered in the UP function.
	X
	-
	-
	X
	DL Buffering Suggested Packet Count

	Suggested Buffering Packets Count
	[bookmark: _MCCTEMPBM_CRPT05021028___4]C
	This IE may be present if the UP Function indicated support of the feature UDBC.

When present, it shall contain the number of packets that are suggested to be buffered when the Apply Action parameter requests to buffer the packets. The packets that exceed the limit shall be discarded.
	-
	X
	X
	X
	Suggested Buffering Packets Count

	NOTE 1:	If the Apply Action requests the UP function to buffer and notify the CP function and the DL Buffering Duration is set, the UP function shall not notify the CP function for the duration indicated by the DL Buffering Duration.




* * * End of Changes * * * *


