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* * * First Change * * * *
[bookmark: _Toc42953852][bookmark: _Toc43463169][bookmark: _Toc49847781][bookmark: _Toc56497910][bookmark: _Toc90643999]6.x.3	Resources
[bookmark: _Toc42953853][bookmark: _Toc43463170][bookmark: _Toc49847782][bookmark: _Toc56497911][bookmark: _Toc90644000]6.x.3.1	Overview
The structure of the Resource URIs of the Nnssaaf_AIW service is shown in Figure 6.x.3.1-1


Figure 6.x.3.1-1: Resource URI structure of the AIW API
Table 6.x.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.x.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	ch-dcs-authentications
(Collection)
	/v1/ch-dcs-authentications
	POST
	Initiate the authentication and authorization process towards an AAA-S offered by CH or DCS by providing inputs related to the UE.

	ch-dcs-authentication
(Document)
	/v1/ ch-dcs-authentications/{authCtxId}

	PUT
	Put the UE response from the EAP process.



[bookmark: _Toc42953854][bookmark: _Toc43463171][bookmark: _Toc49847783][bookmark: _Toc56497912][bookmark: _Toc90644001]6.x.3.2	Resource: ch-dcs-authentications (Collection)
[bookmark: _Toc42953855][bookmark: _Toc43463172][bookmark: _Toc49847784][bookmark: _Toc56497913][bookmark: _Toc90644002]6.x.3.2.1	Description
This resource represents a collection of the authentication resources generated by the NSSAAF.
[bookmark: _Toc42953856][bookmark: _Toc43463173][bookmark: _Toc49847785][bookmark: _Toc56497914][bookmark: _Toc90644003]6.x.3.2.2	Resource Definition
Resource URI: {apiRoot}/nnssaaf-aiw /<apiVersion>/ch-dcs-authentications
This resource shall support the resource URI variables defined in table 6.x.3.2.2-1.
Table 6.x.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.x.1

	apiVersion
	string
	See clause 6.x.1



[bookmark: _Toc42953857][bookmark: _Toc43463174][bookmark: _Toc49847786][bookmark: _Toc56497915][bookmark: _Toc90644004]6.x.3.2.3	Resource Standard Methods
[bookmark: _Toc42953858][bookmark: _Toc43463175][bookmark: _Toc49847787][bookmark: _Toc56497916][bookmark: _Toc90644005]6.x.3.2.3.1	POST
This method shall support the URI query parameters specified in table 6.x.3.2.3.1-1.
Table 6.x.3.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.x.3.2.3.1-2 and the response data structures and response codes specified in table 6.x.3.2.3.1-3.
Table 6.x.3.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	AuthInfo
	M
	1
	Contains the SUPI, etc.



[bookmark: _GoBack]Table 6.x.3.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AuthContext
	M
	1
	201 Created
	This case indicates the corresponding resource has been created by the NSSAAF.
The HTTP response shall include a "Location" header that contains the resource URI of the created resource.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP.
(NOTE 2)

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents the failure to start authentication and authorization because of input parameter error.

	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the UE is not allowed to be authenticated.
The "cause" attribute may be used to indicate one of the following application errors:
- AUTH_REJECTED

	ProblemDetails
	O
	0..1
	404 Not Found
	This case represents the user or user context is not found.
The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	504 Gateway Time out
	This case represents network error or remote peer (i.e. AAA-S) error, e.g. not reachable, no response and time out.
The "cause" attribute may be used to indicate one of the following application errors:
- NETWORK_FAILURE
- UPSTREAM_SERVER_ERROR
- TIME_OUT_REQUEST

	NOTE 1:	The mandatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.x.3.2.3.1-4: Headers supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 6.x.3.2.3.1-5: Headers supported by the 201 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	URI
	M
	1
	URI of created resource for the authentication context.
The URI structure is defined in clause 6.x.3.3.1.



[bookmark: _Toc510696615][bookmark: _Toc35971406][bookmark: _Toc42953859][bookmark: _Toc43463176][bookmark: _Toc49847788]Table 6.x.3.2.3.1-6: Headers supported by the 307 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	URI pointing to the resource of another NF service producer to which the request should be sent.
Or the same URI, if a request is redirected to the same target resource via a different SCP.



Table 6.x.3.2.3.1-7: Headers supported by the 308 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	URI pointing to the resource of another NF service producer to which the request should be sent.
Or the same URI, if a request is redirected to the same target resource via a different SCP.



[bookmark: _Toc56497917][bookmark: _Toc90644006]6.x.3.2.4	Resource Custom Operations
There are no Resource Custom Operations in the current version of this API.
[bookmark: _Toc510696621][bookmark: _Toc35971412][bookmark: _Toc42953860][bookmark: _Toc43463177][bookmark: _Toc49847789][bookmark: _Toc56497918][bookmark: _Toc90644007]6.x.3.3	Resource: ch-dcs-authentication (Document)
[bookmark: _Toc25270678][bookmark: _Toc34310333][bookmark: _Toc42953861][bookmark: _Toc43463178][bookmark: _Toc49847790][bookmark: _Toc56497919][bookmark: _Toc90644008]6.x.3.3.1	Description
The sub-resource "ch-dcs-authentication" is generated by the NSSAAF. This subresource should not persist after the authentication and authorization process finishes.
[bookmark: _Toc42953862][bookmark: _Toc43463179][bookmark: _Toc49847791][bookmark: _Toc56497920][bookmark: _Toc90644009]6.x.3.3.2	Resource Definition
Resource URI: {apiRoot}/nnssaaf-nssaa/<apiVersion>/ch-dcs-authentications/{authCtxId}
This resource shall support the resource URI variables defined in table 6.x.3.3.2-1.
Table 6.x.3.3.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.x.1

	apiVersion
	string
	See clause 6.x.1

	authCtxId
	string
	The authentication context ID, which is of data type AuthCtxId defined in clause 6.x.6.3.2.



[bookmark: _Toc42953863][bookmark: _Toc43463180][bookmark: _Toc49847792][bookmark: _Toc56497921][bookmark: _Toc90644010]6.x.3.3.3	Resource Standard Methods
[bookmark: _Toc42953864][bookmark: _Toc43463181][bookmark: _Toc49847793][bookmark: _Toc56497922][bookmark: _Toc90644011]6.x.3.3.3.1	PUT
This method shall support the URI query parameters specified in table 6.x.3.3.3.1-1.
Table 6.x.3.3.3.1-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.x.3.3.3.1-2 and the response data structures and response codes specified in table 6.x.3.3.3.1-3.
Table 6.x.3.3.3.1-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	AuthConfirmationData
	M
	1
	Contains the EAP message generated by the UE and provided to the AMF.



Table 6.x.3.3.3.1-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AuthConfirmationResponse
	M
	1
	200 OK
	This case indicates that the NSSAAF has performed the authentication. The response body shall contain the result of the authentication and authorization.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. (NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. (NOTE 2)

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents a authentication failure because of input parameter error. This indicates that the NSSAAF was not able to process the authentication.

	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the UE is not allowed to be authenticated.
The "cause" attribute may be used to indicate one of the following application errors:
- AUTH_REJECTED

	ProblemDetails
	O
	0..1
	404 Not Found
	This case represents the UE or UE related context is not found.
The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	504 Gateway Time out
	This case represents network error or remote peer (i.e. AAA-S) error, e.g. not reachable, no response when time out.
The "cause" attribute may be used to indicate one of the following application errors:
- NETWORK_FAILURE
- UPSTREAM_SERVER_ERROR
- TIMED_OUT_REQUEST

	NOTE 1:	The mandatory HTTP error status code for the PUT method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.x.3.3.3.1-4: Headers supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 6.x.3.3.3.1-5: Headers supported by the 200 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 6.x.3.3.3.1-6: Headers supported by the 307 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	URI pointing to the resource of another NF service producer to which the request should be sent.
Or the same URI, if a request is redirected to the same target resource via a different SCP.



Table 6.x.3.3.3.1-7: Headers supported by the 308 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	URI pointing to the resource of another NF service producer to which the request should be sent.
Or the same URI, if a request is redirected to the same target resource via a different SCP.



[bookmark: _Toc42953865][bookmark: _Toc43463182][bookmark: _Toc49847794][bookmark: _Toc56497923][bookmark: _Toc90644012]6.x.3.3.4	Resource Custom Operations
There is no Resource Custom Operations in the current version of this API.

* * * 2nd Change * * * *

* * * 3rd Change * * * *

* * * 4th Change * * * *

* * * End of Changes * * * *
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