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1. Reason for Change
This pCR addresses several editor's notes from TS 29.556 and also aligns with the latest stage 2 requirements in TS 23.548.   
Editor's notes in TS 29.556:
1)
Editor's Note: The need and possible use by the EASDF of the DNN in the DNS context are FFS.
Stage 2 defines DNN as a mandatory IE of a DNS context. 
Service operation name: Neasdf_DNSContext_Create.
Description: Create a DNS context in EASDF.
Input, Required: UE IP address, DNN, Notification Endpoint.
The UE IP address shall be used together with the DNN to uniquely identify the DNS context associated with a PDU session (e.g. in deployments where the same EASDF is used for PDU sessions to DNs with overlapping IP address spaces) and to associate the DNS context with a specific DN (and e.g. related tunnels connecting to the DN).  
Accordingly, it is proposed to delete the editor's note and to clarify the usage of the DNN in the EASDF.
2)
Editor's note: It is FFS whether the dnsQueryTemplate and dnsResponseTemplate attributes should be defined as maps with a cardinality 1..N.
It should be possible to provision a DNS rule with either (one or more DNS Query templates) or (one or more DNS Response templates). Accordingly, it is proposed to delete the editor's note and update the data type to allow support of multiple DNS Query Templates or DNS Response Templates.
It is fine and cleaner protocol-wise to have either DNS Query template(s) or DNS Response template(s) in a given DNS rule, like currently defined in TS 29.556. 
3)
Editor's note: Further potential requirements on how to control and perform the reporting of events is FFS, including whether the reportType attribute is needed in the report.  
The type of the report being generated can already be derived from the attributes included in the notification request. A different attribute can be defined per different type of information to report (as this has already been specified e.g. for DNS Query Report and DNS Response report). Accordingly, it is proposed to delete the reportType attribute and corresponding text in the editor's note.
4)
Editor's note: The above enumeration values are FFS, e.g. whether to combine Buffer and Report, or instead encode a list of unitary actions "Buffer" and "Report" in the DNS rule.  

It is more flexible and future proof to define a list of unitary actions rather than combining actions. 
Having a list of unitary actions also allows to support the new "Reporting once indication" specified in TS 23.548, whereby the other unitary actions in the list indicate how to process subsequent DNS queries or responses matching a DNS rule, as examplified below.
Example 1: DNS rule for DNS Queries, where the SMF instructs the EASDF to wait for the SMF response before forwarding any further DNS queries matching the DNS rule:  
· REPORT (with Reporting once indication)
· BUFFER

Example 2: DNS rule for DNS Responses, where the SMF instructs the EASDF to forward any further DNS responses to the UE:
· REPORT (with Reporting once indication)
· FORWARD

5) Type: DnsContextCreatedData

Table 6.1.6.2.3-1: Definition of type DNSContextCreatedData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	
	
	
	
	
	



Editor's Note: This is FFS.

TS 23.548 specifies:
7.1.2.2	Neasdf_DNSContext_Create Service Operation
Service operation name: Neasdf_DNSContext_Create.
…
Output, Required: If successful, IP address of the EASDF, EASDF Context ID, Result Indication.
Output, Optional: None.
The EASDF Context ID is returned in the Location header. 
This leaves the IP address of the EASDF (to be sent to the UE) to encode in the DNSContextCreatedData.

Alignment with latest stage 2 requirements:
6)	The SMF may instruct the EASDF to send only one report to the SMF for a DNS rule, when DNS messages match the DNS detection template. The Reporting once indication applies per DNS rule. The SMF may also reset the Reporting-once indication to allow reporting associated with a DNS handling rule when the SMF has removed the UL-CL/BP e.g. when the UE has moved out of the area associated with the current DNAI and thus insertion of a new UPF offloading capability can be considered.
7) The SMF may request the EASDF to discard buffered DNS messages (e.g. DNS responses).

2. Proposal
It is proposed to agree the following changes to 3GPP TS 29.556 v0.3.0.


[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc510696583][bookmark: _Toc35971375][bookmark: _Toc81738222][bookmark: _Toc510696591][bookmark: _Toc35971383][bookmark: _Toc81738231]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
EASDF	Edge Application Server Discovery Function
ECS	EDNS Client Subnet
MDT	(DNS Query or DNS Response) Message Detection Template

* * * Next Change * * * *
5.2.2.2	Create
[bookmark: _Toc510696592][bookmark: _Toc35971384][bookmark: _Toc81738232]5.2.2.2.1	General
The Create service operation shall be used to create an individual DNS context for a given PDU Session in the EASDF.
It is used in the following procedures:
-	EAS Discovery Procedure with EASDF (see clause 6.2.3.2.2 of 3GPP TS 23.548 [14]).
There shall be only one individual DNS context created in an EASDF per PDU session.
The NF Service Consumer (e.g. SMF) shall create a DNS context by using the HTTP POST method as shown in Figure 5.2.2.2.1-1.



Figure 5.2.2.2.1-1: DNS context creation
1.	The NF Service Consumer shall send a POST request to the resource representing the DNS contexts collection resource of the EASDF. The payload body of the POST request shall contain:
-	the UE IP address and the DNN of the related PDU session;
-	a notification URI for receiving EAS information notification, if notification is requested;
-	one or more DNS message handling rules, if available.
Editor's Note: The need and possible use by the EASDF of the DNN in the DNS context are FFS.
2a.	On success, a "201 Created" response shall be returned with the "Location" header containing the URI of the created resource.
The POST response body shall include:
-	the IP address of the EASDF (to be sent by the SMF to the UE).
2b.	On failure, or redirection, one of the HTTP status code listed in Table 6.1.3.2.3.1-3 shall be returned.

* * * Next Change * * * *
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc81738279]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Neasdf_DNSContext service based interface protocol.

Table 6.1.6.1-1: Neasdf_DNSContext specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	DnsContextCreateData
	6.1.6.2.2
	Data in DNS Context Create request 
	

	DnsContextCreatedData
	6.1.6.2.3
	Data in DNS Context Create response 
	

	DnsRule
	6.1.6.2.4
	DNS handling rule
	

	DnsQueryMdtTemplate
	6.1.6.2.5
	DNS Query Message dDetection tTemplate
	

	DnsRspMdt DnsResponseTemplate
	6.1.6.2.6
	DNS Response Message dDetection tTemplate
	

	Ipv4AddressRange
	6.1.6.2.7
	IPv4 addresses range
	

	Ipv6PrefixRange
	6.1.6.2.8
	IPv6 addresses range
	

	Action
	6.1.6.2.9
	Action to apply to DNS messages matching a message detection template
	

	DnsContextNotification
	6.1.6.2.10
	DNS context notification
	

	ForwardingParameters
	6.1.6.2.11
	Forwarding instructions 
	

	EcsOption
	6.1.6.2.12
	ECS Option information
	

	DnsContextEventReport
	6.1.6.2.13
	DNS context Event report
	

	DnsQueryReport
	6.1.6.2.14
	DNS Query Event Report 
	

	DNSRspesponseReport
	6.1.6.2.15
	DNS Response Event Report 
	

	ApplyAction
	6.1.6.3.3
	Action to apply to the DNS packet
	

	ReportType
	6.1.6.3.4
	Type of report being sent by the EASDF to the SMF
	



Table 6.1.6.1-2 specifies data types re-used by the N<NF> service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Neasdf_DNSContext service based interface.
Table 6.1.6.1-2: Neasdf_DNSContext re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	IPv4Addr
	3GPP TS 29.571 [16]
	IPv4 address
	

	IPv6Prefix
	3GPP TS 29.571 [16]
	IPv6 prefix
	

	Dnn
	3GPP TS 29.571 [16]
	DNN
	

	Uri
	3GPP TS 29.571 [16]
	URI
	

	Uint32
	3GPP TS 29.571 [16]
	Unsigned 32-bit integer
	

	IpAddr
	3GPP TS 29.571 [16]
	IP address
	

	IPv6Addr
	3GPP TS 29.571 [16]
	IPv6 address
	

	SupportedFeatures
	3GPP TS 29.571 [16]
	Supported features
	



Editor's note: the definition and the encoding of all the data types of the Neasdf_DNSContext service are FFS.

* * * Next Change * * * *
[bookmark: _Toc510696636][bookmark: _Toc35971431][bookmark: _Toc81738282]6.1.6.2.2	Type: DnsContextCreateData
Table 6.1.6.2.2-1: Definition of type DnsContextCreateData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	ueIpv4Addr
	Ipv4Addr
	C
	0..1
	UE IPv4 address (NOTE 1)
	

	ueIpv6Prefix
	Ipv6Prefix
	C
	0..1
	UE IPv6 prefix (NOTE 1)
	

	dnn
	Dnn
	M
	1
	DNN of the PDU session (NOTE X)
	

	dnsRules
	map(DnsRule)
	O
	1..N
	Map of DNS message handling rules. 
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
(NOTE Y)
	

	dnsContextNnotifyUri
	Uri
	C
	0..1
	Callback URI to receive notifications. 
This IE shall be present if the NF service consumer subscribes to receive DNS context notifications.
	

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.8 is supported. 
	

	NOTE 1:	At least one of the ueIpv4Addr and ueIpv6Prefix attributes shall be present.
NOTE X:	The UE IP address shall be used together with the DNN to uniquely identify the DNS context associated with a PDU session (e.g. in deployments where the same EASDF is used for PDU sessions to DNs with overlapping IP address spaces) and to associate the DNS context with a specific DN (and e.g. related tunnels connecting to the DN).  



Editor's Note: The need and possible use by the EASDF of the DNN in the DNS context are FFS.

* * * Next Change * * * *
[bookmark: _Toc510696637][bookmark: _Toc35971432][bookmark: _Toc81738283]6.1.6.2.3	Type: DnsContextCreatedData
Table 6.1.6.2.3-1: Definition of type DNSContextCreatedData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	easdfIpv4Addr
	IPv4Addr
	C
	0..1
	EASDF IPv4 address
	

	easdfIpv6Addr
	IPv6Addr
	C
	0..1
	EASDF IPv6 address
	

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.8 is supported. 
	

	NOTE:	At least one of the easdfIpv4Addr and easdfIpv6Addr attributes shall be present.



Editor's Note: This is FFS.

* * * Next Change * * * *
[bookmark: _Toc81738284]6.1.6.2.4	Type: DnsRule
Table 6.1.6.2.4-1: Definition of type DnsRule
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	dnsRuleId
	Uint32
	M
	1
	Identifier of the DNS rule
	

	precedence
	Uint32
	M
	1
	Precedence of the DNS message handling rule.
The lower precedence values indicate higher precedence of the DNS rule, and the higher precedence values indicate lower precedence of the DNS rule when matching a DNS message.
	

	dnsQueryTemplatednsQueryMdtList
	DnsQueryTemplatemap(DnsQueryMdt)
	C
	0..1..N
	Map of DNS Query message detection templates. 
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
(NOTE)
	

	dnsResponseTemplatednsRspMdtList
	DnsResponseTemplatemap(DnsRspMdt)
	C
	0..1..N
	Map of DNS Response message detection templates. 
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
(NOTE)
	

	dnsBasePatternList
	map(Uri)
	C
	1..N
	Map of URIs of DNS base patterns.
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
(NOTE)
	

	actionLists
	map(Action)
	M
	1..N
	Map of Actions to apply for to DNS messages matching the DNS message detection templates. 
The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [12], with a maximum of 32 characters.
	

	NOTE:	Either At most one of the dnsQueryMdtListdnsQueryTemplate IE or and the dnsRspMdtListdnsResponseTemplate IE shall be present. At least one of the dnsQueryMdtList IE, dnsRspMdtList IE and dnsBasePatternList IE shall be present. 



Editor's note: It is FFS whether the dnsQueryTemplate and dnsResponseTemplate attributes should be defined as maps with a cardinality 1..N.
[bookmark: _Hlk83982160]Editor's note: How to refer to a DNS base pattern from a DNS rule is FFS. 

* * * Next Change * * * *
[bookmark: _Toc81738285]6.1.6.2.5	Type: DnsQueryMdtTemplate
Table 6.1.6.2.5-1: Definition of type DnsQueryMdtTemplate
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	sourceIpv4Addr
	Ipv4Addr
	O
	0..1
	UE IPv4 address (NOTE)
	

	sourceIpv6Prefix
	Ipv6Prefix
	O
	0..1
	UE IPv6 prefix (NOTE)
	

	fqdnList
	array(string)
	O
	1..N
	List of FQDN patterns, where each FQDN pattern is a regular expression according to the ECMA-262 dialect [17]. 
An FQDN value is considered part of the template if and only if the FQDN in the DNS Query fully matches at least one FQDN pattern.
	

	NOTE:	If neither the sourceIpv4Addr IE nor the sourceIpv6Prefix IE is present, the UE IP address in the DNS Context Data shall be assumed.



EXAMPLE:	DNS query template matching all FQDNs "smartmeter-{factoryID}@company.com" where "{factoryID}" can be any string.
JSON: {"fqdnList": ["^smartmeter-.+@company\.com$"]}

* * * Next Change * * * *
[bookmark: _Toc81738286]6.1.6.2.6	Type: DnsRespMdtonseTemplate
Table 6.1.6.2.6-1: Definition of type DnsRespMdtonseTemplate
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	fqdnList
	array(string)
	O
	1..N
	List of FQDN patterns, where each FQDN pattern is a regular expression according to the ECMA-262 dialect [17]. 
An FQDN value is considered part of the template if and only if the FQDN in the DNS Query fully matches at least one FQDN pattern.
	

	easIpv4AddrRanges
	array(Ipv4AddressRange)
	O
	1..N
	List of EAS IPv4 addresses ranges
	

	easIpv6PrefixRanges
	array(Ipv6PrefixRange)
	O
	1..N
	List of EAS IPv6 prefixes ranges
	



EXAMPLE:	DNS query template matching all FQDNs "smartmeter-{factoryID}@company.com" where "{factoryID}" can be any string.
JSON: { "fqdnList": ["^smartmeter-.+@company\.com$"]}

* * * Next Change * * * *
[bookmark: _Toc81738289]6.1.6.2.9	Type: Action
Table 6.1.6.2.9-1: Definition of type Action
	Attribute name
	Data type
	P
	Cardinality
	Description

	applyAction
	ApplyAction
	M
	1
	Action to apply to the DNS packetmessage

	forwardingParametersfwdParas
	ForwardingParameters
	O
	0..1
	Optional forwarding instructions
This IE may be present if  to be applied by the EASDF when the applyAction IE is set to "requests to forward the DNS packetFORWARD". 
When present, it shall contain forward instructions to apply to the DNS message before forwarding it. 

	reportingOnceInd
	boolean
	O
	0..1
	Reporting-once Indication
This IE may be present if the applyAction is set to "REPORT".
When present, it shall be set as follows:
- true: only one report shall be sent to the SMF, i.e. one report shall only be sent when a first DNS message matches any Message Detection Template of the DNS rule. 
- false (default): a report shall be sent to the SMF for any DNS message matching any Message Detection Template of the DNS rule.

	resetReportingOnceInd
	boolean
	O
	0..1
	Reset the Reporting-once Indication
This IE may be present in a request modifying a DNS rule, if the applyAction is set to "REPORT" and the reportingOnceInd is set to "true". 

When present, it shall be set as follows:
- true: reset the Reporting-once Indication, i.e. send (only) one more report to the SMF when a next first DNS message matches any Message Detection Template of the DNS rule.
- false (default): do not reset the Reporting-once Indication




[bookmark: _Toc81738293]* * * Next Change * * * *
6.1.6.2.13	Type: DnsContextEventReport
Table 6.1.6.2.13-1: Definition of type DnsContextEventReport
	Attribute name
	Data type
	P
	Cardinality
	Description

	reportType
	ReportType
	M
	1
	Indicates the type of the report being sent

	dnsRuleId
	Uint32
	C
	0..1
	Identifies the DNS rule that triggered the report. This IE shall be present if the report is triggered by an event matching a DNS rule.

	dnsQueryReport
	DnsQueryReport
	CO
	0..1
	DNS Query Report
This IE shall be present if the reportType identifies a DNS Query Report.

	dnsRspesponseReport
	DnsRspesponseReport
	CO
	0..1
	DNS Response Report
This IE shall be present if the reportType identifies a DNS Response Report.



Editor's note: Further potential requirements on how to control and perform the reporting of events is FFS, including whether the reportType attribute is needed in the report.  

* * * Next Change * * * *
[bookmark: _Toc510696641][bookmark: _Toc35971436][bookmark: _Toc81738299]6.1.6.3.3	Enumeration: ApplyAction
The enumeration ApplyAction represents the an action to apply to the DNS packet. It shall comply with the provisions defined in table 6.1.6.3.3-1.
Table 6.1.6.3.3-1: Enumeration ApplyAction
	Enumeration value
	Description
	Applicability

	"BUFFER_AND_REPORT"
	Buffer the DNS qQuery or rResponse messageand report the DNS message content to the SMF
	

	"REPORT"
	Report the DNS Query or Response message content to the SMF
	

	"FORWARD"
	Forward the DNS qQuery or rResponse message, after applying the instructions indicated in the forwarding parameters if any
	

	"DISCARD"
	Discard DNS messages
	



Editor's note: The above enumeration values are FFS, e.g. whether to combine Buffer and Report, or instead encode a list of unitary actions "Buffer" and "Report" in the DNS rule.  

* * * Next Change * * * *
[bookmark: _Toc510696642][bookmark: _Toc35971437][bookmark: _Toc81738300]6.1.6.3.4	Enumeration: ReportType
The enumeration ReportType indicates the type of report being sent by the EASDF to the SMF. It shall comply with the provisions defined in table 6.1.6.3.4-1.
Table 6.1.6.3.4-1: Enumeration ReportType
	Enumeration value
	Description
	Applicability

	"DNS_QUERY_REPORT"
	Report triggered by the receipt of a DNS Query
	

	"DNS_RESPONSE_REPORT"
	Report triggered by the receipt of a DNS Response
	




* * * Next Change * * * *
[bookmark: _Toc81738314][bookmark: _Hlk64365599]A.2	Neasdf_DNSContext API
[bookmark: _Hlk515639407][bookmark: _Toc510696653]openapi: 3.0.0

info:
  version: '1.0.0-alpha.43'
  title: 'Neasdf_DNSContext'
  description: |
    EASDF DNS Context Service.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.556 V0.43.0; 5G System; Edge Application Server Discovery Services; Stage e3
  url: http://www.3gpp.org/ftp/Specs/archive/29_seriess/29.556/

servers:
  - url: '{apiRoot}/neasdf-dnscontext/v1'
    variables:
      apiRoot:
        default: https://example.com
        description:  apiRoot as defined in clause 4.4 of 3GPP TS 29.501.

security:
  - {}
  - oAuth2ClientCredentials:
    - neasdf-dnscontext

paths:

  /dns-contexts:
    post:
      summary:  Create
      tags:
        - DNS contexts collection
      operationId: CreateDnsContext
      requestBody:
        description: representation of the DNS context to be created in the EASDF
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/DnsContextCreateData'
      callbacks:
        dnsContextNotification:
          '{$request.body#/dnsContextNnotifyUri}':
            post:
              requestBody:  # contents of the DNS context Notify request
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/dnsContextNotification'
              responses:
                '204':
                  description: successful notification
                '307':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '403':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '411':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'

      responses:
        '201':
          description: successful creation of a DNS context
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/DnsContextCreatedData'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/neasdf-dnscontext/<apiVersion>/dns-contexts/{dnsContextId}'
              required: true
              schema:
                type: string
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /dns-contexts/{dnsContextId}:
    delete:
      summary:  Delete the DNS Context
      tags:
        - Individual DNS context
      operationId: DeleteDnsContext
      parameters:
        - name: dnsContextId
          in: path
          description:  DNS context Identifier
          required: true
          schema:
            type: string
      responses:
        '204':
          description: successful deletion of an SM context
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

    patch:
      summary: Updates the DNS context
      operationId: UpdateDnsContext
      tags:
        - Individual DNS context
      parameters:
        - name: dnsContextId
          in: path
          description:  DNS context Identifier
          required: true
          schema:
            type: string
        - name: Content-Encoding
          in: header
          description: Content-Encoding, described in IETF RFC 7231
          schema:
            type: string
      requestBody:
        content:
          application/json-patch+json:
            schema:
              type: array
              items:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'
        required: true
      responses:
        '204':
          description: Successful update of the DNS context
          headers:
            Accept-Encoding:
              description: Accept-Encoding, described in IETF RFC 7694
              schema:
                type: string
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

    put:
      summary: Updates the DNS context (complete replacement)
      operationId: ReplaceDnsContext
      tags:
        - Individual DNS context
      parameters:
        - name: dnsContextId
          in: path
          description:  DNS context Identifier
          required: true
          schema:
            type: string
        - name: Content-Encoding
          in: header
          description: Content-Encoding, described in IETF RFC 7231
          schema:
            type: string
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/DnsContextCreateData'
      responses:
        '204':
          description: Successful update of the DNS context
          headers:
            Accept-Encoding:
              description: Accept-Encoding, described in IETF RFC 7694
              schema:
                type: string
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'


components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            neasdf-dnscontext: Access to the neasdf-dnscontext API


  schemas:
#
# STRUCTURED DATA TYPES
#
    DnsContextCreateData:
      description: Data within Create request 
      type: object
      properties:
        ueIpv4Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        ipv6Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
        dnn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        dnsRules:
          description: map of DNS message handling rules where a valid JSON string serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/DnsRule'
          minProperties: 1
        dnsContextNnotifyUri:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - dnn
      anyOf:
        - required: [ ueIpv4Addr ]
        - required: [ ipv6Addr ]


    DnsContextCreatedData:
      description: Data within Create response 
      type: object
        easdfIpv4Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        easdfIpv6Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      anyOf:
        - required: [ easdfIpv4Addr ]
        - required: [ easdfIpv6Addr ]


    DnsRule:
      description: DNS message handling rule 
      type: object
      properties:
        dnsRuleId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uint32'
        precedence:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uint32'
        dnsQueryMdtListTemplate:
          description: map of DNS query message detection templates where a valid JSON string serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/DnsQueryMdtTemplate'
          minProperties: 1
        dnsRspMdtListdnsResponseTemplate:
          description: map of DNS response message detection templates where a valid JSON string serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/DnsRspMdtResponseTemplate'
          minProperties: 1
        dnsBasePatternList:
          description: map of references to DNS base patterns where a valid JSON string serves as key
          type: object
          additionalProperties:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
          minProperties: 1
        actionLists:
          description: map of actions where a valid JSON string serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/Action'
          minProperties: 1
      required:
        - dnsRuleId
        - precedence
        - actionLists
      not:
        - required: [ dnsQueryMdtList, dnsRspMdtList ]

    DnsQueryMdtTemplate:
      description: DNS Query message detection template 
      type: object
      properties:
        sourceIpv4Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        sourceipv6Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
        fqdnList:
          type: array
          items:
            type: string
          minItems: 1

    DnsRespMdtonseTemplate:
      description: DNS Response message detection template 
      type: object
      properties:
        fqdnList:
          type: array
          items:
            type: string
          minItems: 1
        easIpv4AddrRanges:
          type: array
          items:
            $ref: '#/components/schemas/Ipv4AddressRange'
          minItems: 1
        easIpv6PrefixRanges:
          type: array
          items:
            $ref: '#/components/schemas/Ipv6PrefixRange'
          minItems: 1

    Ipv4AddressRange:
      description: Range of IPv4 addresses
      type: object
      properties:
        start:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        end:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
      required:
        - start
        - end

    Ipv6PrefixRange:
      description: Range of IPv6 prefixes
      type: object
      properties:
        start:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'
        end:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'
      required:
        - start
        - end

    Action:
      description: Action to apply to DNS messages matching a message detection template 
      type: object
      properties:
        applyAction:
          $ref: '#/components/schemas/ApplyAction'
        forwardingParametersfwdParas:
          $ref: '#/components/schemas/ForwardingParameters'
        reportingOnceInd:
          type: boolean
          default: false
        resetReportingOnceInd:
          type: boolean
          default: false
      required:
        - applyAction

    DnsContextNotificationData:
      description: Data within DNS Context Notify 
      type: object
      properties:
        eventreportList:
          type: array
            $ref: '#/components/schemas/DnsContextEventReport'
          minitems: 1

    ForwardingParameters:
      description: Forwarding instructions
      type: object
      properties:
        ecsOption:
          $ref: '#/components/schemas/EcsOption'
        dnsServerAddress:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'
        usePreconfiguredDnsServer:
          type: boolean

    EcsOption:
      description: ECS Option Information 
      type: object
      properties:
        sourcePrefixLength:
          type: integer
          minimim: 0
          maximum: 128
        scopePrefixLength:
          type: integer
          minimim: 0
          maximum: 128
        ipAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'
      required:
        - sourcePrefixLength
        - ipAddress

    DnsContextEventReport:
      description: DNS context event report 
      type: object
      properties:
        reportType:
          $ref: '#/components/schemas/ReportType'
        dnsRuleId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uint32'
        dnsQueryReport:
          $ref: '#/components/schemas/DnsQueryReport'
        dnsRspesponseReport:
          $ref: '#/components/schemas/DnsResponseReport'
      required:
        - reportType


    DnsQueryReport:
      description: DNS Query Event Report
      type: object
      properties:
        fqdn:
          type: string

    DnsResponseReport:
      description: DNS Response Event Report
      type: object
      properties:
        fqdn:
          type: string
        easIpv4Addresses:
          type: array
          items: 
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
          minItems: 1
        easIpv6Addresses:
          type: array
          items: 
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
          minItems: 1
        ecsOption:
          $ref: '#/components/schemas/EcsOption'

#
# SIMPLE DATA TYPES
#



#
# ENUMERATIONS
#

    ApplyAction:
      anyOf:
      - type: string
        enum:
          - BUFFER_AND_REPORT
          - REPORT
          - FORWARD
          - DISCARD
      - type: string
        description: >
          This string provides forward-compatibility with future
          extensions to the enumeration but is not used to encode
          content defined in the present version of this API.
      description: >
        Action to apply to the DNS packet 

    ReportType:
      anyOf:
      - type: string
        enum:
          - DNS_QUERY_REPORT
          - DNS_RESPONSE_REPORT
      - type: string
        description: >
          This string provides forward-compatibility with future
          extensions to the enumeration but is not used to encode
          content defined in the present version of this API.
      description: >
        Type of report being sent by the EASDF to the SMF


* * * End of Changes * * * *
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