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1. Reason for Change

Observation1: As per TS 23256, the following parameters are added in Nnef_Authentication_authenticate_authorize service operation
Input, Required: Notification endpoint, Service Level Device Identity (i.e. CAA-Level UAV ID), GPSI.
Input, Optional: Authorization Server Address (i.e. USS Address), PEI, UE IP address (in case the consumer NF is SMF), authentication/authorization container provided by UE.
Output, Required: Success/Failure indication, Authorization Data container, Authentication Session Correlation Id.

Therefore, Stage 3 needs to be aligned accordingly.
Observation2: as defined in TS 23256, clause 5.2.5.2, UUAA-SM is also used for C2 authorization, therefore, alignment is needed in stage 3.
Observation3: Flight authorization path is not clearly defined in SA2, so not adding in the current CR.
Observation 4: As per stage 2
If UUAA failed and UAS NF/NEF received indication that the UAS service related network resource can be released in step 5, the UAS NF/NEF includes an indication that the PDU sessions associated with the "DNN(s) subject to aerial services" can be released.
Therefore new indication is required in the response.
2. Proposal
It is proposed to agree the following changes to 3GPP TS 29.256 v0.3.0.


[bookmark: _Hlk61529092]* * * First Change * * * *
5.2.1	Service Description
The service allows communication of authentication and authorization messages between AMF/SMF and external AF (USS). An NF as service consumer (e.g. AMF, SMF) can authenticate or subscribe to reauthentication relatedreceive notifications from UAS-NF/NEF related to reauthentication, update authorization data or revoke authorization of the UAV.

* * * Next Change * * * *

5.2.2.2	AuthenticateAuthorize Service Operation
5.2.2.2.1	General
The AuthenticateAuthorize service operation is used during the following procedure:
-	UUAA-MM and UUAA-SM procedures (see 3GPP TS 23.256 [6], clause 5.2.2 and clause 5.2.3, respectively)
-	C2 authorization (see 3GPP TS 23.256 [6], clause 5.2.2)
The AuthenticateAuthorize service operation is invoked by an NF Service Consumer (e.g. an AMF, SMF) towards the UAS-NF/NEF, when UUAA-MM is done at 5GS registration or UUAA-SM is done at PDU session establishment, respectively. 
The NF Service Consumer (e.g. the AMF or the SMF) shall send the authentication message to UAS-NF/NEF by sending the HTTP POST request towards the UAV Authentications resource as shown in Figure 5.2.2.2.1-1.


Figure 5.2.2.2.1-1: AuthenticateAuthorize Service Operation
1.	The NF Service Consumer shall send a POST request to the resource representing the UAV Authentications resource of the UAS-NF/NEF with a "UAVAuthInfo" object in the request body, including:
-	gpsi IE set to GPSI (in the format of External Identifier) of the UAV;
-	serviceLevelId IE set to Service Level Device Identity;
-	authMsg IE contains the authentication message based on the authentication method used;
-	authNotificationURI IE provides the notification URI to receive notifications related to authentication;
-	authServerAddress IE provides the Authorization Server Address, e.g. Authorization Server FQDN. This IE is not included for intermediate round-trip authentication messages;.
-	userLocInfo IE provides the user location information (e.g. cell Id); and
If the NF Service Consumer is SMF, the "UAVAuthInfo" also may include:
-	ipAddr IE carries the IP Address associated with the PDU session; and
- 	pei IE carries the PEI.;
-	dnn IE carries the DNN which can be used by UAS NF/NEF later on to create a subscription at SMF; and
-	sNssai IE carries the S-NSSAI which can be used by UAS NF/NEF later on to create a subscription at SMF. 

Editor's note: whether PEI is also included in the UUAA-MM is FFS.
2a.	On success, the UAS NF/NEF shall store the result and return"200 OK" shall be returned. 
For intermediate round-trip messages, the payload body (i.e. UAVAuthResponse) shall contain the GPSI of the UAV and Service Level Device Identity. The payload body optionally includes "authMsg" based on the authentication method used.
For the final UAS-NF/NEF to NF service consumer message, the payload body (i.e. UAVAuthResponse) shall contain the GPSI of the UAV, authSessCorrId attribute and "authResult" attribute. If the UAV is authenticated successfully, the UAS-NF/NEF shall set the "authResult" attribute to "AUTH_SUCCESS". The payload body optionally contains the authorized Service Level Device Identity and "authMsg" payload delivering configuration information to the UAV. The AMF forwards the message transparently to UE over NAS MM.
2b.		If failed to authenticate the UAV, the "authResult" attribute of the UAVAuthResponse shall be set to "AUTH_FAILURE". UAS NF/NEF may also include an indication of uasResourceRelease if received from the USS. 
On failure or redirection, one of the HTTP status codes listed in Table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.
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* * * End of Changes * * * *
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