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[bookmark: _Toc327548005][bookmark: _Toc327548205][bookmark: _Toc330993688]Background:
NG 5GMRR, a task force of 5GJA, is currently investigating how 5GS Roaming hubbing, an essential feature of current roaming capabilities, can be enabled to support MNOs using Roaming Hubs to launch 5GS Roaming.
NG 5GMRR task force has conducted a thorough review of the current 3GPP 5GS specifications against 5GS business requirements so that guidance and operating procedures can be provided to the network operator community and their suppliers on 5GS roaming.  NG 5GMRR welcomes the advances made on security in the 3GPP 5G specifications, but as part of this analysis, NG 5GMRR has identified 2 business cases that do not appear supported by the current 3GPP 5GS roaming security specifications. Both use cases are variations of the roaming hub business case and are basic requirements for comprehensive deployment of 5GS roaming.
This roaming hub function is particularly important from a competition point of view as it allows new entrants to compete more fairly with established network operators by allowing quick and cost-effective access to the roaming footprint that many customers expect of a mobile network service. It is also important for the adoption of 5GS in the market as most customers do not expect a degradation of their 5GS roaming coverage in comparison to 4G and earlier technologies and without the roaming hub functionality this may take many years to achieve for many networks. As roaming hubs are already in business for 4G, 3G and 2G, this type of chain-of-trust between the home network and the roaming hub and between the serving network and the roaming hub, with the roaming hub as an intermediary between the home and the serving networks, is established and well-known. This further helps new networks to set up roaming agreements.
The roaming hub is an entity that, has commercial roaming agreements with many serving network operators and sells access to these roaming agreements to interested home network operators. 
1) Roaming Hub
[bookmark: _Hlk78294827]A roaming hub is a commercial entity that can be contracted by a network operator to enable quick and efficient access to a wide range of roaming agreements.  The roaming hub has a number of roaming agreements and technical interconnections that are already fully negotiated and operational with other network operators and the contracting network operator "buys in" to these agreements (some or all of them). As negotiating roaming agreements with the full range of network operators in the world can take a substantial amount of time and resources, some contracting network operators use a roaming hub to get quick access to a wide roaming footprint. Roaming hubs are acting on behalf of the contracting operators from the commercial and technical point of view and have financial liability for roaming agreements enabled through them. 
In Figure 1, PLMN 1 is using a Roaming Hub to get access to roaming footprint in PLMN 3, PLMN 4 and PLMN 5. The PLMN 1 SEPP in Figure 1 handles both bilateral N32 connection (A) and the Roaming Hub relation (B), however, also different SEPPs could be used for (A) and for (B), respectively. The RH SEPP in Figure 1 handles the Roaming Hub relations with PLMN 1, 3, 4 and 5.
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Figure 1
[bookmark: _Hlk78294973][bookmark: _Hlk78295103][bookmark: _Hlk78295175]The key issue identified by NG 5GMRR for this function is that when roaming hubs are used, the commercial agreements are not directly between the network operators, but between the roaming hub and the home and visited network operator  In this case it is inappropriate for a home network to provide the security parameters for the N32 interface as they do not have the commercial agreement or the liability.  It is also inappropriate for the roaming hub to give security details to the home network operator to use between the home network and the serving network as then the owner of the commercial contract (the roaming hub) would lose all control of that N32 interface and be unable to audit its use. This issue exists regardless of whether TLS or PRINS is used for the N32 interface.
Deploying a PLMN SEPP in the roaming hub is not possible with current R16 3GPP solution since the roaming hub would have full visibility of any direct roaming agreements (as illustrated above between PLMN 1 and PLMN 2) made which is highly undesirable.
Furthermore, regulation in some countries may require that the PLMN SEPP be deployed in the PLMN and located in the country where the PLMN operates. 
2) Operator group roaming hub
Many network operator companies own or have partners in one or more countries, forming a network operator group.  For reasons of cost, efficiency and security, these network operator groups often have a common, centralised roaming aggregation point.  This roaming aggregation point forms a roaming hub and is then establishing centralized roaming services (commercial and technical) between all network operator group members and to all or some roaming partners of this network operator group, i.e., each roaming partner of the Operator group roaming hub can reach each network operator group member and vice versa. This especially allows much stronger security and trust between the group companies and better scrutiny and security of information from non-group companies.  As in the roaming hub use case, deploying a PLMN SEPP in the Operator group roaming hub is not an option since, the Operator group roaming hub would have full visibility of any direct roaming agreements made (as illustrated in Fig 2 between PLMN 1 and PLMN 2), which is highly undesirable. Also, a key issue here is that regulation in some countries may require that the SEPP functionality be located in a specific country, making it impossible to use only a centralised SEPP in such a case. Furthermore, regulations or contractual terms may require that some roaming traffic may not traverse through specific countries.
In Figure 2, PLMN 1 forms a network operator group together with PLMN 3, PLMN 4. The Operator group roaming hub is providing roaming agreements between PLMN 1, PLMN 3, PLMN 4 and to PLMN 5 that is a non-group company. The PLMN 1 SEPP in Figure 2 handles both bilateral N32 connection (A) and the Roaming Hub relation (B). The RH SEPP in Figure 2 handles the Roaming Hub relations with PLMN 1, 3, 4 and 5.
[image: ]
[bookmark: _Ref78376257]Figure 2
						
ACTIONS:
GSMA NG 5GMRR kindly asks 3GPP SA3 to:
1. Review the presented roaming hub use case and advise GSMA NG 5GMRR as to how this may be securely supported using the existing 3GPP specifications or update the 3GPP specifications to enable this functionality.
2. Review the presented operator group roaming hub use case and advise GMSA NG 5GMRR as to how this may be securely achieved using the existing 3GPP specifications or update the 3GPP specifications to enable this functionality.
3. In case an update to 3GPP specifications is required to enable any of the use cases mentioned above in 1 and 2, GSMA NG 5GMRR kindly requests updating 3GPP specifications to enable this functionality in the earliest possible release.
4. GSMA NG 5GMRR kindly requests that any solution considered by 3GPP is to be as similar as possible to the current 3GPP 5GS roaming solution to allow for speedy and cost-efficient implementation of the specifications.
Next Meeting
5GMRR #20 - 10th September 2021 (Virtual Meeting)
5GMRR #21 - 24th September 2021 (Virtual Meeting)
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