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1. Reason for Change
Regarding the text in section 6.12.1 “It is proposed to form a work group with representatives from both 3GPP and IETF to discuss further the port number allocation requirements from 3GPP and agree on allocating some minimum number of ports every year (or for every generation of mobile technology) or draft an RFC to relax the rules and policies for IANA port allocation, so that 3GPP can continue using a standardized port for newly defined applications/interfaces”.
maybe misunderstood and will provoke other telecom organizations to push for their own blocks and then IANA will refuse all of them. Therefore, working group must be formed with the members of telecom industry like ITU-T, 3GPP, ETSI, TTC, ATIS, etc.

2. Proposal
[bookmark: _Hlk61529092]It is proposed to agree the following changes to the updated skeleton of the 3GPP TR 29.835v1.1.0. 

*******
* * * First Change * * * *
[bookmark: _Toc63666241][bookmark: _Toc66105065][bookmark: _Toc66106938][bookmark: _Toc66462595][bookmark: _Toc70927118][bookmark: _Toc56624245][bookmark: _Toc57018141][bookmark: _Toc57272103][bookmark: _Toc57272208][bookmark: _Toc57272311][bookmark: _Toc57272537][bookmark: _Toc57285061][bookmark: _Toc57983709][bookmark: _Toc63666243]6.12	Solution#11: Form a work group to look at port number requirements from 3GPP and work towards relaxing the IETF port allocation policies
[bookmark: _Toc56624244][bookmark: _Toc57018140][bookmark: _Toc57272102][bookmark: _Toc57272207][bookmark: _Toc57272310][bookmark: _Toc57272536][bookmark: _Toc57285060][bookmark: _Toc57983708][bookmark: _Toc63666242][bookmark: _Toc66105066][bookmark: _Toc66106939][bookmark: _Toc66462596][bookmark: _Toc70927119]6.12.1	General
It is proposed to form a work group with representatives from telecom industry (ITU-T, 3GPP, ETSI, TTC, ATIS, etc.) and IETF/IANA to discuss further the port number allocation requirements from telecom network and 3GPP and agree on allocating some minimum number of ports every year (or for every generation of mobile technology) or draft an RFC to relax the rules and policies for IANA port allocation, so that 3GPP can continue using a standardized port for newly defined applications/interfaces.
[bookmark: _Toc66105067][bookmark: _Toc66106940][bookmark: _Toc66462597][bookmark: _Toc70927120]6.12.2	Detailed description
According to the data collected on January 2020 from IANA, the current estimation of usage in the allocated zone [0-49151] is about 26%.


Figure 6.12.2-1: Usage by port number range in the allocated zone (in blocks of 1000)


Figure 6.12.2-2: Yearly trend of port numbers assignment done by IANA
Figure 6.12.2-1 above shows a graph (from the data collected in January 2020), with the usage of port numbers in various ranges (blocks of 1000) that are assigned by IANA from the System Ports [0-1023] and User Ports [1024-49151] ranges. Figure 6.12.2-2 shows the yearly trend of amount of port numbers assigned by IANA since the year 2001 until 2019. Clearly, most of these allocations are very old, falling under the lower end of the range (less than 9999) and are essentially allocated for private usage. Many of the higher blocks are almost empty and the annual allocation rate is also very low, which means the possibility of a port number exhaustion is quite far off in the future.
[bookmark: _Toc56624248][bookmark: _Toc57018144][bookmark: _Toc57272106][bookmark: _Toc57272211][bookmark: _Toc57272314][bookmark: _Toc57272540][bookmark: _Toc57285064][bookmark: _Toc57983712]The 3GPP typically requires somewhere in the range of 10-20 new port numbers per generation of mobile communication network technology. Considering that one generation of mobile communication technology spans about a decade, this brings us to a requirement of roughly 1-2 new ports per year on an average. Considering this, the decision from IANA to NOT allocate any new port numbers to 3GPP seems quite restrictive and overly conservative. One possible way to continue allocating port numbers through IANA for new 3GPP defined interfaces would be e.g. to draft an IETF RFC to relax/change the rules and policies documented in BPC 165 (RFC6335 [2] and RFC7605 [3]). While 3GPP continues to study alternatives for port number allocation, it is proposed to also consider forming a work group with representatives from telecom industry (ITU-T, both 3GPP , ETSI, TTC, ATIS, etc.) and IETF/IANA to look into the various port number allocation requirements from 3GPP telecom networks and try to reach a common ground that is acceptable and in the best of the interests of both parties, for example: 
-	agree on allocating some minimum number of ports every year (or for every generation of mobile technology) so that 3GPP can continue using a standardized port for newly defined applications/interfaces;
-	agree on reserving a range of port numbers (consisting of ~100 ports) from the User Ports [1024-49151] for 3GPP use;
-	Work on an RFC to relax/change the rules and policies documented in BPC 165 to simplify the process of port number assignment by IANA for new 3GPP defined interface/applications.
[bookmark: _Toc56624246][bookmark: _Toc57018142][bookmark: _Toc57272104][bookmark: _Toc57272209][bookmark: _Toc57272312][bookmark: _Toc57272538][bookmark: _Toc57285062][bookmark: _Toc57983710][bookmark: _Toc63666244][bookmark: _Toc66105068][bookmark: _Toc66106941][bookmark: _Toc66462598][bookmark: _Toc70927121]6.12.3	Impacts
No impact on applications/interfaces. 3GPP can continue using standardized port numbers for new applications/interfaces.
[bookmark: _Toc56624247][bookmark: _Toc57018143][bookmark: _Toc57272105][bookmark: _Toc57272210][bookmark: _Toc57272313][bookmark: _Toc57272539][bookmark: _Toc57285063][bookmark: _Toc57983711][bookmark: _Toc63666245][bookmark: _Toc66105069][bookmark: _Toc66106942][bookmark: _Toc66462599][bookmark: _Toc70927122]6.12.4	Pros and Cons
Pros:
-	No impact on applications. 3GPP can continue using standardized port numbers for new applications/interfaces.
Cons:
-	The solution requires IETF to agree on allocating a sub-range to 3GPP or agree on allocating some port numbers for every generation of mobile technology or agree on the new IETF RFC submitted by 3GPP.
-	It is unlikely the solution can reach its objectives within the agreed timeframe for this study. Therefore, finding common ground with IETF/IANA should be pursued as an independent activity.

* * * 2nd Change * * * *
[bookmark: _Toc63666263][bookmark: _Toc66105097][bookmark: _Toc66106970][bookmark: _Toc66462627][bookmark: _Toc70927150]7.3.1.1	Solutions Overview
There are different solutions proposed for addressing Key Issue #2. The solutions can be largely grouped into following categories:
-	3GPP Standardizes port number from dynamic/private range [49152 - 65535].
-	OAM based port allocation, by operator
-	DNS based resolution of port number
-	Multiplexer based solution
-	Standardized SCTP PPID without Multiplexer
-	Form work group with members between from telecom industry (ITU-T, 3GPP, ETSI, TTC, ATIS, etc.) and IETF/IANA to look into the port number requirement
-	HTTP(s) web server query for port discovery
Table 7.3.1.1-1: Summary of solutions
	Solution
	Overview
	Type/category 
	Transport protocol(s) supported

	Solution#1
	Proposes to standardize port number for new interface/application from a sub-range reserved by 3GPP from the dynamic/private port number range [49152 - 65535].

IANA does not assign any port number from the dynamic/private range [49152 - 65535]. 3GPP reserving/standardizing port number from dynamic/private range [49152 - 65535] may cause port number clash during deployment.

	3GPP Standardize port number from dynamic range.
	UDP, TCP, SCTP

	Solution#2
	Proposes to use OAM based approach for allocating port numbers for an interface/application. The operator becomes responsible for allocating the port number for an interface/application in a deployment, from either User range [1024-49151] or from the Dynamic/Private range [49152 - 65535] and also takes necessary measures to avoid port number clash.
	OAM based port allocation
	UDP, TCP, SCTP

	Solution#3
	The port number can be selected dynamically/locally by the interface/application node. A DNS server is available in the deployment and is updated with the records like hostnames, IP addresses, locally assigned port numbers, service names supported, etc. for application clients to discover using DNS PTR query
	DNS infrastructure-based solution.
	UDP, TCP, SCTP

	Solution#4
	This is an alternative to solution#3 in which there is only one logical instance of service <Service> and all clients are expected to use that one logical instance. Application clients to discover the server end point details using DNS SRV query.
	
	UDP, TCP, SCTP

	Solution#5
	This is also DNS based solution. But instead of sending the DNS query to a unicast DNS server, it is sent to a link-local multicast address. The nodes are implemented with mDNS resolver and responder. The node supporting the service responds to the mDNS query.
	Multicast DNS
	UDP, TCP, SCTP

	Solution#6
	Solution#6 is similar to Solution#5 with only difference that the mDNS query is sent to a pre-configured IP address instead of the link-local multicast address.
	
	UDP, TCP, SCTP

	Solution#7
	All new interfaces/applications use a common standardized port number and unique standardized SCTP Payload Protocol Identifier (PPID). The server side implements an SCTP multiplexer, that distributes the traffic to intended applications based on PPID value.
	MUX based solution

(For SCTP use standardized PPID)
	SCTP

	Solution#8
	All new interfaces/applications use a common standardized port number and unique standardized SCTP Payload Protocol Identifier (PPID). The server side implements an SCTP application layer multiplexer solution, that is used to negotiate with the client on the applications the client intends to access with the SCTP connection and then further distribute the traffic to the intended applications based on the PPID.
	
	SCTP

	Solution#9
	This solution is proposed for TCP based applications. The proposal is to use TCP Port Service Multiplexer (TCPMUX) as defined in IETF RFC 1078 [10], that is already deprecated by IETF RFC 7805 [4]
	
	TCP

	Solution#10
	This is an alternative to Solution#7 and Solution#8. It also proposes to use a common SCTP port and a standardized SCTP Payload Protocol Identifier (PPID) value for each new interface/application. If there are multiple applications running on a single node, the proposal is to use different IP address for each application.
	Standardized SCTP PPID without MUX
	SCTP

	Solution#11
	The proposal here is to form a work group with members from telecom industry (ITU-T, 3GPP,ETSI, TTC, ATIS, etc.) and IETF/IANA both 3GPP and IETF to discuss the port number requirement from 3GPPtelecom networks. Looking at the available port numbers, past port allocation history from IANA and number of ports required typically by 3GPP telecom networks(~1-2 on an average per year), it may be possible to reserve a sub-range from user port number range [1024-49151] for 3GPP standardized telecom industry use.
	Form a Work Group

(Continue using standardized port allocated by IANA)
	UDP, TCP, SCTP

	Solution#12
	This solution proposes to enhance NRF to support registration of port number information and retrieval of the port number by an application client. An application client can use the NF Discovery service to retrieve the port number of a specific protocol, by indicating the protocol type. After retrieval of the port number the application client goes ahead with the transport layer connection setup.
	HTTP(s) web server query for port discovery
	UDP, TCP, SCTP

	Solution#13
	Solution#13 is similar to Solution#12, with the following differences:
-	The server side implements an HTTP web service and is configured with the IP/Port number of the supported applications.
-	The client side is configured to query the HTTP web server first to fetch the IP/port number details supported by the application.

	
	UDP, TCP, SCTP



The Table 7.3.1.1‑1 above summarizes all the solutions incorporated in the TR 29.835 and groups the solutions into different type of solutions along with the transport protocols supported by the solutions. The following clauses provide detailed evaluation on each type of solutions.


* * * 3rd Change * * * *
[bookmark: _Toc63666269][bookmark: _Toc66105103][bookmark: _Toc66106976][bookmark: _Toc66462633][bookmark: _Toc70927156]7.3.1.7	Evaluation of solution to form work group (Solution#11)
The proposal in this solution is that, 3GPP continues to use standardized port number, assigned by IANA, for all newly defined interfaces/applications. The solution provides arguments on why the decision from IETF to not allocate any new port number for 3GPP use is considered as overly conservative, by pointing to historical data on port allocation done by IETF in last 20 years, the number of ports available currently and the number of ports required by 3GPP on an average per year.
By forming a working group it may be possible to convince IETF or influence their decision and continue allocating port numbers for new 3GPP defined interfaces or can agree on reserving a sub-range from the User port number range [1024-49151] for 3GPP use, that would be the most preferred solution from 3GPP point of view. There will be no impact on any existing or newly defined interfaces. 3GPP can continue assigning/standardizing port numbers while defining new interfaces/applications.
The work group has to be formed before concluding on the TR 29.835. If the outcome of the work group is positive, i.e. IETF decides to continue allocating port number or reserve a range of port numbers from user port number range for 3GPP, then there is no need for any other solution and also the TR 29.941 [11] is not needed.



* * * 4th Change * * * *
[bookmark: _Toc66105106][bookmark: _Toc66106979][bookmark: _Toc66462636][bookmark: _Toc70927159]7.4	Conclusion summary
This clause summarizes conclusions for all Key Issues by listing the candidate solutions that need be incorporated into TR 29.941 [11]. Table 7.4-1 summarizes for each of the proposed solutions, its port allocation method, for which transport protocols the solution can be used and with additional remarks on its applicability to each Key Issue.
Table 7.4-1: Summary of conclusions
	Solution
	Port allocation method
	Applicable transport layer protocol
	Applicable for
	Conclusion & additional comments

	
	
	
	KI#1 (Inter-domain) (NOTE 2)
	KI#2 (intra-domain)
	

	Solution#1
	Fixed
	All (NOTE 1)
	YES
	YES
	Agreed to be incorporated into the TR 29.941 [11].
This solution is suitable for KI#2 and with some limitation for KI#1.

	Solution#2
	Fixed
	All (NOTE 1)
	NO
	YES
	Agreed to be incorporated into the TR 29.941 [11].
This solution is suitable for only KI#2 (intra-domain) but not suitable for KI#1 (inter-domain). 

	Solution#3
	Unassigned
	All (NOTE 1)
	YES
	YES
	Agreed to be incorporated into the TR 29.941 [11].
This solution is suitable for KI#2 (intra-domain).
Further study is needed to assess if this is suitable for KI#1 (Inter-domain) also. If both domains rely on the DNS infrastructure and the targeted domain name under 3gppnetwork.org can be discovered using configuration or based on other information (e.g. SUPI, IMSI), this solution may be considered for KI#1. But if the traffic related to the discovered application/interface needs to be controlled, this will not work as the destination port is unknown for security gateway/firewall.

	Solution#4
	Unassigned
	All (NOTE 1)
	YES
	YES
	Agreed to be incorporated into the TR 29.941 [11].
See comments for Solution#3.

	Solution#5
	Unassigned
	All (NOTE 1)
	NO
	YES
	Agreed to be incorporated into the TR 29.941 [11].
This solution is suitable for KI#2 (intra-domain) but not suitable for KI#1 (inter-domain), because multicast is restricted to local link.

	Solution#6
	Unassigned
	All (NOTE 1)
	YES
	YES
	Agreed to be incorporated into the TR 29.941 [11].
This solution is suitable for KI#2 (intra-domain).
If the IP address can be dynamically resolved, e.g. using an FQDN to retrieve an IP from the DNS and inter-domain interface is secured it can be used for KI#1 (inter-domain). But if DNS has to be used, this solution has less value than the Solution#3 and the Solution#4.
Also see comments on Solution#3 for KI#1.

	Solution#7
	Fixed
	SCTP
	YES
	YES
	Agreed to be incorporated into the TR 29.941 [11].
This solution is suitable for both KI#1 (if the port number is assigned by IANA or 3GPP) and KI#2 for SCTP interfaces.

	Solution#8
	Unassigned
	SCTP
	YES
	YES
	This solution is not pursued further due to the impact on application nodes as explained in 7.3.1.5

	Solution#9
	Fixed
	SCTP
	NO
	YES
	This solution is not pursued further as TCPMUX is already deprecated by IETF.

	Solution#10
	Fixed
	SCTP
	YES
	YES
	This solution is not pursued further. Generally, operators prefer to use single pair of IP addresses for multiple SCTP applications running on a single node (e.g. Xn, X2, Ng etc). Solution#10 has additional IP address requirement (one pair for each application/interface running on a node).

	Solution#11
	
	All (NOTE 1)
	YES
	YES
	Suitable for both KI#1 and KI#2, but this solution requires regular IETF endorsement. This solution is out of direct 3GPP control and therefore should be pursued as an independent activity.
The principle of drafting an IETF RFC to modify the rules and policies of IETF port allocation is agreeable, however it needs further study on the exact changes that 3GPP should propose in the RFC.

	Solution#12
	Unassigned
	All (NOTE 1)
	YES
	YES
	Agreed to be incorporated into the TR 29.941 [11].
This solution requires support of SBI if not supported already, for port number registration and discovery. Also, this solution will have impact on NRF to support port number registration and discovery of different non SBI interfaces/applications. If the traffic related to the discovered application/interface needs to be controlled, this will not work as the destination port is unknown for security gateway/firewall.

	Solution#13
	Unassigned
	All (NOTE 1)
	YES
	YES
	This solution is not pursued further as it is not suitable for RAN NEs. For core NEs SBA can be used instead of the HTTP(s) web server/client implementation proposed in this solution.

	Solution#14
	Fixed
	All (NOTE 1)
	NO
	YES
	This solution is not pursued further. 
May not be suitable for KI#1 (inter-domain), as (D)TLS handshake cannot be done E2E between endpoints due to the presence of security gateway/Firewall in the path.

	Solution#15
	Fixed
	All (NOTE 1)
	NO
	YES
	This solution is not pursued further.
May not be suitable for KI#1 (inter-domain), as (D)TLS handshake cannot be done E2E between endpoints due to the presence of security gateway/Firewall in the path.

	NOTE 1:	The solution is applicable to TCP, UDP, SCTP and DCCP transport layer protocols (currently 3GPP apps do not use DCCP).
NOTE 2:	Solutions that are marked as applicable for inter-domain interfaces may not necessarily imply that it is suitable for any new inter-domain interface defined by 3GPP, due to limitations and additional constraints/requirements identified during the interface design.





* * * End of Changes * * * *
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