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1. Reason for Change
CT4#103e agreed TR 29.835 annexes should be moved into TR 29.941.
2. Proposal
[bookmark: _Hlk61529092]It is proposed to agree the following changes to the updated skeleton of the 3GPP TR 29.941v0.2.0.

*******
* * * First Change * * * *
[bookmark: _Toc63666274][bookmark: _Toc66105108][bookmark: _Toc66106981][bookmark: _Toc66462638][bookmark: _Toc70328276]Annex B:
Port number use
[bookmark: _Toc63666275][bookmark: _Toc66105109][bookmark: _Toc66106982][bookmark: _Toc66462639][bookmark: _Toc70328277]B.1	General
In IP networking, the destination or origination IP address of a message is completed by a port number. If the IP address identifies the device e.g. computer, the port number is used to identify an application or service running on the device.
The current use of ports was clearly established in the Transmission Control Protocol [13]
Multiplexing:
-	To allow for many processes within a single Host to use TCP communication facilities simultaneously, the TCP provides a set of addresses or ports within each host. Concatenated with the network and host addresses from the internet communication layer, this forms a socket. A pair of sockets uniquely identifies each connection.
-	That is, a socket may be simultaneously used in multiple connections.
-	The binding of ports to processes is handled independently by each Host. However, it proves useful to attach frequently used processes (e.g., a "logger" or timesharing service) to fixed sockets which are made known to the public. These services can then be accessed through the known addresses.  Establishing and learning the port addresses of other processes may involve more dynamic mechanisms.
The port number is a 16-bit unsigned number, ranging then from 0 to 65535.
As indicated in the IETF RFC 6335 [2], this range [0-65535] is subdivided as follows:
-	0-1023: the System Ports, also known as the Well Known Ports, assigned by IANA
-	1024-49151: the User Ports, also known as the Registered Ports, assigned by IANA
-	49152-65535: the Dynamic Ports, also known as the Private or Ephemeral Ports, not assigned, controlled, nor registered.
[bookmark: _Toc63666276][bookmark: _Toc66105110][bookmark: _Toc66106983][bookmark: _Toc66462640][bookmark: _Toc70328278]B.2	Port number ranges
System ports [0-1023] are assigned by IANA and were initially reserved to services that required privileged/root access to the operating system. They have been reserved for common applications, typically server applications. The port numbers assigned to these server applications have to be known by the client's transport layer and are used by the client as destination port number in message requests sent to the server applications. Clients know that servers will be listening for their requests at these reserved port numbers.


B.2-1: Example of Well-Known port numbers used by servers.
User ports [1024-49151] are assigned by IANA and also used to identify server applications as for System port except that they were reserved for services that did not require privileged access.
NOTE:	Today, the distinction between System and User ports is not any more obvious. Operating systems may allow access to System port numbers to non-privileged services and well-known services are usually replicated on User ports (e.g. HTTP on port 8080).
Dynamic ports [49152-65535] are not assigned/allocated by IANA. They are automatically allocated by the IP stack software to be used as source port of an outgoing IP message. These port numbers are used by clients to identify the internal process sending the message and the receiver can simply reply to the client by using the received source port number as destination port number in the reply sent to the client. The port allocations are temporary and only valid for the duration of the communication session. After completion (or timeout) of the communication session, the ports become available for reuse, although most IP stacks will usually not reuse that port number until the entire pool of ephemeral ports have been used. So, if the client program reconnects, it will be assigned a different ephemeral port number for its side of the new connection.


B2-2: Dynamic port numbers used by clients.
Even if not recommended, Dynamic Port numbers may also be used to temporary identify a server application in a node. This implies that:
-	The client has a mean to discover the port allocated to the server at run-time.
-	The dynamic port assigned to the service cannot be reused by a client program in the same node as long as the port needs to be used as listening port by the service.
[bookmark: _Toc63666277][bookmark: _Toc66105111][bookmark: _Toc66106984][bookmark: _Toc66462641][bookmark: _Toc70328279]B.3	Service identified by port number not assigned by IANA
Not all the services need assigned port numbers. Any service can use:
-	Any unassigned port in the System and User port ranges
-	Any port number from the Dynamic port range.
-	Port numbers assigned to another protocol if this protocol is not used e.g. ports assigned to the Service Location Protocol (SLP) can be reused by any service if this service is not deployed in a private network and there is then no risk of conflict.
Services assigned with System/User ports by IANA may also use unassigned ports to reduce the impact of potential attacks on the well-known ports and then be more securely operated. For instance, a node that provides an HTTP interface for internal management will likely use another port that the port 80.
For port numbers picked in the Dynamic port range to identify a service application, there is a need to ensure that this port will not be re-allocated to another client program in the same node to avoid conflict. Mechanisms to achieve such a "long-lived" port assignment of dynamic port include:
-	Configure the range of dynamic ports that can be dynamically assigned by the IP stack: the range defined by IANA is [49152-65535] but IP stacks can usually be tuned to use another range, e.g. [32768-60999]. This implies that port numbers outside this range can be used as listening ports by servers, including ports normally considered as "dynamic ports" by IANA.
-	When booting the node, start all services before any other process start and begin establishing connections. Therefore, all the servers can be assigned with any available port from the unassigned ports in System/User port range or any port from the Dynamic port range. Then a client program will only be able to use remaining port numbers in the dynamic port range and no conflict will happen.
When the port used to identify a service is not assigned by IANA, the clients have to discover the destination port to use when sending a request. As indicated in the IETF RFC 6335 [2], possible discovery mechanisms include:
-	Explicit configuration of both endpoints;
-	Internal mechanisms within the same host (e.g. a configuration file, indicated within a URI or using interprocess communication);
-	Information provided by another service e.g. FTP, SIP, etc.;
-	Relying on specific service names and use of existing port discovery services defined by IETF: mDNS as defined in IETF RFC 6762 [8], DNS-based Service Discovery defined in IETF RFC 6763 [6], etc. Service names can be simply registered by IANA on a "first-come, first-served" basis in a namespace much larger than the port number range.

* * * End of Changes * * * *
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