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	Summary of change:
	Remove clause 6.1.8 and clause 6.2.8 to align with stage2.

	
	

	Consequences if not approved:
	Misalignment between stage 2 and stage 3 may lead to different interpretations and implementations which may raise trouble in interoperability between different vendors.

	
	

	Clauses affected:
	6.1.8, 6.2.8

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ...

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
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* * * First Change * * * *
[bookmark: _Toc58585590][bookmark: _Toc56690812][bookmark: _Toc49733185][bookmark: _Toc42883317][bookmark: _Toc33962549][bookmark: _Toc24937729][bookmark: _Toc25156276][bookmark: _Toc34124576][bookmark: _Toc43207690][bookmark: _Toc49857170][bookmark: _Toc56677005][bookmark: _Toc56696253][bookmark: _Toc58604049][bookmark: _Toc25156283][bookmark: _Toc34124583][bookmark: _Toc43207705][bookmark: _Toc49857177][bookmark: _Toc56677013][bookmark: _Toc56696261][bookmark: _Toc58604067]6.1.8	VoidSecurity
As indicated in 3GPP TS 33.501 [15], the access to the Nnrf_NFManagement API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [16]), using the "Client Credentials" authorization grant, where the NRF plays the role of the authorization server.
If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFManagement API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF where the Nnrf_NFManagement service is invoked by the NF Service Producer.
The Nnrf_NFManagement API defines scopes for OAuth2 authorization as specified in 3GPP TS 33.501 [15]; it defines a single scope consisting on the name of the service (i.e., "nnrf-nfm"), and it does not define any additional scopes at resource or operation level.

* * * Next Change * * * *
[bookmark: _Toc58585661][bookmark: _Toc56690883][bookmark: _Toc49733233][bookmark: _Toc42883365][bookmark: _Toc33962596][bookmark: _Toc24937776]6.2.8	VoidSecurity
As indicated in 3GPP TS 33.501 [15], the access to the Nnrf_NFDiscovery API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [16]), using the "Client Credentials" authorization grant, where the NRF plays the role of the authorization server.
If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFDiscovery API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF where the Nnrf_NFDiscovery service is invoked by the NF Service Consumer.
The Nnrf_NFDiscovery API defines scopes for OAuth2 authorization as specified in 3GPP TS 33.501 [15]; it defines a single scope consisting on the name of the service (i.e., "nnrf-disc"), and it does not define any additional scopes at resource or operation level.
[bookmark: _GoBack]* * * Next Change * * * *
[bookmark: _Toc58585721][bookmark: _Toc56690943][bookmark: _Toc49733293][bookmark: _Toc42883425][bookmark: _Toc33962656][bookmark: _Toc24937836]A.2	Nnrf_NFManagement API
openapi: 3.0.0
******skipped for clarity*****
security:
  - {}
  - oAuth2ClientCredentials:
      - nnrf-nfm
******skipped for clarity*****
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '/oauth2/token'
          scopes:
            nnrf-nfm: Access to the Nnrf_NFManagement API
******skipped for clarity*****
* * * Next Change * * * *
[bookmark: _Toc58585722][bookmark: _Toc56690944][bookmark: _Toc49733294][bookmark: _Toc42883426][bookmark: _Toc33962657][bookmark: _Toc24937837]A.3	Nnrf_NFDiscovery API
openapi: 3.0.0
******skipped for clarity*****
security:
  - {}
  - oAuth2ClientCredentials:
      - nnrf-disc
******skipped for clarity*****
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '/oauth2/token'
          scopes:
            nnrf-disc: Access to the Nnrf_NFDiscovery API
******skipped for clarity*****
* * * End of Changes * * * *


