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	Reason for change:
	1) CR 33.501 #0907 (approved at SA#90-e) enables the SCP to return an access token in the service response it forwards to the NF service consumer, to avoid SCP re-asking a new access token at every request targeting a resource: 

1.	The NF Service Consumer sends a service request to the SCP. The service request may include the NF Service Consumer CCA as defined in clause 13.3.8. The NF Service Consumer may include an access token in the service request if it has received an access token in a previous service response. If a previously received access token has expired, the NF Service Consumer may include discovery parameters as specified in TS 29.500 [74] clause 5.2.3.2.7 in the service request.
2.   The SCP may perform a service discovery with the NRF. If NF Service Consumer has included an access token in step 1, or if the SCP has a cached granted access token, then SCP may reuse the access token and proceeds to step 6.
6.	The SCP sends the service request to the NF Service Producer. The service request includes an access token (i.e., received in Step 1, received in Step 5, or previously cached), and may include the NF Service Consumer CCA if received in Step 1.
9.	The SCP forwards the service response to the NF Service Consumer. The SCP may include the access token in the service response to NF Service Consumer for possible re-use in subsequent service requests.
Corresponding protocol extensions need to be defined.

2) An SCP cannot figure out the access scope (for access authorization) of an incoming service request.  
An SCP can derive the API name from the Request URI of the service request, so the SCP could in principle figure out the scope corresponding to the "the service name of the NF Service". But for services for which certain operations on resources require a specific authorization (i.e. an additional scope), the SCP cannot figure out the additional scope information required to access these operations/resources, since this additional scope information is application-logic, i.e. API specific information, requiring in-depth knowledge of API resources and service operations. 

To be able to derive the additional scope applicable to a given service request, the SCP would need to check the entire resource URI (including the path information) and HTTP request and to know every additional scope defined for each such URI and HTTP request of all 5GC APIs (more than one hundred APIs in Rel-16), which is impossible and that would be totally unpractical (e.g. SCP implementation would need to be upgraded whenever new additional scopes are defined in new or existing APIs). 


	
	

	Summary of change:
	1) A new 3gpp-Sbi-Access-Token header is defined to enable the SCP to include an access token in the service response it forwards to the NF service consumer. 

2) A new 3gpp-Sbi-Access-Scope header is defined to enable the NF service consumer to indicate the access scope of a service request 

3) Corresponding NF service consumer and SCP requirements for authorization of NF service access for indirect communication with delegated discovery are specified.   


	
	

	Consequences if not approved:
	Security requirements from 3GPP SA3 cannot be implemented. SCP is re-asking NRF for a new access token at every subsequent service request targeting the same resource (if it is not caching all access tokens, or if subsequent requests are sent through a different SCP than earlier requests).

Service access authorizations cannot be supported for Indirect communications with delegated discovery, in particular for APIs defining additional scopes for specific resources/operations. 


	
	

	Clauses affected:
	5.2.3.2.1, 5.2.3.2.x (new), 5.2.3.2.y (new), 6.10.x (new)
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* * * First Change * * * *
[bookmark: _Toc19708937][bookmark: _Toc27745008][bookmark: _Toc29803161][bookmark: _Toc35969910][bookmark: _Toc36050704][bookmark: _Toc44847416][bookmark: _Toc51845068][bookmark: _Toc51845399][bookmark: _Toc57017467][bookmark: _Toc57024217][bookmark: _Toc25156601][bookmark: _Toc34124906][bookmark: _Toc43208041][bookmark: _Toc49857508][bookmark: _Toc56677353][bookmark: _Toc56696601][bookmark: _Toc58604415]5.2.3.2	Mandatory to support custom headers
[bookmark: _Toc19708938][bookmark: _Toc35969911][bookmark: _Toc36050705][bookmark: _Toc44847417][bookmark: _Toc51845069][bookmark: _Toc51845400][bookmark: _Toc57017468][bookmark: _Toc57024218]5.2.3.2.1	General
The 3GPP NF Services shall support the HTTP custom headers specified in Table 5.2.3.2.1-1 below. A description of each custom header and the normative requirements on when to include them are also provided in Table 5.2.3.2-1.
Table 5.2.3.2.1-1: Mandatory HTTP custom headers
	Name
	Reference
	Description

	3gpp-Sbi-Message-Priority
	Clause 5.2.3.2.2
	This header is used to specify the HTTP/2 message priority for 3GPP service based interfaces. This header shall be included in HTTP/2 messages when a priority for the message needs to be conveyed (e.g HTTP/2 messages related to Multimedia Priority Sessions).

	3gpp-Sbi-Callback
	Clause 5.2.3.2.3
	This header is used to indicate if a HTTP/2 message is a callback (e.g notification).
This header shall be included in HTTP POST messages for callbacks towards NF service consumer(s) in another PLMN via the SEPP (See 3GPP TS 29.573 [27]).
This header shall also be included in HTTP POST messages for callbacks in indirect communication (See clause 6.10.7).

	3gpp-Sbi-Target-apiRoot
	Clause 5.2.3.2.4
	This header is used by an HTTP client to indicate the apiRoot of the target URI when communicating indirectly with the HTTP server via an SCP. This header is also used by SCP to indicate the apiRoot of the target URI, if a new HTTP server is selected or reselected and there is no Location header included in the response.
This header may also be used by an HTTP client towards its local SEPP to indicate the apiRoot of the target URI towards HTTP server in another PLMN.
This header may also be used between SEPPs to indicate the apiRoot of the target URI towards HTTP server in another PLMN, when TLS security with the 3gpp-Sbi-Target-apiRoot header is used between the SEPPs.

	3gpp-Sbi-Routing-Binding
	Clause 5.2.3.2.5
	This header is used in a service request to signal binding information to direct the service request to an HTTP server which has the targeted NF Service Resource context (see clause 6.12).

	3gpp-Sbi-Binding
	Clause 5.2.3.2.6
	This header is used to signal binding information related to an NF Service Resource to a future consumer (HTTP client) of that resource (see clause 6.12).

	3gpp-Sbi-Discovery-*
	Clause 5.2.3.2.7
	Headers beginning with the prefix 3gpp-Sbi-Discovery- are used in indirect communication mode for discovery and selection of a suitable producer by the SCP. Such headers may be included in any SBI message and include information allowing an SCP to find a suitable producer as per the consumer's included delegated discovery parameters.

	3gpp-Sbi-Producer-Id
	Clause 5.2.3.2.8
	This header is used in a service response from the SCP to the NF Service Consumer, when using indirect communication, to identify the NF service producer. See clause 6.10.3.4.

	3gpp-Sbi-Oci
	Clause 5.2.3.2.9
	This header may be used by an overloaded NF Service Producer in a service response, or in a notification request to signal Overload Control Information (OCI) to the NF Service Consumer.
This header may also be used by an overloaded NF Service Consumer in a notification response or in a service request to signal Overload Control Information (OCI) to the NF Service Producer.

	3gpp-Sbi-Lci
	Clause 5.2.3.2.10
	This header may be used by a NF Service Producer to send Load Control Information (LCI) to the NF Service Consumer.

	3gpp-Sbi-Client-Credentials
	Clause 5.2.3.2.11
	This header may be used by an NF Service Consumer to send Client Credentials Assertion to the NRF or to the NF Service Producer. See clause 6.7.5.

	3gpp-Sbi-Nrf-Uri
	Clause 5.2.3.2.12
	This header may be used to indicate the NRF API URIs to be used for a given service request, e.g. in indirect communication with delegated discovery as a result of an NSSF query. 

	3gpp-Sbi-Target-Nf-Id
	Clause 5.2.3.2.13
	This header is used in a 307 Temporary Redirect or 308 Permanent Redirect response, to identify the target NF (service) instance towards which the request is redirected. See clause 6.10.9.1.

	3gpp-Sbi-Access-Scope
	Clause 5.2.3.2.x
	This header is used in a service request for Indirect Communication to indicate the access scope of the service request for NF service access authorization. See clauses 6.7.3 and 6.10.x. 

	3gpp-Sbi-Access-Token
	Clause 5.2.3.2.y
	This header is used in a service response forwarded by the SCP to an NF service consumer to provide an access token for possible re-use in subsequent service requests. See clause 6.10.x.   




* * * Next Change * * * *
[bookmark: _Toc19708939][bookmark: _Toc27745010][bookmark: _Toc29803163][bookmark: _Toc35969912][bookmark: _Toc36050706][bookmark: _Toc44847418][bookmark: _Toc51845070][bookmark: _Toc51845401][bookmark: _Toc57017469][bookmark: _Toc57024219][bookmark: _Toc57022698][bookmark: _Toc57024068]5.2.3.2.x	3gpp-Sbi-Access-Scope
The header indicates the access scope of the service request for NF service access authorization, as defined in clauses 6.7.3 and 6.10.x.
The encoding of the header follows the ABNF as defined in IETF RFC 7230 [12].
3gpp-Sbi-Access-Scope = "3gpp-Sbi-Access-Scope" ":" OWS scope-token *(SP scope-token)
Scope-token = 1*NQCHAR
Scope-token shall consist of a list of space-delimited, case-sensitive strings, containing the NF service name of the NF service producer or resource/operation-level scope defined by each service API. NQCHAR is defined in Appendix A of IETF RFC 6749 [22].
NOTE:	This corresponds to the "scope" syntax defined for OAuth in clauses 3.3 and A.4 of IETF RFC 6749 [22] and also to the syntax of the "scope" parameter in AccessTokenReq in 3GPP TS 29.510 [8]. This enables the SCP to copy the value of the 3gpp-Sbi-Access-Scope header received in an incoming service request into the scope parameter of the Nnrf_Get Access Token Request. 
EXAMPLE:	3gpp-Sbi-Access-Scope: nhss-ims-uecm nhss-ims-uecm:authorize:invoke


* * * Next Change * * * *
5.2.3.2.y	3gpp-Sbi-Access-Token
The header contains an Access Token in a service response, for possible re-use in subsequent service requests, as defined in clause 6.10.x.
The encoding of the header follows the ABNF as defined in IETF RFC 7230 [12].
3gpp-Sbi-Access-Token = "3gpp-Sbi-Access-Token" ":" OWS credentials
See Appendix C of IETF RFC 7235 [21] for the definition of "credentials". 
NOTE:	The 3gpp-Sbi-Access-Token header is encoded as the Authorization header.

* * * Next Change * * * *
6.10.x	Authorization of NF service access
6.10.x.1	General
Service access authorization for indirect communication shall be supported as specified in clause 13.4.1.3 of 3GPP TS 33.501 [17]. 
6.10.x.2	Authorization for indirect communication with delegated discovery
6.10.x.2.1	General
When the NF service consumer is configured to use delegated service discovery, requirements in clause 13.4.1.3.2 of 3GPP TS 33.501 [17] shall apply with the following additions. 
If the NF service consumer received an access token in a previous service response that is valid for the new service request, the NF service consumer should include the access token in the Authorization header in the service request. An access token received in a previous service response is valid for the new service request if: 
-	it has a matching scope and a matching audience (i.e. matching producer's NF type or NF instance ID); 
-	it has a matching producer's NF set ID, S-NSSAI, NSI and PLMN ID, if the access token contains a producer NF set ID, S-NSSAI, NSI and PLMN ID respectively; and
 -	the access token has not expired.
NOTE:	If the NF service consumer has multiple cached access tokens that are valid for a service request, it is left for implementation how to select the access token to include in the request. 
If the NF service consumer does not include an access token in the service request, or if it does but the access token is NF instance specific and reselection of a different producer instance may apply at the SCP (e.g. a routing binding header or a discovery header provides the producer's NF set ID), the NF service consumer shall include in the service request:
-	the necessary NF service discovery factors to be used by the SCP for the Service access authorization procedures, as specified in clause 6.10.3.2; and
-	the 3gpp-Sbi-Access-Scope header indicating the access scope of the service request for access authorization.
The NF service consumer may also include its Client Credentials Assertion as specified in clause 6.7.5.
The SCP should use the access scope information received in the 3gpp-Sbi-Access-Scope header to determine the access scope required for access authorization for an incoming service request.
If the NF service consumer has included an access token in the service request, or if the SCP has a cached granted access token that matches the service request, the SCP should reuse the available access token. 
When the SCP requests an access token for a service request, the SCP may include the access token it has obtained from the NRF in the service response it forwards to the NF service consumer, by including the 3gpp-Sbi-Access-Token header, for possible re-use in subsequent service requests by the NF service consumer. The NF service consumer should store the access token received in a service response and use it in subsequent service requests as defined above. 


* * * End of Changes * * * *

