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* * * First Change * * * *
[bookmark: _Toc24937597][bookmark: _Toc33962412][bookmark: _Toc42883174][bookmark: _Toc49733042][bookmark: _Toc51871506][bookmark: _Toc24937790][bookmark: _Toc33962610][bookmark: _Toc42883379][bookmark: _Toc49733247][bookmark: _Toc51871711]5.4.2.2.3	Access Token request with intermediate redirecting NRF
When multiple NRFs are deployed in one PLMN, one NRF may request an OAuth2 access token to a different NRF so as to fulfil the Access Token Request from a NF service consumer. The acces token request between these two NRFs is redirected by a third NRF in this case.
For this, step 1 in clause 5.4.2.2.1 is executed (send a POST request to NRF-1 in the Serving PLMN); this request shall include the OAuth 2.0 Access Token Request in the request body
Then, steps 1-4 in Figure 5.4.2.2.3-1 hereinafter are executed between NRF-1in Serving PLMN, NRF-2 in Serving PLMN and NRF-3 in Serving PLMN.
Finally, step 2 in clause 5.4.2.2.1 is executed, the Access token response containing the requested access token, the token type and additional attributes shall be sent to the NF Service Consumer.



Figure 5.4.2.2.3-1: Access Token Request with intermediate redirecting NRF
1.	NRF-1 receives an Access token request but does not have the information to fulfil the request. Then NRF-1 sends the Access token request to a pre-configured NRF-2.
2a.	Upon reception of the Access token requestand based on the information contained in the Access token request and locally stored information, NRF-2 shall identify the next hop NRF (see clause 5.2.2.2.3), and redirect the Access token request by returning HTTP "307 Temporary Redirect" response. The locally stored information in NRF-2 may:
a)	be preconfigured; or
b)	registered by other NRFs (see clause 5.2.2.2.3).
	The "307 Temporary Redirect" response shall contain a Location header field, the host part of the URI in the Location header field represents NRF-3.
2b.	if NRF-2 does not have enough information to forward the Access token request, then it responds with "404 Not Found", and the rest of the steps are omitted.
3.	Upon reception of "307 Temporary Redirect" response, NRF-1 sends the Acces token request to NRF-3 by using the URI contained in the Location header field of the "307 Temporary Redirect" response.
4a.	Upon success, NRF-3shall return a "200 OK" status code including in the response payload the Access token response containing the requested access token, the token type and additional attributes.
4b.	Upon failure, the NRF-3 shall return "400 Bad Request" status code, including in the response payload a JSON object that provides details about the specific error(s) that occurred.

* * * 2nd Change * * * *
6.3.4.2	Operation: Get (Access Token Request)
[bookmark: _Toc24937791][bookmark: _Toc33962611][bookmark: _Toc42883380][bookmark: _Toc49733248][bookmark: _Toc51871712]6.3.4.2.1	Description
This custom operation represents the process for issuing the OAuth2.0 access token.
[bookmark: _Toc24937792][bookmark: _Toc33962612][bookmark: _Toc42883381][bookmark: _Toc49733249][bookmark: _Toc51871713]6.3.4.2.2	Operation Definition
This operation returns an OAuth 2.0 access token based on the input parameters provided. This custom operation shall use the HTTP POST method.
This method shall support the request data structures specified in table 6.3.4.2.2-1 and the response data structures and response codes specified in table 6.3.4.2.2-2. The data structure used for the POST request body shall be using x-www-form-urlencoded format as specified in clause 17.13.4 of W3C HTML 4.01 Specification [26].
Table 6.3.4.2.2-1: Data structures supported by the POST Request Body on this endpoint
	Data type
	P
	Cardinality
	Description

	AccessTokenReq
	M
	1
	This IE shall contain the request information for the access token request.
Content-Type: "application/x-www-form-urlencoded"



Table 6.3.4.2.2-2: Data structures supported by the POST Response Body on this endpoint
	Data type
	P
	Cardinality
	Response
codes
	Description

	AccessTokenRsp
	M
	1
	200 OK
	This IE shall contain the access token response information.

	AccessTokenRsp
	M
	1
	307 Temporary Redirect
	The NF service producer shall generate a Location header field containing a URI pointing to the endpoint of another NF service producer to which the request should be sent.

	AccessTokenErr
	M
	1
	400 Bad Request
	See IETF RFC 6749 [16] clause 5.2.



Table 6.3.4.2.2-3: Headers supported by the 200 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Cache-Control
	string
	M
	1
	Enum: "no-store"

	Pragma
	string
	M
	1
	Enum: "no-cache"



Table 6.3.4.2.2-4: Headers supported by the 400 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Cache-Control
	string
	M
	1
	Enum: "no-store"

	Pragma
	string
	M
	1
	Enum: "no-cache"



Table 6.3.4.2.2-x: Headers supported by the 307 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	A URI pointing to the endpoint of another NF service producer to which the request should be sent



* * * 3rd Change * * * *
[bookmark: _Toc24937838][bookmark: _Toc33962658][bookmark: _Toc42883427][bookmark: _Toc49733295][bookmark: _Toc51871759][bookmark: _Hlk42822332]A.4	Nnrf_AccessToken API (NRF OAuth2 Authorization)
[bookmark: _Hlk18317631]openapi: 3.0.0

info:
  version: '1.1.0'
  title: 'NRF OAuth2'
  description: |
    NRF OAuth2 Authorization.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.510 V16.4.0; 5G System; Network Function Repository Services; Stage 3
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.510/'

paths:
  /oauth2/token:
    post:
      summary: Access Token Request
      operationId: AccessTokenRequest
      tags:
        - Access Token Request
      parameters:
        - name: Content-Encoding
          in: header
          description: Content-Encoding, described in IETF RFC 7231
          schema:
            type: string
        - name: Accept-Encoding
          in: header
          description: Accept-Encoding, described in IETF RFC 7231
          schema:
            type: string
      requestBody:
        content:
          application/x-www-form-urlencoded:
            schema:
              $ref: '#/components/schemas/AccessTokenReq'
        required: true
      responses:
        '200':
          description: Successful Access Token Request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AccessTokenRsp'
          headers:
            Cache-Control:
              $ref: '#/components/headers/cache-control'
            Pragma:
              $ref: '#/components/headers/pragma'
            Accept-Encoding:
              description: Accept-Encoding, described in IETF RFC 7694
              schema:
                type: string
            Content-Encoding:
              description: Content-Encoding, described in IETF RFC 7231
              schema:
                type: string
        '307':
          description: Temporary Redirect
          headers:
            Location:
              description: 'The URI pointing to the resource located on the redirect target NRF'
              required: true
              schema:
                type: string
        '400':
          description: Error in the Access Token Request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AccessTokenErr'
          headers:
            Cache-Control:
              $ref: '#/components/headers/cache-control'
            Pragma:
              $ref: '#/components/headers/pragma'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
components:
  headers:
    cache-control:
      required: true
      schema:
        type: string
        enum:
          - no-store
    pragma:
      required: true
      schema:	
        type: string
        enum:
          - no-cache
…
*** skipped for clarity ****
* * * End of Changes * * * *
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