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1. Introduction
This pCR captures Security Considerations for L2TP Tunnel and Session Management related to Key Issue #5 that is present in TR 29.820 to support L2TP in the EPC and 5GC. 
In order to support L2TP in EPC and 5GC, it is envisioned that the L2TP Access Concentration (LAC) resides in the UP Function, and the L2TP Network Server (LNS) in the Data Network (or PDN), with L2TP Tunnels established between the LAC and LNS. 
A scenario of using L2TP is described below, using 5GC as an example. 


As proposed in C4-210050 and C4-210051, the UP Function is primarily responsible for L2TP Tunnel and Session Management or Setup. During L2TP tunnel and L2TP session establishment, relevant authentication procedures take place between the LAC and LNS. The CP function will provide such relevant information to the UP function to make it work. 
It is also believed that the LAC and LNS nodes can support both PPP and L2TP protocol stacks. 
An L2TP tunnel first needs to be setup between the LAC (UP Function) and LNS, followed by the setup of L2TP sessions.
2. Proposal
It is proposed to add the following text to TR 29.820 as follows.
* * * First Change * * * *
6.X.5	Security Considerations for L2TP Tunnel and Session Management 
6.X.5.1 Security handling during an L2TP Tunnel Establishment
During an L2TP Tunnel establishment, LAC and LNS use CHAP-like tunnel authentication mechanism to authenticate each other as specified in clause 5.1.1 of IETF RFC 2661 [6]. If an LAC or LNS wishes to authenticate the identity of the peer it is contacting or being contacted by, a Challenge AVP is included in the SCCRQ or SCCRP message. If a Challenge AVP is received in an SCCRQ or SCCRP, a Challenge Response AVP MUST be sent in the following SCCRP or SCCCN, respectively. If the expected response and response received from a peer does not match, establishment of the tunnel MUST be disallowed.
To participate in tunnel authentication, a single shared secret MUST exist between the LAC and LNS, i.e. the UP Function needs to have the same shared secret as at the LNS to generate a CHAP Challenge or Challenge Response towards the LNS. The UP Function should be able to receive this shared secret from the CP Function, which receives such information from a radius server. 
Such shared secret is retrieved by the CP Function from RADIUS via the encrypted "Tunnel-Password" AVP in the Radius Access-Accept message (see clause 3.5 of IETF RFC 2868). The CP Function possesses a shared secret, that is also known to the RADIUS server, to be able to decrypt the "Tunnel-Password" AVP. The CP Function, then, sends this shared secret decrypted from the "tunnel-password" to the UP Function, and the UP Function generates a Challenge or Challenge Response using this secret included in SCCRQ or SCCCN to the LNS to establish L2TP Tunnel.
When the CP Function sends the L2TP tunnel password to the UP Function over N4 via PFCP, whether the tunnel password should be sent in a protected manner, e.g. encrypted, and how is the encryption achieved needs SA3 to provide further guideline.   
* * * Next Change * * * *
6.X.5.2 Security handling during an L2TP Session Establishment
In order to setup an L2TP session for a PDN connection or a PDU Session, either PAP or CHAP authentication mechanisms may be used. The PPP authentication mechanisms of PAP and CHAP are described in detail in IETF RFC 1334 [12]. 
Any PPP-based configuration information, e.g. for PAP or CHAP, is received from the UE, which is included in the PCO, e.g. in the PDU Session Establishment Request message or Create Session Request sent towards the CP Function. The clause 10.5.6.3 in 3GPP TS 24.008 [11] specifies that the UE can send the PAP/CHAP authentication information as configuration protocol option lists in PCO to the CP Function. 
The PAP authentication information from the UE in PCO consists of username and password. However, when CHAP authentication is being used by the UE, the UE sends the CHAP Challenge and Response in the PCO, which can be used by the UP Function (as Proxy Authen Challenge and Proxy Authen Challenge Response included in the ICCN message) and send towards the LAC to verify. 
Whether such authentication information received from UE via PCO which is related to establish a L2TP session, should be sent in a protected manner, e.g. encrypted, and how is the encryption achieved needs SA3 to provide further guideline.

[bookmark: _Hlk61430138]* * * Next Change * * * *
[bookmark: _Hlk61429529]6.X.5.3 Potential alternative solutions
A security mechanism may be required to send aforementioned information (Tunnel-Password (for L2TP tunnel), User name and password for PAP, Challenge and Challenge Response for CHAP (for L2TP session) as described in 6.x.5.1 and 6.x.5.2 from the CP function to the UP function, based on operator policy, e.g. when the CP function and UP function are in different security domains. The following is a list of alternatives that can be considered:
· Relying on the Network domain security, e.g. using IPSec, as specified in 3GPP TS 33.210 [10]. If so, there is no need to develop any further security mechanism to protect the aforementioned information.
· Using DTLS over N4/Sxb when supporting L2TP, as described in IETF RFC 6347 [13].
· Using partial encryption of the sensitive data like RADIUS for tunnel password, as described in IETF RFC 2868, section 3.5, where CP function and UP function is configured with a shared secret. 
Editor's Note:	The listed alternatives is just for information, and it is up to SA3 to decide which solution to use. 
* * * Next Change * * * *
6.X.5.4 Conclusions
Editor's Note: It is suggested to send LS to SA3 to ask for guideline. Based on the feedback, the conclusion is documented.
* * * End of Changes * * * *

* * * For Information * * * *
The following provides the encryption mechanism of tunnel password that is sent from the RADIUS server, as a reference, and is taken from section 3.5 in RFC 2868:
3.5.  Tunnel-Password

   Description

      This Attribute may contain a password to be used to authenticate
      to a remote server.  It may only be included in an Access-Accept
      packet.

   A summary of the Tunnel-Password Attribute format is shown below.
   The fields are transmitted from left to right.

    0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |     Type      |    Length     |     Tag       |   Salt
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      Salt (cont)  |   String ...
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   Type
      69 for Tunnel-Password

   Length
      >= 5

   Tag
      The Tag field is one octet in length and is intended to provide a
      means of grouping attributes in the same packet which refer to the
      same tunnel.  Valid values for this field are 0x01 through 0x1F,
      inclusive.  If the value of the Tag field is greater than 0x00 and
      less than or equal to 0x1F, it SHOULD be interpreted as indicating
      which tunnel (of several alternatives) this attribute pertains;
      otherwise, the Tag field SHOULD be ignored.

   Salt
      The Salt field is two octets in length and is used to ensure the
      uniqueness of the encryption key used to encrypt each instance of
      the Tunnel-Password attribute occurring in a given Access-Accept
      packet.  The most significant bit (leftmost) of the Salt field
      MUST be set (1).  The contents of each Salt field in a given
      Access-Accept packet MUST be unique.

   String
      The plaintext String field consists of three logical sub-fields:
      the Data-Length and Password sub-fields (both of which are
      required), and the optional Padding sub-field.  The Data-Length
      sub-field is one octet in length and contains the length of the
      unencrypted Password sub-field.  The Password sub-field contains
      the actual tunnel password.  If the combined length (in octets) of
      the unencrypted Data-Length and Password sub-fields is not an even
      multiple of 16, then the Padding sub-field MUST be present.  If it
      is present, the length of the Padding sub-field is variable,
      between 1 and 15 octets.  The String field MUST be encrypted as
      follows, prior to transmission:

         Construct a plaintext version of the String field by
         concatenating the Data-Length and Password sub-fields.  If
         necessary, pad the resulting string until its length (in
         octets) is an even multiple of 16.  It is recommended that zero
         octets (0x00) be used for padding.  Call this plaintext P.

         Call the shared secret S, the pseudo-random 128-bit Request
         Authenticator (from the corresponding Access-Request packet) R,
         and the contents of the Salt field A.  Break P into 16 octet
         chunks p(1), p(2)...p(i), where i = len(P)/16.  Call the
         ciphertext blocks c(1), c(2)...c(i) and the final ciphertext C.
         Intermediate values b(1), b(2)...c(i) are required.  Encryption
         is performed in the following manner ('+' indicates
         concatenation):

            b(1) = MD5(S + R + A)    c(1) = p(1) xor b(1)   C = c(1)
            b(2) = MD5(S + c(1))     c(2) = p(2) xor b(2)   C = C + c(2)
                        .                      .
                        .                      .
                        .                      .
            b(i) = MD5(S + c(i-1))   c(i) = p(i) xor b(i)   C = C + c(i)

         The resulting encrypted String field will contain
         c(1)+c(2)+...+c(i).

      On receipt, the process is reversed to yield the plaintext String.

* * * For Information * * * *
5.1.1 Tunnel Authentication


   L2TP incorporates a simple, optional, CHAP-like [RFC1994] tunnel
   authentication system during control connection establishment. If an
   LAC or LNS wishes to authenticate the identity of the peer it is
   contacting or being contacted by, a Challenge AVP is included in the
   SCCRQ or SCCRP message. If a Challenge AVP is received in an SCCRQ or
   SCCRP, a Challenge Response AVP MUST be sent in the following SCCRP
   or SCCCN, respectively. If the expected response and response
   received from a peer does not match, establishment of the tunnel MUST
   be disallowed.

   To participate in tunnel authentication, a single shared secret MUST
   exist between the LAC and LNS. This is the same shared secret used
   for AVP hiding (see Section 4.3).  See Section 4.4.3 for details on
   construction of the Challenge and Response AVPs.
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