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1. Abstract
This document provides information about rel-17 enhancements for non-public networks in other WGs and related impacts in CT WGs.
2. Discussion
2.1 General
In Rel-17, SA1, SA2 and SA3 have worked on enhancements of non-public networks. Work in RAN WGs is expected to start and conclude within Rel-17 timeframe.
2.2 SA1 status
In Rel-17, SA1 agreed new normative stage-1 requirements on NPN as part of the IMS emergency support for SNPN (IESNPN) work item and the Audio-Visual Service Production (AVPROD) work item. SA approved IESNPN WID can be found in SP-191038 and SA approved AVPROD WID can be found in SP-190304.
Both the IESNPN work item and the AVPROD work item impact ME, core network and access network with possible impact on UICC.
Rapporteur of the IESNPN work item is Curt Wong from Charter Commmunication. Rapporteur of the AVPROD work item is Ian Wagdin from BBC.
The completion rate of both the IESNPN work item and the AVPROD work item is currently 100%.
SA1 agreements of the IESNPN work item are documented in TS 22.101, TS 22.261 and TS 22.228. SA1 agreements of the AVPROD work item are documented in TS 22.261 and TS 22.263.
2.3 SA2 status
In Rel-17, SA2 studies enhanced support of non-public networks in FS_eNPN study item. SA approved FS_eNPN SID can be found in SP-200094.
The FS_eNPN study item is expected to impact ME and core network, with possible impact on UICC and access network.
Rapporteur of the FS_eNPN study item is Peter Hedman from Ericsson.
The completion rate of the FS_eNPN study item is currently 90%.
SA2 agreements of the FS_eNPN study item are documented in TR 23.700-07. Latest version of the TR 23.700-07 is 1.2.0, i.e. the TR 23.700-07 was sent to SA for information only.
TR 23.700-07 contains the following key issues:
-	Key Issue #1: Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN
-	Key Issue #2: NPN support for Video, Imaging and Audio for Professional Applications (VIAPA)
-	Key Issue #3: Support of IMS voice and emergency services for SNPN
-	Key issue #4: UE Onboarding and remote provisioning
-	Key Issue #5: Support for equivalent SNPNs
-	Key Issue #6: Support of non-3GPP access for SNPN services
SA2 agreed that Key Issues #5 and #6 will not be addressed in Rel-17.
SA2 has agreed conclusions for Key Issues #1, #2, #3, #4. The conclusions contain editor's notes and NOTEs expecting SA2 to resolve some issues in normative phase. 
Dec 2020 SA plenary approved SP-200980 containing a WID for enhanced support of non-public networks, for normative work in SA2. The SA2 WID has slightly reduced scope as remote provisioning of the subscription-owner-SNPN credentials using control plane mechanism is not included even though it was concluded in 3GPP TR 23.700-07.
SA2 has not agreed any normative (p)CRs for enhanced support of non-public networks yet.
Based on the conclusions of 3GPP TR 23.700-07 and SA2 WID, the following CT impacts were identified:
----------------------
CT1:
-	for enhancements to support SNPN along with credentials owned by an entity separate from the SNPN:
-	impact to the UE for updates of SNPN selection and related UE configuration, to enable the UE with credentials from the entity separate from the SNPN to select the SNPN. The entity separate from the SNPN can be another SNPN or a PLMN.
-	impact to the UE for enabling to configure the UE with the separate entity controlled information for SNPN selection, using the UE parameters update via UDM control plane procedure or the control plane solution for steering of roaming in 5GS. In case of usage of the control plane solution for steering of roaming in 5GS, impact on the UDM and potential impact on the SOR-AF as well.
NOTE:	Usage of the UE parameters update via UDM control plane procedure or of the control plane solution for steering of roaming in 5GS will be decided by SA2 as part of normative work on eNPN WI.
-	impact to the UE for enabling of mobility among networks when the UE operates in SNPN access mode.
-	for NPN enhancements to enable support for Video, Imaging and Audio for Professional Applications (VIAPA):
-	documentation of usage of existing signalling for VIAPA needs.
-	for support of IMS voice and emergency services for SNPN:
-	impact to the UE for extension of IMS specifications to enable use of IMC when USIM or ISIM is not available in a UE accessing IMS via an SNPN.
-	impact to the UE, the AMF, the SMF and the IMS for enabling emergency services (excluding emergency services fallback) when the UE is in SNPN, including network selection for emergency services and enabling emergency service in 5GMM, in 5GSM and in IMS specifications.
-	impact to the UE for extension of SNPN selection of a voice centric UE to not select an SNPN in 3GPP access if IMS voice over PS Session in 3GPP access was not supported in the SNPN.
[bookmark: _Hlk58930221]-	for support of UE onboarding and remote provisioning:
-	to enable UE onboarding over an Onboarding Network (ON) (O-SNPN or PLMN) and remote provisioning using user plane mechanisms for SNPN credentials:
-	impact to the UE due to SNPN selection enabling selection of onboarding SNPN.
[bookmark: _Hlk61246433]-	potential impact to the UE due to changes related to unified access control and RRC establishment cause determination.
[bookmark: _Hlk61246453][bookmark: _Hlk61246445]-	impact to the UE due to establishment of NAS signalling connection to SNPN including interactions with lower layers along with indication that the NAS signalling connection is established for onboarding.
-	impact to the UE and the AMF for updates of registration procedure in SNPN to enable registration for onboarding.
-	impact to the UE due to enabling usage of Default UE credentials in authentication procedure.
-	for remote provisioning of the subscription-owner-SNPN credentials using user plane mechanism:
[bookmark: _Hlk61594020]-	impact to the UE and potentially to the AMF to support establishment of restricted PDU session dedicated for the remote provisioning.
-	impact to the UE, the AMF, the SMF and the PCF for providing provisioning server address for remote provisioning using user plane mechanisms, where the provisioning server address can be provided using PCO parameter, during registration procedure or using service specific UE policies.
[bookmark: _Hlk60906858]NOTE:	protocol for providing subscription-owner-SNPN credentials via remote provisioning using user plane mechanisms are out-of-scope of 3GPP.
NOTE:	remote provisioning of the subscription-owner-SNPN credentials using control plane mechanism is part of 3GPP TR 23.700-07 but is not included in SA2 WID.
-	to enable UE onboarding with PLMN credentials and remote provisioning for PNI-NPN credentials using control and user plane mechanisms:
- 	updates for enabling of remote provisioning of the PNI-NPN credentials used for NSSAA and/or PDU session secondary authentication, using user plane mechanism and using control plane mechanism.
-	in case of remote provisioning using user plane mechanism:
-	impact to the UE, the AMF, the SMF and the PCF for providing provisioning server address, S-NSSAI and DNN for remote provisioning using user plane mechanisms, where the provisioning server address, S-NSSAI and DNN can be provided during registration procedure or after registration procedure.
[bookmark: _Hlk60906868]NOTE:	protocol for providing the PNI-NPN credentials used for NSSAA and/or PDU session secondary authentication via remote provisioning using user plane mechanisms is out-of-scope of 3GPP.
CT3:
-	for enhancements to support SNPN along with credentials owned by an entity separate from the SNPN:
[bookmark: _Hlk59088322]-	impact to cover the interactions between the AUSF or the new NF and the AAA server, for scenarios with the separate entity offering the AAA server.
	for NPN enhancements to enable support for Video, Imaging and Audio for Professional Applications (VIAPA):
-	informative guideline for mapping between standardized 5QI/ARP and DSCP marking to enable the PLMN and SNPN to use the same mapping values for UL and DL user plane traffic within SNPN and PLMN.
-	for support of UE onboarding and remote provisioning:
-	to enable UE onboarding over an Onboarding Network (ON) (O-SNPN or PLMN) and remote provisioning using user plane mechanisms for SNPN credentials:
-	potential impact on the PCF to cover the providing provisioning server (PS) address to the UE via UE policy delivery.
[bookmark: _Hlk59089552]-	impact to cover the interactions between the AUSF or the new NF and the Default Credential Server (DCS).
CT4:
-	for enhancements to support SNPN along with credentials owned by an entity separate from the SNPN:
-	potential impact to cover the interactions between the AMF and the AUSF or the new NF, for scenarios with the separate entity offering a AAA server. 
-	potential impact to the UDM to instruct the AUSF to complete primary authentication with the separate entity offering a AAA server, in case new NF is not defined.
-	potential impact to the UDM of the entity separate from the SNPN for updating the separate entity controlled prioritized list of preferred SNPNs over the control plane in the UE.
-	for support of UE onboarding and remote provisioning:
-	to enable UE onboarding over an Onboarding Network (ON) (O-SNPN or PLMN) and remote provisioning using user plane mechanisms for SNPN credentials:
-	potential impact to cover the interactions between the AMF and the AUSF or the new NF, for interacting with a Default Credential Server (DCS) for authentication of the UE with default UE credentials.
-	documentation of usage of existing means for enabling restricted PDU session for UP provisioning.
-	to enable UE onboarding with PLMN credentials and remote provisioning for PNI-NPN credentials using control and user plane mechanisms:
-	impact to the UDM for extension of control plane provisioning mechanisms (e.g., the UE parameters update via UDM control plane procedure) for delivering of credentials for accessing PNI-NPN.
----------------------
2.4 SA3 status
In Rel-17, SA3 studies enhanced security support for non-public networks in FS_eNPN_SEC study item. SA approved FS_eNPN_SEC SID can be found in SP-200620.
The FS_eNPN_SEC study item is expected to impact ME and core network, with possible impact on UICC and access network.
Rapporteur of the FS_eNPN_SEC study item is Henrik Normann from Ericsson.
The completion rate of the FS_eNPN_SEC study item is currently 35%.
SA3 agreements of the FS_eNPN_SEC study item are documented in TR 33.857. Latest version of TR 33.857 is 0.3.0 and contains 4 Key Issues. There are 7 solutions for Key Issue #1, no solutions for Key Issues #2, no solutions for Key Issue #3, and 4 solutions for Key Issue #4. There are no conclusions yet.
SA3 has not agreed yet a WID for enhanced security support for non-public networks and thus SA3 also has not agreed any normative (p)CRs for enhanced security support for non-public networks.
2.5 RAN status
Dec 2020 RAN plenary approved WID RP-202363 related to enhancement of private network support for NG-RAN. No CRs are approved yet. No technical agreements done in either RAN2 or RAN3 yet.
3. Conclusions
SA1 has agreed normative stage-1 requirements on enhancements for non-public networks in Rel-17.
SA2 and SA3 study enhancements for non-public networks in Rel-17. SA2 has conclusions for its study. SA3 has not concluded its studys yet. SA2 has a WID for normative work. SA3 does not have a WID for normative work yet. SA2 and SA3 have not agreed any (p)CRs to TSs yet. SA2 work has impacts on CT specifications (see section 2.3 and the proposed CT WID C1-210009). SA3 work will likely have impacts on CT specifications.
RAN has already approved a WID but has not approved any (p)CRs to TSs yet and has not made any technical agreements yet. RAN work might have impacts on CT specifications.
Based on progress in SA2, SA3 and RAN WGs, further CT impacts requiring CT WID update might be identified.
4. Proposal
It is proposed to agree CT WID for Rel-17 enhancements for non-public networks in C1-210009. 


