


3GPP TSG CT WG3 133	C3-241081
Athens, Greece, 26 February - 1 March, 2024

Source:	Vodafone
Title:	Discussion about the IP address for bulk subscriptions 
Agenda item:	TEI18_ADEE
Document for:	DISCUSSION


Introduction

During the 3GPP meeting CT3#131, the change request C3-235116 was proposing to set the "pduSessInfo" attribute as optional in TS 29.122.
The reason for change was to align with the stage 2, where it is stated that the IP address is optional for bulk subscriptions. It is explained in TS 23.503 clause 6.1.3.18: “the PCF forwards the event to the AF together with the UE identifier and optionally the IP address of the PDU Session corresponding to this PCC rule”.
However, Vodafone considers that it makes sense to identify the UE in the report of the start/stop of application traffic detection event in certain situations. Application start/stop request from AF only considers bulk subscription, and bulk subscription in 23.502 refers to a group of UEs or any UE (i.e. all the UEs). Therefore, it may be interesting to include, in certain situations, in the report the specific UE (using different information) for which the start/stop of the monitored application has been detected.
The aims of this discussion paper are to present the problem to CT3, analyze the scenario and propose a solution.
Accompanying CR is submitted to correct this.


Analysis 

As indicated above, there is a misalignment between the stage 2 and stage 3 about the IP address for bulk subscriptions. 
In this section we are going to analyse the change proposed in CT3#131, review the complete flow for the start/stop of application traffic detection event via bulk subscription from AF to UPF, and provide some observations.


2.1. Change proposed in C3-235116
In TS 29.122 clause 5.3.2.3.2, one of the attributes in the MonitoringEventReport is “pduSessInfo”. In the description, it is explained that if "monitoringType" is "APPLICATION_START" and/or "APPLICATION_STOP", this parameter shall be included to indicate the Application traffic detection details. In C3-235116 was proposed to replace “shall” with “may”.

In the latest version of the approved CR, this change was removed due to Vodafone's comments, so the current version of TS 29.122 still shows "shall" in the “pduSessInfo” description.

Observation 1: The concept of bulk subscription appears in TS 23.502 and refers to any UE or a group of UEs.
According to TS 23.502 clause 4.15.3.2.4, when the NEF performs bulk subscription (subscribes for any UE (i.e. all UEs), group of UE(s) (e.g. identifying a certain type of UEs such as IoT UEs)), it subscribes to all the NFs that provide the necessary services (e.g. In a given PLMN, NEF may subscribe to all AMFs that support reachability notification for IoT UEs). Upon receiving bulk subscription from the NEF, the NFs store this information. Whenever the corresponding event(s) occur for the requested UE(s) as in bulk subscription request, NFs notify the NEF with the requested information.


2.2. Flow of the traffic detection of the start/stop of an application.
To have a more detailed view, we propose to briefly review the complete flow of the traffic detection of the start or stop of an application. All the steps appear in the references in this discussion paper. In this flow we simply compile the information together.
1. AF to PCF – Request the start/stop notification.
· The AF sends a MonitoringEventSubscription Request to the NEF with the appIds, snssai, dnn and monitoringType (APPLICATION_START, APPLICATION_STOP) as explained in TS 29.122 clauses 5.3.2.1.2 and 5.3.2.4.3.
· NEF forwards the application detection request to PCF.
2. PCF to SMF - Subscription to event.
· The PCF shall subscribe to an event in SMF to get the notifications when the SMF detects the start or stop  of the appId(s) requested by the AF.
· To do so, it is used Npcf_EventExposure_Subscribe which includes: 
· eventSubs(APPLICATION_START, APPLICATION_STOP)
· groupId (if appears: group of UEs, if not: any UE) 
· notifURI and notifId: assigned by the NF service consumer.
· snssaiDnn (as “AppDetection” feature is supported)
· appIds (as “AppDetection” feature is supported)
3. SMF to UPF - Instruct to detect and report.
4. UPF - Detect the start/stop of application.
5. UPF to SMF - Notification to SMF.
6. SMF to PCF - Event notification.
7. PCF to AF - Monitoring event report.
· The PCF creates the Monitoring event report with all the information and send it to the NEF, and NEF forwards it to the AF.
· The Monitoring Event Report attributes appear in TS 29.122 clause 5.3.2.3.2.


2.3. Example 1: Subscription request for a group ID
Let’s consider two different options to monitor. The first one is used for gaming and it has assigned DNN 1 and Slice 1, while the second one is used for the same service but the background information, so it has assigned DNN 1 and Slice 2. Both of them have 3 applications (app Id 1, app Id 2 and app Id 3).
The AF will include in the request the appId(s), the DNN(s) and S-NSSAI(s). Additionally, as the AF wants to monitor a specific group of UEs, it may include the group ID.
	Gaming
DNN 1 + S-NSSAI 1
Group of UEs
	
	Background
DNN 1 + S-NSSAI 2
Group of UEs

	App Id 1
App Id 2
App Id 3
	
	App Id 1
App Id 2
App Id 3


When the application 1 is started, the notification must be sent for the DNN and S-NSSAI that each UE in the group is using  (in this case, the DNN 1 + S-NSSAI 1, and DNN 1 + S-NSSAI 2). There is the same behaviour for the notifications related to app Id 2 and 3.
The PCF will reply with a report related to “App Id 1”, but if the “pduSessInfo” is optional (according to C3-235116), it is unclear whether it has to be included or not. If not included, the AF will not know which DNN + Slice is running the app Id 1, as the S-NSSAI, DNN and IP/MAC address will be missing.
The UE identity may be included in the report, even in the case of group of UEs. As a notification  is sent every time a start or stop of the application is detected, the addition of the externalId, and optionally the groupID, could be used for the purpose of identifying the user who triggers it. 
It looks like there are already ways of identifying the UE in the event report. But note that the AF might be interested in having additional information (IP/MAC address) related to the individual UE that is initiating or terminating the applications traffic, even if the AF initially requested it for a group of UEs. However, the current specification (29.122) does not permit the AF to signal such request.
In TS 29.523 clause 4.2.2.2 it is described what the "PcEventExposureSubsc" data structure includes. It may include the "appIds" and the "snssaiDnn" attributes if the "AppDetection" feature is supported. In addition, it may include filter for the AF session for which the policy event report shall occur, if the feature "ExtendedSessionInformation" is supported.

In TS 29.523 clause 4.2.4.2 it is explained that the "PcEventExposureNotif" data structure shall include:
[…]
7.	the identity of the affected UE in the "supi" attribute and, if available, in the "gpsi" attribute;
9.	if available, and if the feature "ExtendedSessionInformation" is supported, information about the PDU session involved in the reported event in the "pduSessInfo" attribute, that shall include:
a)	the S-NSSAI of the PDU session in the "snssai" attribute;
b)	the DNN of the PDU session in the "dnn" attribute; and
c)	the IPv4 address in the "ueIpv4" attribute and/or the IPv6 prefix in the "ueIpv6" attribute, or the Ethernet MAC address in the "ueMac" attribute; and
if the IPv4 address is included in the "ueIpv4" attribute, may include the IP domain in the "ipDomain" attribute;
10.	if available, and if the feature "ExtendedSessionInformation" is supported, information about the services involved in the reported event in the indicated PDU session in the "repServices" attribute, which may include per identified service:
[bookmark: _Hlk528673911]a)	a list of Ethernet flows in the "servEthFlows" attribute which contains an impacted Ethernet flow number within the "flowNumber" attribute in each EthernetFlowInfo data structure; or
b)	a list of IP flows in the "servIpFlows" attribute which contains an impacted IP flow number within the "flowNumber" attribute in each IpFlowInfo data structure; and/or
c)	an AF application identifier in the "afAppId" attribute.
11.	for an application detection event and if the feature "AppDetection" is supported:
a)	the IPv4 address in the "ueIpv4" attribute and/or the IPv6 prefix in the "ueIpv6" attribute within the "pduSessInfo" attribute; and
b)	the application identifier for which the notification applies in the "appId" attribute.
Observation 2: The paragraph in 23.503 clause 6.1.3.18 might have some logic to avoid using the IP address in the event report as mandatory. But CT3 does consider it always mandatory for the AppDetection feature (see step 11 in the flow above). As opposed to that, it considers the S-NSSAI and DNN somehow optional as they are linked to a feature that may or may not be supported in conjunction with the AppDetection feature (see steps 9-10).

Observation 3: It looks like different paragraphs across TS 29.122 and TS 29.523 are misaligned with regards to the inclusion of the UE IP address. It should be clarified and aligned in which cases the UE IP address shall or may be sent.


2.4. Example 2: Subscription request for any UE
Let’s consider another option to monitor. An AF wants to monitor the initiation and termination of an application traffic for  any UE.
We would need to use the app Id, the DNN(s) and S-NSSAI(s). To simplify this example, we only monitor one App Id, not three. 
	Gaming
DNN 1 + Slice 1
Any UE
	
	Background
DNN 1 + Slice 2
Any UE

	App Id 1
	
	App Id 1



When the application 1 is started or stopped, the notification must be sent for any UE (i.e. all UEs) that are using appId 1 in the corresponding slice and DNN (in this case, the DNN 1 + Slice 1, and DNN 1 + Slice 2).
The PCF will reply with a report related to “App Id 1”, and again, if the pduSessInfo is optional (according to C3-235116), it is unclear whether it has to be included or not. If it not included, the AF will not know which DNN + Slice is running the app Id 1, as the S-NSSAI, DNN and IP/MAC address will be missing.
However, it makes sense to identify the UE, in addition to mandating the report of the S-NSSAI and DNN, even in the case of any UE. As a notification will be sent every time a start or stop of the application is detected, addition of the IP/MAC address could be used for the purpose of identifying the user who triggers it.
In this case of monitoring any UE, identifying the UE by means of external Id or msisdn may not make any sense towards an AF. The external Id does not need to be included by the AF in the request and the same applies for the msisdn.
In this case, and despite this is also considered a bulk subscription according to TS 23.502, the IP/MAC address would make sense as an identifier of the UE.
Observation 4: Since the stage 2 indicates that for bulk subscriptions S-NSSAI and DNN are mandatory while the UE IP address may be optional in some cases, it would make sense to clarify the reporting of these parameters by including notes indicating the conditions that make UE IP address reporting conditional. 

Observation 5: The inclusion of IP address as a way to identify an UE may look acceptable when application start/stop is requested to be monitored for any UE over a S-NSSAI + DNN (or several slices + DNNs).



Proposal 

Vodafone proposes to discuss this issue in CT3 and agree on the necessary solution, bearing in mind the observations above.


Also, we propose:
· In the flow from PCF to NEF:
· Notification for any UE: to provide the IP/MAC address of a detected UE.
· Notification for a group of UEs: it may be sufficient to provide the group ID and/or the externalID/msisdn
· In the flow from NEF to AF:
· Notification for any UE: to provide the IP/MAC address of the detected UE
· Notification for a group of UEs: to provide the group ID and/or the externalID/msisdn. 


In order to achieve this, we submit C3-241082 for TS 29.523, clarifying the information that needs to be included in the report for AppDetection_5G feature.
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