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* * * First Change * * * *
[bookmark: _Toc24868396][bookmark: _Toc34153886][bookmark: _Toc36040830][bookmark: _Toc36041143][bookmark: _Toc43196416][bookmark: _Toc43481186][bookmark: _Toc45134463][bookmark: _Toc51188995][bookmark: _Toc51763671][bookmark: _Toc57205903][bookmark: _Toc59019244][bookmark: _Toc68169917][bookmark: _Toc83233958][bookmark: _Toc90661312][bookmark: _Toc138754747][bookmark: _Toc144222122]5.1	Introduction of SEAL services
The table 5.1-1 lists the SEAL server APIs below the service name. A service description clause for each API gives a general description of the related API.
Table 5.1-1: List of SEAL Service APIs
	Service Name
	Service Operations
	Operation Semantics
	Consumer(s)

	SS_LocationReporting
	Create_Trigger_Location_Reporting
	Request/ Response
	VAL server

	
	Fetch_Location_Report_Trigger
	Request/Response
	VAL server

	
	Update_Trigger_Location_Reporting
	Request/ Response
	VAL server

	
	Cancel_Trigger_Location_Reporting
	Request/ Response
	VAL server

	SS_LocationInfoEvent
	Subscribe_Location_Info
	Subscribe/Notify
	VAL server

	
	Unsubscribe_Location_Info
	
	VAL server

	
	Notify_Location_Info
	
	VAL server

	SS_LocationInfoRetrieval
	Obtain_Location_Info
	Request/ Response
	VAL server

	SS_LocationAreaInfoRetrieval
	Obtain_UEs_Info
	Request/ Response
	VAL server

	SS_LocationMonitoring
	Subscribe_Location_Monitoring
	Subscribe/Notify
	VAL server

	
	Unsubscribe_Location_Monitoring
	
	

	
	Notify_Location_Monitoring_Events
	
	

	SS_LocationAreaMonitoring
	Subscribe_Location_Area_Monitoring
	Subscribe/Notify
	VAL server

	
	Notify_Location_Area_Monitoring_Events
	
	

	
	Update_Location_Area_Monitoring_Subscribe
	
	

	
	Unsubscribe_Location_Area_Monitoring
	
	

	SS_VALServiceAreaConfiguration
	Configure_VAL_Service_Area
	Request/Response
	VAL server

	
	Obtain_VAL_Service_Area
	Request/Response
	VAL server

	
	Update_VAL_Service_Area
	Request/Response
	VAL server

	
	Delete_VAL_Service_Area
	Request/Response
	VAL server

	SS_GroupManagement
	Query_Group_Info
	Request/ Response
	VAL server

	
	Update_Group_Info
	Request/ Response
	VAL server

	
	Create_Group
	Request/ Response
	VAL server

	
	Delete_Group
	Request/Response
	VAL server

	SS_GroupManagementEvent
	Subscribe_Group_Info_Modification
	Subscribe/Notify
	VAL server

	
	Notify_Group_Info_Modification
	
	VAL server

	
	Notify_Group_Creation
	
	VAL server

	SS_UserProfileRetrieval
	Obtain_User_Profile
	Request/ Response
	VAL server

	SS_VALServiceData
	Obtain_VAL_Service_Data
	Request/Response
	SEAL server

	SS_UserProfileEvent
	Subscribe_User_Profile_Update
	Subscribe/Notify
	VAL server

	
	Notify_User_Profile_Update
	
	VAL server

	SS_NetworkResourceAdaptation
(NOTE 3)
	Reserve_Network_Resource
	Request/Response
	VAL server

	
	Request_Unicast_Resource
	Request/Response
	VAL server

	
	Update_Unicast_Resource
	Request/Response
	VAL server

	
	Request_Multicast_Resource
	Request/Response
	VAL server

	
	Notify_UP_Delivery_Mode
	Subscribe/Notify
	VAL server

	
	Discover_TSC_Stream_Availability
	Request/Response
	VAL server

	
	Create_TSC_Stream
	Request/Response
	VAL server

	
	Delete_TSC_Stream
	Request/Response
	VAL server

	
	Create_MBS_Resource
	Request/Response
	VAL server

	
	Update_MBS_Resource
	Request/Response
	VAL server

	
	Delete_MBS_Resource
	Request/Response
	VAL server

	
	Activate_MBS_Resource
	Request/Response
	VAL server

	
	Deactivate_MBS_Resource
	Request/Response
	VAL server

	SS_EventsMonitoring
	Subscribe_Monitoring_Events
	Subscribe/Notify
	VAL server

	
	Notify_Monitoring_Events
	
	

	SS_Events
	Subscribe_Event
	Subscribe/Notify
	VAL server

	
	Notify_Event
	
	VAL server

	
	Unsubscribe_Event
	
	VAL server

	
	Update_Subscription
	
	VAL server

	SS_KeyInfoRetrieval
	Obtain_Key_Info
	Request/Response
	VAL server

	SS_KmParameterProvisioning
	Provide_Configuration
	Request/Response
	VAL server

	SS_NetworkSliceAdaptation
	Request_Network_Slice_Adaptation
	Request/Response
	VAL server

	SS_NetworkResourceMonitoring
	Subscribe_Unicast_QoS_Monitoring_Data
	Subscribe/Notify
	VAL server

	
	Unsubscribe_Unicast_QoS_Monitoring_Data
	
	VAL server

	
	Notify_Unicast_QoS_Monitoring_Data
	
	VAL server

	
	Obtain_Unicast_QoS_Monitoring_Data
	Request/Response
	VAL server

	
	Update_Unicast_QoS_Monitoring_Subscription
	
	VAL server

	SS_IdmParameterProvisioning
	Provide_Configuration
	Request/Response
	VAL server

	NOTE 1:	The service operations of SS_Events API are reused by the SS_LocationInfoEvent, SS_LocationMonitoring, SS_LocationAreaMonitoring, SS_GroupManagementEvent, SS_UserProfileEvent and SS_EventsMonitoring for events related services.
NOTE 2:	The service APIs exposed by the SEALDD Server and the corresponding service operations, operation semantics and service consumers are specified in clause 5 of 3GPP TS 29.548 [35].
NOTE 3:	The "Create_MBS_Resource", "Update_MBS_Resource", "Delete_MBS_Resource", "Activate_MBS_Resource" and "Deactivate_MBS_Resource" service operations correspond to the stage 2 "Request_Multicast/Broadcast_Resource", "Update_Multicast/Broadcast_Resource", "Delete_Multicast/Broadcast_Resource", "Activate_Multicast_Resource" and "Deactivate_Multicast_Resource" service operations defined in clause 14.4.2 of 3GPP TS 23.434 [2].



Table 5.1-2 summarizes the corresponding APIs defined in this specification. 
Table 5.1-2: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	SS_LocationReporting
	7.1
	Report Location Information Service.
	TS29549_SS_LocationReporting.yaml
	ss-lr
	A.2

	SS_GroupManagement
	7.2
	Group Management Service
	TS29549_SS_GroupManagement.yaml
	ss-gm
	A.3

	SS_UserProfileRetrieval
	7.3
	User Profile Retrieval Service
	TS29549_SS_UserProfileRetrieval.yaml
	ss-upr
	A.4

	SS_NetworkResourceAdaptation
	7.4
	Network Resource Adaptation Service
	TS29549_SS_NetworkResourceAdaptation.yaml
	ss-nra
	A.5

	SS_Events
	7.5
	Events Notify Service
	TS29549_SS_Events.yaml
	ss-events
	A.6

	SS_KeyInfoRetrieval
	7.6
	Key Information Retrieval Service
	TS29549_SS_KeyInfoRetrieval.yaml
	ss-kir
	A.7

	SS_LocationAreaInfoRetrieval
	7.1
	Location Area Info Retrieval Service
	TS29549_SS_LocationAreaInfoRetrieval.yaml
	ss-lair
	A.8

	SS_NetworkSliceAdaptation
	7.7
	Network Slice Adaptation Service
	TS29549_SS_NetworkSliceAdaptation.yaml
	ss-nsa
	A.9

	SS_NetworkResourceMonitoring
	7.4
	Network Resource Monitoring
	TS29549_SS_NetworkResourceMonitoring.yaml
	ss-nrm
	A.10

	SS_VALServiceData
	7.3
	VAL Service Data Service
	TS29549_SS_VALServiceData.yaml
	ss-vsd
	A.11

	SS_VALServiceAreaConfiguration
	7.1
	VAL Service Area Configuration Service
	TS29549_SS_VALServiceAreaConfiguration.yaml
	ss-vsac
	A.12

	SS_KmParameterProvisioning
	7.6
	Key information provisioning service
	TS29549_SS_KmParameterProvisioning.yaml
	ss-kpp
	A.14

	NOTE:	The APIs exposed by the SEALDD Server are specified in clause 5 of 3GPP TS 29.548 [35].




* * * Next Change * * * *
[bookmark: _Toc138754934][bookmark: _Toc144222309]5.7.2	SS_KmParameterProvisioning API
[bookmark: _Toc138754935][bookmark: _Toc144222310]5.7.2.1	Service Description
[bookmark: _Toc138754936][bookmark: _Toc144222311]5.7.2.1.1	Overview
As specified in 3GPP TS 23.434 [2] and 3GPP TS 33.434 [26], the SS_KmParameterProvisioning API enables a VAL server to provision the key parameters information specific to VAL service, VAL User or VAL UE at the Key Management (KM) server over the SEAL KM-S reference point.
[bookmark: _Toc138754937][bookmark: _Toc144222312]5.7.2.2	Service Operations
[bookmark: _Toc138754938][bookmark: _Toc144222313]5.7.2.2.1	Introduction
The service operations defined for the SS_KmParameterProvisioning API are shown in the table 5.7.2.2.1-1.
Table 5.7.2.2.1-1: Operations of the SS_KmParameterProvisioning API
	Service operation name
	Description
	Initiated by

	Provide_Configuration
	This service operation is used by a VAL server to provision the VAL service, VAL User or VAL UE specific key parameter information to the KM server.
	VAL server




[bookmark: _Toc138754939][bookmark: _Toc144222314]5.7.2.2.2	Provide_Configuration
[bookmark: _Toc138754940][bookmark: _Toc144222315]5.7.2.2.2.1	General
This service operation is used by a VAL server to provision key parameter information to the KM server.
[bookmark: _Toc138754941][bookmark: _Toc144222316]5.7.2.2.2.2	VAL server provisioning key parameter information using Provide_Configuration service operation
To provision the VAL service, VAL User or VAL UE specific key parameter information, the VAL server shall send an HTTP POST request message to the KM Server with the request body including the VALKeyConfiguration data structure specified in clause 7.6.2.5.2.2.
Upon receiving HTTP POST message, the key management server shall:
1.	verify the identity of the VAL Server and check if the VAL Server is authorized to provision the key parameter information as specified in 3GPP TS 33.434 [26];
2.	if the VAL Server is authorized to provision the key parameter information, shall create a new resource as defined in 7.6.2.2.2.3.1; and
3.	if the KM Server is unable to satisfy the request, the KM Server shall respond to the VAL Server with an appropriate error status code as defined in clause 7.6.2.5.

* * * Next Change * * * *
[bookmark: _Toc138755374][bookmark: _Toc144222754]7.6.2	SS_KmParameterProvisioning API
[bookmark: _Toc138755375][bookmark: _Toc144222755]7.6.2.1	API URI
The SS_KmParameterProvisioning service shall use the SS_KmParameterProvisioning API.
The request URIs used in HTTP requests from the VAL server towards the Key management server shall have the Resource URI structure as defined in clause 6.5 with the following clarifications:
-	The <apiName> shall be "ss-kpp".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificSuffixes> shall be set as described in clause 7.6.2.2.
[bookmark: _Toc138755376][bookmark: _Toc144222756]7.6.2.2	Resources
[bookmark: _Toc138755377][bookmark: _Toc144222757]7.6.2.2.1	Overview
This clause describes the structure for the Resource URIs and the resources and methods used for the service.
Figure 7.6.2.2.1-1 depicts the resource URIs structure for the SS_KmParameterProvisioning API.


Figure 7.6.2.2.1-1: Resource URI structure of the SS_KmParameterProvisioning API
Table 7.6.2.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 7.6.2.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	Key Records
	/key-records
	POST
	Provision Key management information.



[bookmark: _Toc138755378][bookmark: _Toc144222758]7.6.2.2.2	Resource: Key Records
[bookmark: _Toc138755379][bookmark: _Toc144222759]7.6.2.2.2.1	Description
The Key Records resource represents the key management information of VAL services at a given KM server.
[bookmark: _Toc138755380][bookmark: _Toc144222760]7.6.2.2.2.2	Resource Definition
Resource URI: {apiRoot}/ss-kpp/<apiVersion>/key-records
This resource shall support the resource URI variables defined in the table 7.6.2.2.2.2-1.
Table 7.6.2.2.2.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See clause 6.5



[bookmark: _Toc138755381][bookmark: _Toc144222761]7.6.2.2.2.3	Resource Standard Methods
[bookmark: _Toc138755382][bookmark: _Toc144222762]7.6.2.2.2.3.1	POST
This operation provisions the key management information at the SEAL KM server. This method shall support the URI query parameters specified in table 7.6.2.2.2.3.1-1.
Table 7.6.2.2.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 7.6.2.2.2.3.1-2 and the response data structures and response codes specified in table 7.6.2.2.2.3.1-3.
Table 7.6.2.2.2.3.1-2: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	VALKeyConfig
	M
	1
	Details of the VAL key parameter information that needs to be provisioned, 



Table 7.6.2.2.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	VALKeyConfig
	O
	0..1
	201 Created
	Successful case. The requested VAL key parameter information is successfully provisioned.

The URI of the created resource shall be returned in the "Location" HTTP header. 

	NOTE:	The mandatory HTTP error status codes for the POST method listed in table 5.2.6-1 of 3GPP TS 29.122 [3] also apply.



Table 7.6.2.2.2.3.1-4: Headers supported by the 201 Response Code on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the URI of the newly created resource, according to the structure: {apiRoot}/ss-kpp/<apiVersion>/configurations/{valSvcConfId}



[bookmark: _Toc138755383][bookmark: _Toc144222763]7.6.2.2.2.4		Resource Custom Operations	
There are no resource custom operations defined for this resource in this release of the sepcifciation.
[bookmark: _Toc138755384][bookmark: _Toc144222764]7.6.2.3	Custom operations without associated resources
There are no custom operations without associated resources defined for this API in this release of the sepcifciation.
[bookmark: _Toc138755385][bookmark: _Toc144222765]7.6.2.4	Notifications
There are no notifications defined for this API in this release of the sepcifciation.
[bookmark: _Toc138755386][bookmark: _Toc144222766]7.6.2.5	Data Model
[bookmark: _Toc138755387][bookmark: _Toc144222767]7.6.2.5.1	General
This clause specifies the application data model supported by the API. Data types listed in clause 6.2 apply to this API
Table 7.6.2.5.1-1 specifies the data types defined specifically for the SS_KmParameterProvisioning API service.
Table 7.6.2.5.1-1: SS_KmParameterProvisioning API specific Data Types
	Data type
	Section defined
	Description
	Applicability

	VALKeyConfig
	7.6.2.5.2.2
	Represents details of the VAL key parameter information.
	



Table 7.6.2.5.1-2 specifies data types re-used by the SS_KmParameterProvisioning API service. 
Table 7.6.2.5.1-2: Re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	SupportedFeatures
	3GPP TS 29.571 [21]
	Used to negotiate the applicability of optional features defined in table 7.6.2.6-1.
	

	ValTargetUe
	Clause 7.3.1.4.2.3
	Used to indicate either VAL User ID or VAL UE ID, that are provisioned for a VAL service.
	



[bookmark: _Toc138755388][bookmark: _Toc144222768]7.6.2.5.2	Structured data types
[bookmark: _Toc138755389][bookmark: _Toc144222769]7.6.2.5.2.1	Introduction
[bookmark: _Toc138755390][bookmark: _Toc144222770]7.6.2.5.2.2	Type: VALKeyConfig
Table 7.6.2.5.2.2-1: Definition of type VALKeyConfig
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	sealClientUri
	Uri
	M
	1
	URI of the SEAL Key Management client on the VAL server making the request.
	

	valServiceId
	string
	M
	1
	Identifier of the VAL service whose information is provisioned.
	

	clientId
	string
	C
	0..1
	Information representing the VAL client or client on the VAL server. (NOTE 1)
	

	valTgtUe
	ValTargetUe
	C
	0..1
	String identifying a VAL user or VAL UE. (NOTE 1)
	

	keyPayloadId
	string
	O
	0..1
	Identifier representing the key payload. (NOTE 2)
	

	keyPayload
	string
	C
	0..1
	Key parameter information applicable to the the VAL service, VAL user or VAL UE or VAL client. This attribute shall be present in the key parameter provisioning request (HTTP POST) message.
	

	skmsId
	string
	O
	0..1
	String identifying the SEAL key management server, sending the response. This may be included in key parameter provisioning response.
	

	suppFeat
	SupportedFeatures
	O
	0..1
	Used to negotiate the supported optional features of the API as described in clause 6.8.
This attribute shall be provided in the HTTP POST request and in the response of successful resource creation.
	

	NOTE 1:		Only one of these information elements shall be present.
NOTE 2:		If this attribute is included in the key parameter provisioning request, then the same value shall be present in key parameter provisioning response message.



[bookmark: _Toc138755392][bookmark: _Toc144222772]7.6.2.5.3	Simple data types and enumerations
None.
[bookmark: _Toc138755393][bookmark: _Toc144222773]7.6.2.6	Error Handling
[bookmark: _Toc138755394][bookmark: _Toc144222774]7.6.2.6.1	General
HTTP error handling shall be supported as specified in clause 6.7.
In addition, the requirements in the following clauses shall apply.
[bookmark: _Toc138755395][bookmark: _Toc144222775]7.6.2.6.2	Protocol Errors
In this Release of the specification, there are no additional protocol errors applicable for the SS_KmParameterProvisioning API.
[bookmark: _Toc138755396][bookmark: _Toc144222776]7.6.2.6.3	Application Errors
The application errors defined for SS_ KmParameterProvisioning API are listed in table 7.6.2.5.3-1.
Table 7.6.2.6.3-1: Application errors
	Application Error
	HTTP status code
	Description
	Applicability

	
	
	
	



[bookmark: _Toc138755397][bookmark: _Toc144222777]7.6.2.7	Feature negotiation
General feature negotiation procedures are defined in clause 6.8.
Table 7.6.2.7-1: Supported Features
	Feature number
	Feature Name
	Description

	
	
	




* * * Next Change * * * *

A.14	SS_KmParameterProvisioning API
openapi: 3.0.0

info:
  title: SS_KmParameterProvisioning
  description: |
    API for SEAL Key management.  
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
  version: "1.0.0-alpha.1"

externalDocs:
  description: >
    3GPP TS 29.549 V18.4.0 Service Enabler Architecture Layer for Verticals (SEAL);
    Application Programming Interface (API) specification; Stage 3.
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.549/

security:
  - {}
  - oAuth2ClientCredentials: []

servers:
  - url: '{apiRoot}/ss-kpp/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 6.5 of 3GPP TS 29.549

paths:
  /key-records:
    post:
      description: Provisions VAL Service, VAL user, VAL UE specific key parameter information.
      operationId: CreateKeyConf
      tags:
        - Key records (Collection)
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/VALKeyConfig'
      responses:
        '201':
          description: Key parameter information created sucessfully.
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/VALKeyConfig'
          headers:
            Location:
              description: Contains the URI of the newly created resource.
              required: true
              schema:
                type: string
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29122_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29122_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes: {}

  schemas:
    VALKeyConfig:
      description: Represents details of the Key parameter information.
      type: object
      properties:
        sealClientUri:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/Uri'
        valServiceId:
          type: string
          description: The Identifier of the VAL service related to the key information provisioned.
        clientId:
          type: string
          description: Information of the VAL client or client on the VAL server.
        valTgtUe:
          $ref: 'TS29549_SS_UserProfileRetrieval.yaml#/components/schemas/ValTargetUe'
        keyPayloadId:
          type: string
          description: Identifier representing key parameter information in key payload.
        keyPayload:
          type: string
          description: Key parameter information.
        skmsId:
          type: string
          description: String identifying the SEAL key management server, sending the response.
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - sealClientUri
        - valServiceId
      oneOf:
        - required: [valTgtUe]
        - required: [clientId]


* * * End of Changes * * * *
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