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* * * * First change * * * *
[bookmark: _Toc20407540][bookmark: _Toc36040349][bookmark: _Toc45134240][bookmark: _Toc51763438][bookmark: _Toc59018698][bookmark: _Toc129336416]4.1.1	Overview
The Policy Event Exposure Service, as defined in 3GPP TS 23.502 [3] and 3GPP TS 23.503 [4], is provided by the Policy Control Function (PCF).
This service:
-	allows NF service consumers to subscribe to, modify and unsubscribe from policy control events; and
-	notifies NF service consumers with a corresponding subscription about observed events on the PCF.
The types of observed events include:
-	PLMN identifier notification;
NOTE 1:	Within the PLMN identifier notification event the PLMN Identifier or SNPN Identifier where the UE is currently located is provided. The SNPN Identifier consists of the PLMN Identifier and the NID.
NOTE 2:	Mobility between non-equivalent SNPNs, and between SNPN and PLMN is not supported. When the UE is operating in SNPN access mode, the trigger reports changes of equivalent SNPNs.
-	Access type change; 
-	Satellite backhaul category change;
-	Service area coverage change; and
-	Successful or unsuccessful outcome of the UE Policy Delivery; and
-	Application traffic detection (Start/Stop).
The target of the event reporting may include a group of UE(s) or any UE (i.e. all UEs). When an event occurs, to which the NF service consumer has subscribed, the PCF reports the requested information to the NF service consumer based on the event reporting information definition requested by the NF service consumer (see 3GPP TS 23.502 [3], clause 4.15.1).
* * * * Next change * * * *
[bookmark: _Toc20407541][bookmark: _Toc36040350][bookmark: _Toc45134241][bookmark: _Toc51763439][bookmark: _Toc59018699][bookmark: _Toc129336417]4.1.2	Service Architecture
The 5G System Architecture is defined in 3GPP TS 23.501 [2]. The Policy and Charging related 5G architecture and signalling flows are also described in 3GPP TS 29.513 [8].
The Policy Event Exposure Service (Npcf_EventExposure) is part of the Npcf service-based interface exhibited by the Policy Control Function (PCF).
The only known NF service consumer of the Npcf_EventExposure service areis the Network Exposure Function (NEF) and Application Function (AF).
The Npcf_EventExposure service is provided by the PCF and consumed by NF service consumers (e.g. NEF), as shown in figure 4.1.2-1 for the SBI representation model and in figure 4.1.2-2 for reference point representation model.
[bookmark: _Hlk134533271]Npcf_EventExposure
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Figure 4.1.2-1: Npcf_EventExposure service Architecture, SBI representation



Figure 4.1.2-2: Npcf_EventExposure service Architecture, reference point representation
NOTE:	The NWDAF and the DCCF can be consumers of the Npcf_EventExposure service to perform data collection. However, there is no data collected from the PCF by the NWDAF or the DCCF defined in this release of the specification.
* * * * Next change * * * *
[bookmark: _Toc20407544][bookmark: _Toc36040353][bookmark: _Toc45134244][bookmark: _Toc51763442][bookmark: _Toc59018702][bookmark: _Toc129336420]4.1.3.2	NF Service Consumers
As indicated in clause 4.1.2 above, the only known NF service consumer of the Npcf_EventExposure service areis the Network Exposure Function (NEF) and Application Function (AF).
The Network Exposure Function (NEF) is a functional element that supports the following functionalities:
-	The NEF subscribes for notification related to service specific parameter provisioning.
-	The NEF securely exposes network capabilities and events provided by 3GPP NFs to AF.
-	The NEF provides a means for the AF to securely provide information to 3GPP network and can authenticate, authorize and assist in throttling the AF.
-	The NEF translates the information received from the AF to the one sent to internal 3GPP NFs, and vice versa.
-	The NEF supports exposing information (collected from other 3GPP NFs) to the AF. 
The Application Function (AF) is a functional element that supports the following functionalities:
-	The AF subscribes for application traffic detection notification events from the PCF.
* * * * Next change * * * *
[bookmark: _Toc20407546][bookmark: _Toc36040355][bookmark: _Toc45134246][bookmark: _Toc51763444][bookmark: _Toc59018704][bookmark: _Toc129336422]4.2.1	Introduction
Service operations defined for the Npcf_EventExposure Service are shown in table 4.2.1-1.
Table 4.2.1-1: Npcf_EventExposure Service Operations
	Service Operation Name
	Description
	Initiated by

	Npcf_EventExposure_Subscribe
	This service operation is used by an NF service consumer to subscribe for event notifications on a specified policy control event for a group of UE(s) or any UE, or to modify a subscription.
	NF service consumer (e.g. NEF, AF)

	Npcf_EventExposure_Unsubscribe
	This service operation is used by an NF service consumer to unsubscribe from event notifications.
	NF service consumer (e.g. NEF, AF)

	Npcf_EventExposure_Notify
	This service operation is used by the PCF to report UE related policy control event(s) to the NF service consumer which has subscribed to the event report service.
	PCF



* * * * Next change * * * *
[bookmark: _Toc20407548][bookmark: _Toc36040357][bookmark: _Toc45134248][bookmark: _Toc51763446][bookmark: _Toc59018706][bookmark: _Toc129336424][bookmark: _Toc129336425]4.2.2.1	General
This service operation is used by an NF service consumer to explicitly subscribe for policy events notifications on a specified context for a group of UE(s) or any UE, or to modify an existing subscription.
The following are the types of events for which a subscription can be made:
-	PLMN identifier notification;
NOTE 1:	Within the PLMN identifier notification event the PLMN Identifier or SNPN Identifier where the UE is currently located is provided. The SNPN Identifier consists of the PLMN Identifier and the NID.
NOTE 2:	Mobility between non-equivalent SNPNs, and between SNPN and PLMN is not supported. When the UE is operating in SNPN access mode, the trigger reports changes of equivalent SNPNs.
-	change of Access Type;
-	when the feature "AMPoliciesEvents" is supported, change of Service Area Coverage; 
-	when the feature "SatelliteBackhaul" is supported, satellite backhaul category change; and
-	when the feature "DeliveryOutcome" is supported, UE Policy delivery outcome; and
-	when the feature "ApplicationDetection" is supported, application traffic detection (Start/Stop) event notification.
The following procedures using the Npcf_EventExposure_Subscribe service operation are supported:
-	creating a new subscription;
-	modifying an existing subscription.
NOTE 3:	It is also possible to implicitly subscribe for policy events notifications for a single UE, for a group of UE(s) or any UE. Implicit subscription information is obtained from the UDR for application data. In this case, the PCF will use the callback URI provided by the AF to the UDR, see 3GPP TS 29.519 [24] for the details.
* * * * Next change * * * *
4.2.2.2	Creating a new subscription
Figure 4.2.2.2-1 illustrates the creation of a subscription.


Figure 4.2.2.2-1: Creation of a subscription
To subscribe to event notifications, the NF service consumer shall send an HTTP POST request with: "{apiRoot}/npcf-eventexposure/v1/subscriptions" as request URI as shown in figure 4.2.2.2-1, step 1, and the "PcEventExposureSubsc" data structure as request body.
The "PcEventExposureSubsc" data structure shall include:
-	identification of the policy events to subscribe as "eventSubs" attribute;
-	indication of the UEs to which the subscription applies via:
a)	identification of a group of UE(s) via a "groupId" attribute; or
b)	identification of any UE by omitting the "groupId" attribute;
-	a URI where to receive the requested notifications as "notifUri" attribute; and
-	a Notification Correlation Identifier assigned by the NF service consumer for the requested notifications as "notifId" attribute.
The "PcEventExposureSubsc" data structure may also include:
-	description of the event reporting information as "eventsRepInfo", which may include:
a)	event notification method (periodic, one time, on event detection) as "notifMethod" attribute;
b)	Maximum Number of Reports as "maxReportNbr" attribute;
c)	Monitoring Duration as "monDur" attribute;
d)	repetition period for periodic reporting as "repPeriod" attribute;
e)	immediate reporting indication as "immRep" attribute;
f)	sampling ratio as "sampRatio" attribute;
g)	group reporting guard time as "grpRepTime" attribute;
h)	partitioning criteria for partitioning the UEs before performing sampling as "partitionCriteria" attribute if the EneNA feature is supported; and/or
i)	a notification flag as "notifFlag" attribute if the EneNA feature is supported;
-	if the supported feature "ExtendedSessionInformation" is supported, to filter the AF sessions for which the policy event report shall occur, the identification of the services one or more AF sessions may belong to as "filterServices" attribute, which may include per service identification:
a)	a list of ethernet flows in the "servEthFlows" attribute; or
b)	a list of IP flows in the "servIpFlows" attribute; and/or
c)	an AF application identifier in the "afAppId" attribute;
-	to filter the DNNs for which the policy event report shall occur, the identification of the DNNs in the "filterDnns" attribute;
-	to filter the S-NSSAIs for which the policy event report shall occur, the identification of the S-NSSAIs in the "filterSnssais" attribute; and
-	when the feature "EneNA" is supported, to filter the specific DNN and S-NSSAI combination list for which the policy event report shall occur, the identification of each combination within the "snssaiDnn" attribute; and
-	when the feature "AppDetection" is supported, to filter the specific DNN, S-NSSAI within the "snssaiDnn" attribute and the application identifier within the "afAppId" for which the application traffic detection event report shall occur.
If the PCF cannot successfully fulfil the received HTTP POST request due to an internal PCF error or an error in the HTTP POST request, the PCF shall send an HTTP error response as specified in clause 5.7.
Upon successful reception of the HTTP POST request with "{apiRoot}/npcf-eventexposure/v1/subscriptions" as request URI and "PcEventExposureSubsc" data structure as request body, the PCF shall create a new "Individual Policy Events Subscription" resource, store the subscription and send a HTTP "201 Created" response as shown in figure 4.2.2.2-1, step 2. The PCF shall include in the "201 Created" response:
-	a Location header field; and
-	an "PcEventExposureSubsc" data type in the payload body.
The Location header field shall contain the URI of the created individual application session context resource i.e. "{apiRoot}/npcf-eventexposure/v1/subscriptions/{subscriptionId}".
The "PcEventExposureSubsc" data type payload body shall contain the representation of the created "Individual Policy Events Subscription".
When the "monDur" attribute is included in the response, it represents a server selected expiry time that is equal or less than a possible expiry time in the request.
When the "immRep" attribute set to true is included in the subscription and the subscribed policy control events are available:
-	if the feature "ERIR" is not supported, the PCF shall immediately notify the NF service consumer with the current available value(s) for the subscribed event(s) using the Npcf_EventExposure_Notify service operation, as described in clause 4.2.4.2.
-	if the feature "ERIR" is supported, the PCF shall immediately notify the NF service consumer with the current available value(s) for the subscribed event(s) within the HTTP "201 Created" response as shown in figure 4.2.2.2-1, step 2. The "PcEventExposureSubsc" data type shall include the corresponding event(s) notification within the "eventNotifs" attribute, as described in clause 4.2.4.2.
When the sampling ratio as the "sampRatio" attribute is included in the subscription without a "partitionCriteria" attribute, the PCF shall select a random subset of UEs among the target UEs according to the sampling ratio and only report the event(s) related to the selected subset of UEs. If the "partitionCriteria" attribute is additionally included, then the PCF shall first partition the UEs according to the value of the "partitionCriteria" attribute and then select a random subset of UEs from each partition according to the sampling ratio and only report the event(s) related to the selected subsets of UEs.
When the group reporting guard time as the "grpRepTime" attribute is included in the subscription, the PCF shall accumulate all the event reports for the target UEs until the group reporting guard time expires. Then the PCF shall notify the NF service consumer using the Npcf_EventExposure_Notify service operation, as described in clause 4.2.4.2.
When the "notifFlag" attribute is included and set to "DEACTIVATE" in the request, the PCF shall mute the event notification and store the available events.
* * * * Next change * * * *
[bookmark: _Toc20407556][bookmark: _Toc36040365][bookmark: _Toc45134256][bookmark: _Toc51763454][bookmark: _Toc59018714][bookmark: _Toc129336432]4.2.4.2	Notification about subscribed events
Figure 4.2.4.2-1 illustrates the notification about subscribed events.


Figure 4.2.4.2-1: Notification about subscribed events
If the PCF observes policy control related event(s) for which an NF service consumer has subscribed explicitly as defined in clause 4.2.2 or implicitly when the subscription information is obtained from the UDR for application data, the PCF shall send an HTTP POST request as shown in figure 4.2.4.2-1, step 1, with the "{notifUri}" as request URI containing the value previously provided by the NF service consumer within the corresponding subscription or containing the callback URI provided by the AF to the UDR, and the "PcEventExposureNotif" data structure.
The "PcEventExposureNotif" data structure shall include:
-	The notification correlation ID provided by the NF service consumer during the subscription as "notifId" attribute or obtained from the UDR as specified in 3GPP TS 29.519 [24]; and
-	information about the observed event(s) within the "eventNotifs" attribute that shall contain for each observed event an "PcEventNotification" data structure that shall include:
1.	the Policy Control event as "event" attribute;
2.	for an access type change:
a)	new access type as "accType" attribute;
b)	the new RAT type as "ratType" attribute, if applicable for the notified access type; and
c)	if the "ATSSS" feature is supported:
i.	if it is the first access type report for a PDU session, and both, 3GPP and non-3GPP access information is available, the "addAccessInfo" attribute. The "addAccessInfo" attribute contains the additional access type information, where the access type is encoded in the "accessType" attribute, and the RAT type is encoded in the "ratType" attribute when applicable for the notified access type;
ii.	if it is a subsequent access type change report:
-	if a new access type is added to the MA PDU session, the "addAccessInfo" attribute with the added access type encoded in the "accessType" attribute, and the RAT type encoded in the "ratType" attribute when applicable for the notified access type;
-	if an access type is released in the MA PDU session, the "relAccessInfo" attribute with the released access type encoded in the "accessType" attribute, and the RAT type encoded in the "ratType" attribute when applicable for the notified access type; and
NOTE 1:	For a MA PDU session, if the "ATSSS" feature is not supported by the AF, the PCF includes the "accessType" attribute and the "ratType" attribute with a currently active combination of access type and RAT type (if applicable for the notified access type). When both 3GPP and non-3GPP accesses are available, the PCF includes the information corresponding to the 3GPP access.
d)	for EPC interworking scenarios, the ePDG address as "anGwAddr" attribute, if applicable for the notified access type;
3.	for a PLMN change:
a)	new network identity containing the PLMN Identifier or the SNPN Identifier in the "plmnId" attribute;
NOTE 2:	The SNPN Identifier consists of the PLMN Identifier and the NID.
NOTE 3:	Mobility between non-equivalent SNPNs, and between SNPN and PLMN is not supported. When the UE is operating in SNPN access mode, the trigger reports changes of equivalent SNPNs.
[bookmark: _Hlk93941427]4.	when the feature "AMPoliciesEvents" is supported, for a service area coverage change, the new service area coverage in the "appliedCov" attribute, encoded as specified in 3GPP TS 29.534 [23], clause 4.2.7.4;
NOTE 4:	The service area coverage change event is met and the notification is triggered when the PCF determines the tracking areas where the service is allowed in relation to the NF consumer requested service area coverage. The actual service area coverage for the UE might be larger than the one reported with the service area coverage change event.
5.	when the feature "SatelliteBackhaul" is supported, for a satellite backhaul category change:
a)	the satellite backhaul category (i.e., GEO, MEO, LEO, or other satellite) or the indication of non-satellite backhaul category in the "satBackhaulCategory" attribute;
6.	when the feature "DeliveryOutcome" is supported, to report the unsuccessful outcome of the UE Policy Delivery related to the invocation of AF provisioned service parameters, the reason of failure within the "delivFailure" attribute;
7.	the identity of the affected UE in the "supi" attribute and, if available, in the "gpsi" attribute;
8.	the time at which the event was observed encoded as "timeStamp" attribute;
9.	if available, and if the feature "ExtendedSessionInformation" is supported, information about the PDU session involved in the reported event in the "pduSessInfo" attribute, that shall include:
a)	the S-NSSAI of the PDU session in the "snssai" attribute;
b)	the DNN of the PDU session in the "dnn" attribute; and
c)	the IPv4 address in the "ueIpv4" attribute and/or the IPv6 prefix in the "ueIpv6" attribute, or the Ethernet MAC address in the "ueMac" attribute; and
if the IPv4 address is included in the "ueIpv4" attribute, may include the IP domain in the "ipDomain" attribute;
10.	if available, and if the feature "ExtendedSessionInformation" is supported, information about the services involved in the reported event in the indicated PDU session in the "repServices" attribute, which may include per identified service:
[bookmark: _Hlk528673911]a)	a list of Ethernet flows in the "servEthFlows" attribute which contains an impacted Ethernet flow number within the "flowNumber" attribute in each EthernetFlowInfo data structure; or
b)	a list of IP flows in the "servIpFlows" attribute which contains an impacted IP flow number within the "flowNumber" attribute in each IpFlowInfo data structure; and/or
c)	an AF application identifier in the "afAppId" attribute.
11.	if available, and if the feature "AppDetection" is supported:
a)	the "appDetReports" array, for each detected application's traffic report shall include: 
i)	the "appDetNotifType" attribute to indicate whether the detection is about the start of the application's traffic encoded as the "APP_START" value, or about the stop of the application's traffic encoded as the "APP_STOP" value; and
ii)		the UE identifier within the "ueId" attribute associated with the application traffic detection.
If the NF service consumer cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the NF service consumer shall send an HTTP error response as specified in clause 5.7.
If the feature "ES3XX" is supported, and the NF service consumer determines the received HTTP POST request needs to be redirected, the NF service consumer shall send an HTTP redirect response as specified in clause 6.10.9 of 3GPP TS 29.500 [5].
Upon successful reception of the HTTP POST request with "{notifUri}" as request URI and a "PcEventExposureNotif" data structure as request body, the NF service consumer shall send a "204 No Content" HTTP response, as shown in figure 4.2.4.2-1, step 2, for a successful processing.
* * * * Next change * * * *
[bookmark: _Toc20407594][bookmark: _Toc36040403][bookmark: _Toc45134294][bookmark: _Toc51763492][bookmark: _Toc59018752][bookmark: _Toc129336470]5.6.2.2	Type PcEventExposureSubsc
Table 5.6.2.2-1: Definition of type PcEventExposureSubsc
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	eventSubs
	array(PcEvent)
	M
	1..N
	Subscribed Policy Control events.
	

	eventsRepInfo
	ReportingInformation
	O
	0..1
	Represents the reporting requirements of the subscription.
	

	groupId
	GroupId
	C
	0..1
	Represents an internal group identifier and identifies a group of UEs. It shall be present when the subscription is targeting a Group of UE(s).
	

	afAppId
	string
	O
	0..1
	AF application identifier. It shall be present when the event "APP_DETECTION" is subscribed.
	AppDetection

	filterDnns
	array(Dnn)
	O
	1..N
	Represents the DNNs for which the policy event report shall apply. Each DNN is a full DNN with both the Network Identifier and Operator Identifier, or a DNN with the Network Identifier only. If omitted it represents any DNN.
	

	filterSnssais
	array(Snssai)
	O
	1..N
	Represents the S-NSSAIs for which the policy event report shall apply. If omitted it represents any S-NSSAI.
	

	snssaiDnn
	array(SnssaiDnnCombination)
	O
	1..N
	Represents the combination list of S-NSSAI and DNN for which the policy event or application traffic detection report shall apply. If omitted, it represents any combination. (NOTE 2)
	EneNA, AppDetection

	filterServices
	array(ServiceIdentification)
	O
	1..N
	Represents the services for which the policy event report shall apply. If omitted, the policy event report shall apply for all the active services.
	ExtendedSessionInformation

	notifUri
	Uri
	M
	1
	Notification URI for Policy Control event reporting.
	

	notifId
	string
	M
	1
	Notification Correlation ID assigned by the NF service consumer.
	

	eventNotifs
	array(PcEventNotification)
	C
	1..N
	Represents the Policy Control Events to be reported in the Npcf_EvenExposure_Subscribe response.
It shall be present in the resource creation/update response when the "eventsRepInfo" attribute includes the "immRep" attribute set to true. Otherwise, it shall be omitted.
	ERIR

	suppFeat
	SupportedFeatures
	C
	0..1
	This IE represents a list of Supported features used as described in clause 5.8.
Shall be present in the HTTP POST request/response. (NOTE 1)
	

	NOTE 1:	In the HTTP request, it represents the set of features supported by the NF service consumer. In the HTTP response, it represents the set of features supported by both the NF service consumer and the PCF.
NOTE 2:	For the feature "AppDetection", only one entry for "snssaiDnn" attribute shall be provided



[bookmark: _Toc20407604][bookmark: _Toc36040413][bookmark: _Toc45134304][bookmark: _Toc51763502][bookmark: _Toc59018763][bookmark: _Toc129336481]* * * * Next change * * * *
[bookmark: _Toc20407600][bookmark: _Toc36040409][bookmark: _Toc45134300][bookmark: _Toc51763498][bookmark: _Toc59018758][bookmark: _Toc129336476]5.6.2.8	Type PcEventNotification
Table 5.6.2.8-1: Definition of type PcEventNotification
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	event
	PcEvent
	M
	1..N
	Reported Policy Control event.
	

	appDetReports
	array(AppDetReport)
	C
	0..N
	Includes the detected application traffic report. It shall be present when the notified event is "APP_DETECTION".
	AppDetection

	accType
	AccessType
	C
	0..1
	Access Type. It shall be included when the reported PcEvent is "AC_TY_CH".
	

	addAccessInfo
	AdditionalAccessInfo
	O
	0..1
	Indicates the additional combination of Access Type and RAT Type available for MA PDU session. It may be present when the notified event is "AC_TY_CH" and the PDU session is a Multi-Access PDU session.
	ATSSS

	relAccessInfo
	AdditionalAccessInfo
	O
	0..1
	Indicates the release of a combination of Access Type and RAT Type available for MA PDU session. It may be present when the notified event is "AC_TY_CH" and the PDU session is a Multi-Access PDU session.
	ATSSS

	anGwAddr
	AnGwAddress
	O
	0..1
	ePDG address. It shall be included if applicable when the reported PcEvent is "AC_TY_CH".
	

	ratType
	RatType
	O
	0..1
	RAT Type. It shall be included if applicable when the reported PcEvent is "AC_TY_CH".
	

	plmnId
	PlmnIdNid
	C
	0..1
	PLMN Identifier or the SNPN Identifier. It shall be included when the reported PcEvent is "PLMN_CH".
(NOTE)
	

	appliedCov
	ServiceAreaCoverageInfo
	C
	0..1
	The list of applied allowed Tracking Areas for the serving network where the UE is camping. It shall be included when the reported PcEvent is "SAC_CH".
	AMPoliciesEvents

	supi
	Supi
	C
	0..1
	SUPI of the UE. It shall be present if available.
	

	gpsi
	Gpsi
	O
	0..1
	Gpsi shall contain either an External Id or an MSISDN.
	

	timeStamp
	DateTime
	M
	1
	Time at which the event is observed.
	

	pduSessInfo
	PduSessionInformation
	O
	0..1
	Represents PDU session information related to the observed event.
	ExtendedSessionInformation

	repServices
	ServiceIdentification
	O
	0..1
	Represents service information related to the observed event.
	ExtendedSessionInformation

	satBackhaulCategory
	SatelliteBackhaulCategory
	C
	0..1
	Indicates the satellite or non-satellite backhaul category of the PDU session. It shall be included when the reported PcEvent is "SAT_CATEGORY_CH".
	SatelliteBackhaul

	delivFailure
	Failure
	C
	0..1
	Indicates the failure reason for an unsuccessful outcome of the UE Policy Delivery. It shall be included when the reported PcEvent is "UNSUCCESS_UE_POL_DEL_SP".
	DeliveryOutcome

	NOTE:	The SNPN Identifier consists of the PLMN Identifier and the NID.
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Table 5.6.2.11-1: Definition of type AppDetReport
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	appDetNotifType
	AppDetNotifType
	M
	1
	Indicates whether the report is about the detection of application traffic start or application traffic stop.
	

	ueId
	Supi
	M
	1
	It indicates the UE identifier of the detected application traffic event.
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The enumeration PcEvent represents the policy control events that can be subscribed. It shall comply with the provisions defined in table 5.6.3.3-1.
Table 5.6.3.3-1: Enumeration PcEvent
	Enumeration value
	Description
	Applicability

	AC_TY_CH
	Access Type Change
	

	APP_DETECTION
	Application traffic detection report is requested.
	AppDetection

	PLMN_CH
	PLMN Change
	

	SAC_CH
	Service Area Coverage change
	AMPoliciesEvents

	SAT_CATEGORY_CH
	Indicates that a change between different satellite backhaul category, or non-satellite backhaul, has been detected.
	SatelliteBackhaul

	SUCCESS_UE_POL_DEL_SP
	Indicates about the successful UE Policy delivery related to the invocation of AF provisioned service parameters.
	DeliveryOutcome

	UNSUCCESS_UE_POL_DEL_SP
	Indicates about the unsuccessful UE Policy delivery related to the invocation of AF provisioned service parameters.
	DeliveryOutcome
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The enumeration "AppDetNotifType" represents the types of reports bound to the notification of application traffic detection information.
Table 5.6.3.4-1: Enumeration AppDetNotifType
	Enumeration value
	Description
	Applicability

	APP_START
	The start of application's traffic is detected.
	

	APP_STOP
	The stop of application's traffic is detected.
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The optional features in table 5.8-1 are defined for the Npcf_EventExposure API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [5].
Table 5.8-1: Supported Features
	Feature number
	Feature Name
	Description

	1
	ExtendedSessionInformation
	Indicates the support of additional session information in the subscription and report of policy control event.

	2
	MacAddressRange
	Indicates the support of a set of MAC addresses with a specific range in the traffic filter.

	3
	ATSSS
	Indicates the support of the report of the multiple access types of a MA PDU session.

	4
	ES3XX
	Extended Support for 3xx redirections. This feature indicates the support of redirection for any service operation, according to Stateless NF procedures as specified in clauses 6.5.3.2 and 6.5.3.3 of 3GPP TS 29.500 [5] and according to HTTP redirection principles for indirect communication, as specified in clause 6.10.9 of 3GPP TS 29.500 [5]. 

	5
	AMPoliciesEvents
	Indicates the support of the report of changes of service area coverage for a UE.

	6
	EneNA
	This feature indicates support for the enhancements of network data analytics requirements.

	7
	SatelliteBackhaul
	Indicates the support of the report of the satellite or non-satellite backhaul category of the PDU session.

	8
	DeliveryOutcome
	Indicates the support of notifications about the outcome of the UE Policy delivery related to the invocation of AF provisioned service parameters.

	9
	ERIR
	Indicates the support of immediate report within the subscription response.

	10
	AppDetection
	This feature indicates the support of the subscription to notifications of the detection of the start and stop of an application's traffic.
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openapi: 3.0.0
info:
  version: 1.3.0-alpha.2
  title: Npcf_EventExposure
  description: |
    PCF Event Exposure Service.  
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.523 V18.1.0; 5G System; Policy Control Event Exposure Service; Stage 3.
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.523/

servers:
  - url: '{apiRoot}/npcf-eventexposure/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501
        
security:
  - {}
  - oAuth2ClientCredentials:
    - npcf-eventexposure

paths:
  /subscriptions:
    post:
      summary: Creates a new Individual Policy Control Events Subscription resource
      operationId: PostPcEventExposureSubsc
      tags:
        - Policy Control Events Subscription (Collection)
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/PcEventExposureSubsc'
      responses:
        '201':
          description: Success
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/PcEventExposureSubsc'
          headers:
            Location:
              description: >
                Contains the URI of the created individual policy control events subscription
                resource, according to the structure
                {apiRoot}/npcf-eventexposure/v1/subscriptions/{subscriptionId}
              required: true
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
      callbacks:
        PcEventNotification:
          '{$request.body#/notifUri}': 
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/PcEventExposureNotif'
              responses:
                '204':
                  description: No Content, Notification was succesfull.
                '307':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '401':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/401'
                '403':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '411':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '502':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/502'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'
  /subscriptions/{subscriptionId}:
    get:
      summary: "Reads an existing Individual Policy Control Events Subscription"
      operationId: GetPcEventExposureSubsc
      tags:
        - Individual Policy Control Events Subscription (Document)
      parameters:
        - name: subscriptionId
          in: path
          description: Policy Control Event Subscription ID.
          required: true
          schema:
            type: string
      responses:
        '200':
          description: OK. Resource representation is returned.
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/PcEventExposureSubsc'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29571_CommonData.yaml#/components/responses/406'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
    put:
      summary: "Modifies an existing Individual Policy Control Events Subscription "
      operationId: PutPcEventExposureSubsc
      tags:
        - Individual Policy Control Events Subscription (Document)
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/PcEventExposureSubsc'
      parameters:
        - name: subscriptionId
          in: path
          description: Policy Control Event Subscription ID.
          required: true
          schema:
            type: string
      responses:
        '200':
          description: OK. Resource was succesfully modified and representation is returned.
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/PcEventExposureSubsc'
        '204':
          description: No Content. Resource was succesfully modified.
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
    delete:
      summary: "Cancels an existing Individual Policy Control Events Subscription "
      operationId: DeletePcEventExposureSubsc
      tags:
        - Individual Policy Control Events Subscription (Document)
      parameters:
        - name: subscriptionId
          in: path
          description: Policy Control Event Subscription ID.
          required: true
          schema:
            type: string
      responses:
        '204':
          description: No Content. Resource was succesfully deleted.
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'


components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            npcf-eventexposure: Access to the Npcf_EventExposure API.

  schemas:
  
    PcEventExposureNotif:
      description: >
        Represents notifications about Policy Control events related to an Individual
        Policy Events Subscription resource.
      type: object
      properties:
        notifId:
          type: string
        eventNotifs:
          type: array
          items:
            $ref: '#/components/schemas/PcEventNotification'
          minItems: 1
      required:
        - notifId
        - eventNotifs

          
    PcEventExposureSubsc:
      description: Represents an Individual Policy Events Subscription resource.
      type: object
      properties:
        eventSubs:
          type: array
          items:
            $ref: '#/components/schemas/PcEvent'
          minItems: 1
        eventsRepInfo:
          $ref: '#/components/schemas/ReportingInformation'
        groupId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/GroupId'
        afAppId:
          type: string
        filterDnns:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
          minItems: 1
        filterSnssais:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
          minItems: 1
        snssaiDnns:
          type: array
          items:
            $ref: '#/components/schemas/SnssaiDnnCombination'
          minItems: 1
        filterServices:
          type: array
          items:
            $ref: '#/components/schemas/ServiceIdentification'
          minItems: 1
        notifUri:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        notifId:
          type: string
        eventNotifs:
          type: array
          items:
            $ref: '#/components/schemas/PcEventNotification'
          minItems: 1
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - eventSubs
        - notifId
        - notifUri
        
    ReportingInformation:
      description: Represents the type of reporting that the subscription requires.
      type: object
      properties:
        immRep: 
          type: boolean
        notifMethod:
          $ref: 'TS29508_Nsmf_EventExposure.yaml#/components/schemas/NotificationMethod'
        maxReportNbr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uinteger'
        monDur:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        repPeriod:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'
        sampRatio:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SamplingRatio'
        partitionCriteria:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PartitioningCriteria'
          minItems: 1
          description: Criteria for partitioning the UEs before applying the sampling ratio.
        grpRepTime:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'
        notifFlag:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NotificationFlag'
          
    ServiceIdentification:
      description: Identifies the service to which the subscription applies.
      type: object
      properties:
        servEthFlows:
          type: array
          items:
            $ref: '#/components/schemas/EthernetFlowInfo'
          minItems: 1
        servIpFlows:
          type: array
          items:
            $ref: '#/components/schemas/IpFlowInfo'
          minItems: 1
        afAppId:
          $ref: 'TS29514_Npcf_PolicyAuthorization.yaml#/components/schemas/AfAppId'
      # All conditions in allOf must be met
      allOf:
        # First condition is that servEthFlows and servIpFlows are mutually exclusive
        - not:
            required: [servEthFlows, servIpFlows]
        # Second condition is that at least one the servEthFlows, servIpFlows and afAppId shall be present
        - anyOf:
          - required: [servEthFlows]
          - required: [servIpFlows]
          - required: [afAppId]
            
    EthernetFlowInfo:
      description: Identifies an UL/DL ethernet flow.
      type: object
      properties:
        ethFlows: 
          type: array
          items:
            $ref: 'TS29514_Npcf_PolicyAuthorization.yaml#/components/schemas/EthFlowDescription'
          minItems: 1
          maxItems: 2
        flowNumber:
          type: integer
      required:
        - flowNumber
    
    IpFlowInfo:
      description: Identifies an UL/DL IP flow.
      type: object
      properties:
        ipFlows:
          type: array
          items:
            $ref: 'TS29514_Npcf_PolicyAuthorization.yaml#/components/schemas/FlowDescription'
          minItems: 1
          maxItems: 2
        flowNumber:
          type: integer
      required:
        - flowNumber
        
    PcEventNotification:
      description: Represents the information reported for a Policy Control event.
      type: object
      properties:
        event:
          $ref: '#/components/schemas/PcEvent'
        appDetReports:
          type: array
          items:
            $ref: '#/components/schemas/AppDetReport'
          minItems: 1
          description: Includes the detected application traffic report.
        accType:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/AccessType'
        addAccessInfo:
          $ref: 'TS29512_Npcf_SMPolicyControl.yaml#/components/schemas/AdditionalAccessInfo'
        relAccessInfo:
          $ref: 'TS29512_Npcf_SMPolicyControl.yaml#/components/schemas/AdditionalAccessInfo'
        anGwAddr:
          $ref: 'TS29514_Npcf_PolicyAuthorization.yaml#/components/schemas/AnGwAddress'
        ratType: 
          $ref: 'TS29571_CommonData.yaml#/components/schemas/RatType'
        plmnId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnIdNid'
        satBackhaulCategory: 
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SatelliteBackhaulCategory'
        appliedCov:
          $ref: 'TS29534_Npcf_AMPolicyAuthorization.yaml#/components/schemas/ServiceAreaCoverageInfo'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        timeStamp:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        pduSessionInfo:
          $ref: '#/components/schemas/PduSessionInformation'
        repServices:
          $ref: '#/components/schemas/ServiceIdentification'
        delivFailure:
          $ref: 'TS29522_ServiceParameter.yaml#/components/schemas/Failure'
      required:
        - event
        - timeStamp
        
    PduSessionInformation:
      description: Represents PDU session identification information.
      type: object
      properties:
        snssai:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
        dnn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        ueIpv4:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        ueIpv6:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'
        ipDomain:
          type: string
        ueMac:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/MacAddr48'
      required:
        - snssai
        - dnn
      oneOf:
        - required: [ueMac]
        - anyOf:
          - required: [ueIpv4]
          - required: [ueIpv6]
    SnssaiDnnCombination:
      description: Represents a combination of S-NSSAI and DNN(s).
      type: object
      properties:
        snssai:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
        dnns:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
          minItems: 1

    AppDetReport:
      description: >
        Indicates the start or stop of the detected application traffic and the application
        identifier of the detected application traffic.
      type: object
      required:
        - appDetNotifType
        - ueId
      properties:
        appDetNotifType:
          $ref: '#/components/schemas/AppDetNotifType'
        ueId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

# Simple data types and Enumerations

    PcEvent:
      description: Represents the policy control events that can be subscribed.
      anyOf:
      - type: string
        enum:
          - AC_TY_CH
          - APP_DETECTION
          - PLMN_CH
          - SAC_CH
          - SAT_CATEGORY_CH
          - SUCCESS_UE_POL_DEL_SP
          - UNSUCCESS_UE_POL_DEL_SP
      - type: string
        description: >
          This string provides forward-compatibility with future extensions to the enumeration
          and is not used to encode content defined in the present version of this API.

    AppDetNotifType:
      description: Indicates the notification type for Application traffic Detection.
      anyOf:
      - type: string
        enum:
          - APP_START
          - APP_STOP
      - type: string
        description: >
          This string provides forward-compatibility with future extensions to the enumeration
          and is not used to encode content defined in the present version of this API.
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