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* * * * First change * * * *
[bookmark: _Toc66224222][bookmark: _Toc66440526][bookmark: _Toc70541245][bookmark: _Toc83233921][bookmark: _Toc85526837][bookmark: _Toc88659473][bookmark: _Toc88832384][bookmark: _Toc90660271][bookmark: _Toc97194397][bookmark: _Toc112964110][bookmark: _Toc122117267][bookmark: _Toc129285882]4.2.2.3.2	AKMA Application Key request
Figure 4.2.2.3.2-1 shows a scenario where the NF service consumer sends a request to the AAnF to request and get the AKMA Application Key information for the UE (as shown in 3GPP TS 33.535 [14]).


Figure 4.2.2.3.2-1: NF service consumer retrieve AKMA Application Key information
The NF service consumer shall invoke the Naanf_AKMA_ApplicationKey_Get service operation to retrieve the AKMA Application Key information. The NF service consumer shall send for this purpose an HTTP POST request with "{apiRoot}/naanf-akma/<apiVersion>/retrieve-applicationkey" as Resource URI, as shown in step 1 of figure 4.2.2.3.2-1, and the request body containing the AkmaAfKeyRequest data structure. 
If the request corresponds to a Naanf_AKMA_ApplicationKey_AnonUser_Get request, then the AkmaAfKeyRequest shall contain the "anonInd" attribute set to "true".
If the AAnF determines the received HTTP POST request needs to be redirected, the AAnF shall send an HTTP redirect response as specified in clause 6.10.9 of 3GPP TS 29.500 [4].
If the AAnF cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the AAnF shall send an HTTP error response as specified in clause 5.1.7.
The AAnF shall also verify the presence of the UE specific KAKMA key identified by the A-KID.
-	If KAKMA is not present in the AAnF, the AAnF shall reply with an HTTP "403 Forbidden" status code and the response message body including a ProblemDetails data structure with the "cause" attribute set to the "K_AKMA_NOT_PRESENT" application error specified in table 5.1.7.3-1.
-	If AAnF identifies the request is for the Roaming UE, the AAnF shall reply with an HTTP "403 Forbidden" status code and the response message body including a ProblemDetails data structure with the "cause" attribute set to the "AKMA_SERVICE_DENIED_FOR_ROAMING_UE" application error specified in table 5.1.7.3-1.
Editor's Note: Need further clarification from SA3 on how to determine a Roaming UE to support the above scenario.
-	If KAKMA is present in the AAnF, the AAnF shall continue and process the request as specified below.
Upon the reception of the HTTP POST request, the AAnF shall respond with an HTTP "200 OK" status code and the response message body containing the AkmaAfKeyData data structure which shall include:
-	KAF as "kaf" attribute; 
-	KAF expiration time as "expiry" attribute; and
-	SUPI as "supi" attribute, if the "anonInd" attribute was not present in the request or it was present and set to "false".
If the requested AKMA Application Key information for the UE does not exist, the AAnF shall respond with "204 No Content".
If the NF service consumer is an NEF, and if UE identifier is required to relay to the AF based on local policy, the NEF invokes the Nudm_SubscriberDataManagement service defined in 3GPP TS 29.503 [17] to translate the SUPI to a GPSI (External Id), and then invoke the AKMA API to include the GPSI (External Id) in the response to the AF as defined in 3GPP TS 29.522 [16]. The NEF shall not send the SUPI to the AF.
* * * * Next changes * * * *
[bookmark: _Toc35971446][bookmark: _Toc36812177][bookmark: _Toc66224255][bookmark: _Toc66440559][bookmark: _Toc70541279][bookmark: _Toc83233955][bookmark: _Toc85526878][bookmark: _Toc88659514][bookmark: _Toc88832425][bookmark: _Toc90660312][bookmark: _Toc97194437][bookmark: _Toc112964150][bookmark: _Toc122117307][bookmark: _Toc129285922]5.1.7.3	Application Errors
The application errors defined for the Naanf_AKMA service are listed in Table 5.1.7.3-1.
Table 5.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	K_AKMA_NOT_PRESENT
	403 Forbidden
	Indicates that the KAKMA identified by the A-KID provided in the AKMA Application Key retrieval request body is not present at the AAnF.

	AKMA_SERVICE_DENIED_FOR_ROAMING_UE
	403 Forbidden
	Indicates that the AAnF identifies the request is for a Roaming UE and denies the AKMA service.

	AKMA_CONTEXT_NOT_FOUND
	404 Not Found
	Indicates that the AKMA context to be deleted indicated by the "CtxRemove" Data type in the request body is not found.



* * * * End of changes * * * *
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