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Overview
During CT3-122e/CT4-110e Qualcomm introduced the problem to the groups that currently the CN AA payload format is not compatible with the Service-level-AA container specified in TS 24.501 via C3-223183/C4-223295. The issue was not resolved and clarification was sought via an LS to SA2 (C4-223513). In their reply LS on this issue S2-2209274, SA2 has acknowledged the following:
1. The SMF does not need to identify the payload type. From an SMF point of view, it is transparent whether the authorization is for UAV or for C2 connectivity or for both.
2. For uplink direction, UE provides the Payload and Payload Type in the NAS container as per current TS 24.501 Service-level-AA container. The SMF invokes Nnef_Authentication_AuthenticateAuthorize service operation including the Service Level Device Identity and the Payload and Payload Type provided by the UE. 
The UAS NF may need to identify the payload type, as the UAS NF checks the stored UUAA context before forwarding the request from SMF to the USS/UTM. 
3. For downlink direction, it is up to stage 3 to decide whether the UAS NF provides the Payload type along with the payload, which are transparent to the SMF, and the SMF forwards them to the UE.

Considering the transparency and the forwarding role of the SMF, the SMF simply sets the information elements of the Service-level-AA container and the Nnef_Auth API as received from the UAS-NF or the UE, respectively, and forwards them.

The need for the payload type is summarized in the following. If as per cl 5.2.5.2.1 (C2 Authorization request during UUAA-SM procedure in 5GS) of TS 23.256, C2-authorization is done during UUAA-SM:
A. The UE may send either or both types of AA payloads (C2 authorization payload and/or UUAA payload) in step 0. A single binary container as currently specified in TS 29.256 and TS 29.255 provides no interoperable way to carry both these payloads simultaneously, such that these can be recovered by the USS. In other words, simply concatenating two transparent payloads in a single binary container is not an interoperably reversible operation, given that the format of these transparent payloads is beyond the scope of 3GPP specification.
B. The response from USS in step 4 of UUAA-SM may carry either or both types of AA payloads (C2 authorization payload and/or UUAA payload) and authorization results (C2 authorization result and/or UUAA result). Two issues arise:

i. In the absence of payload type indication, the SMF has no way to set the information elements of the Service-level-AA container, which in turn means that the UE cannot distinguish whether the received payload is for UUAA or C2 authorization, so the received payload cannot be forwarded to the proper upper layer application. Note that there can be two applications in the UE, one for UUAA and one for C2 communication, respectively. Accordingly, TS 24.501 and TS 27.007 have been specified to support the routing of the received payload from the network to the appropriate upper layer application in the UE.
ii. TS 29.256 and TS 29.255 do not support the multiple cardinality of the AA payload. Also, these CT3/CT4 specs do not support simultaneous carriage of UUAA and C2-authorization results.
A related issue noted in TS 23.256 is that currently it misses to note C2 payload in step 4 of cl 5.2.5.2.1 (this payload is referred to as “security information” in some subclauses), which hides part of problem "B" above. Note also that stage-2 does specify simultaneous carriage of UUAA and C2-authorization results; there is no ambiguity to this end.
A corresponding solution to address these problems is provided in C3-225225/C4-225312.
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