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* * * * Start of changes * * * *
[bookmark: _Toc85734089][bookmark: _Toc89431388][bookmark: _Toc97042180][bookmark: _Toc97045324][bookmark: _Toc97155069][bookmark: _Toc101521219][bookmark: _Toc104380230][bookmark: _Toc85734076][bookmark: _Toc89431375][bookmark: _Toc97042167][bookmark: _Toc97045311][bookmark: _Toc97155056][bookmark: _Toc100767356][bookmark: _Toc85734077][bookmark: _Toc89431376][bookmark: _Toc97042168][bookmark: _Toc97045312][bookmark: _Toc97155057][bookmark: _Toc100767357]5.4	Eees_UEIdentifier Service  
[bookmark: _Toc85734090][bookmark: _Toc89431389][bookmark: _Toc97042181][bookmark: _Toc97045325][bookmark: _Toc97155070][bookmark: _Toc101521220][bookmark: _Toc104380231]* * * * Next changes * * * *
5.4.1	Service Description
The Eees_UEIdentifier API, as defined in 3GPP TS 23.558 [2], allows an Edge Application Server via Eees interface to obtain from the EES an identifier uniquely identifying a UE from the EES via the Eees interface.

[bookmark: _Toc85734092][bookmark: _Toc89431391][bookmark: _Toc97042183][bookmark: _Toc97045327][bookmark: _Toc97155072][bookmark: _Toc101521222][bookmark: _Toc104380233]* * * * Next changes * * * *
5.4.2.1	Introduction
The service operations defined for Eees_UEIdentifier API is are shown in the table 5.4.2.1-1.
Table 5.4.2.1-1: Operations of the Eees_UEIdentifier API
	Service operation name
	Description
	Initiated by

	Eees_UEIdentifier_Get
	This service operation is used by the EAS to request the retrieval of an EAS specific UE identifier from a given EES that uses 3GPP CN capability to retrieve UE Identifier which is specific to the EAS. 
	EAS



[bookmark: _Toc85734094][bookmark: _Toc89431393][bookmark: _Toc97042185][bookmark: _Toc97045329][bookmark: _Toc97155074][bookmark: _Toc101521224][bookmark: _Toc104380235]* * * * Next changes * * * *
5.4.2.2.1	General
This service operation is used by EAS to obtain an EAS specific UE's identifier (UE ID, as specified in 3GPP TS 23.558 [2]) from a given EES that uses 3GPP CN capability to retrieve UE Identifier which is specific to the EAS.
[bookmark: _Toc85734095][bookmark: _Toc89431394][bookmark: _Toc97042186][bookmark: _Toc97045330][bookmark: _Toc97155075][bookmark: _Toc101521225][bookmark: _Toc104380236]* * * * Next changes * * * *
5.4.2.2.2	EAS obtaining UE identifier from EES using Eees_UEIdentifier_Get operation
To obtain an EAS specific UE's Identifier from the EES, the EAS shall send an HTTP POST request message to the EES with the request URI set to "{apiRoot}/eees-ueidentifier/<apiVersion>/fetch" and the request body with containing the UserInformation data structure including the information about the user or UE available with EAS, for which the UE identifier is requested.
Upon receiving the HTTP POST message from the EAS, the EES shall:
1.	Process the EAS UE Identifier request;
2.	verify the identity of the EAS and check if the EAS is authorized to obtain the UE Identifier;
3.	if the EAS is authorized to obtain the UE's Identifier information, then the EES shall;
a.	invoke the Nnef_UEId service as specified in clause 4.4.32 of 3GPP TS 29.522 [10] or directly interact with the relevant 3GPP 5GC network functions to obtain the UE identifier based on the user information received, and may derive the corresponding DNN and/or S-NSSAI based on the verified identity of the EAS;
b.	upon successful retrieval of the UE identifier, respond with a "200 OK" status code along with the retrieved UE identifier within the Gpsi data structure to the EAS;. and
c.	 Iif the UE identifier cannot be successfully retrieved, or an internal error occurred or there is an error in the received HTTP POST request, the EES shall send return an appropriate HTTP error response as specified in clause 7.7.
If the EES determines that the received HTTP POST request needs to be redirected, the EES may respond with an HTTP "307 Temporary Redirect" status code or an HTTP "308 Permanent Redirect" status code including an HTTP "Location" header containing an alternative URI representing the end point of an alternative EES where the notification should be sent. Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [6].
Editor's Note: How the user's consent is obtained to share the UE identifier with EAS is FFS and to be aligned with security aspects defined by SA3.
* * * * Next changes * * * *
[bookmark: _Toc85734079][bookmark: _Toc89431378][bookmark: _Toc97042170][bookmark: _Toc97045314][bookmark: _Toc97155059][bookmark: _Toc100767359][bookmark: _Toc85734080][bookmark: _Toc89431379][bookmark: _Toc97042171][bookmark: _Toc97045315][bookmark: _Toc97155060][bookmark: _Toc100767360]5.4.2.2.3	User consent management
Based on local regulations' requirements and/or operator policies, user consent management specified in Annex V of 3GPP TS 33.501 [6] may be required for accessing the Eees_UEIdentifier API. When it is the case and the EES is accessing the 3GPP 5GC network services directly, the EES shall act as the consent enforcement entity, as specified in clause 5.1.3 of 3GPP TS 33.558 [20].
When user consent management and enforcement shall be undertaken for the Eees_UEIdentifier API, then:
-	after retrieving the SUPI information from the BSF, the EES shall check user consent for the targeted UE by retrieving the user consent subscription data via the Nudm_SDM service API of the UDM, as specified in clause 5.2.2.2.24 of 3GPP TS 29.503 [22] and:
-	if user consent is not granted for the targeted UE, the EES shall reject the request and respond to the EAS with an HTTP "403 Forbidden" status code with the response body containing a ProblemDetails data structure with the "cause" attribute including the "USER_CONSENT_NOT_GRANTED" application error; and
-	if user consent is granted for the targeted UE, the EES shall accept the request to retrieve the UE identifier information and process it as specified in clause 5.4.2.2.2.
* * * * Next changes * * * *
[bookmark: _Toc85734303][bookmark: _Toc89431602][bookmark: _Toc97042414][bookmark: _Toc97045558][bookmark: _Toc97155303][bookmark: _Toc101521440][bookmark: _Toc104380464][bookmark: _Toc85734081][bookmark: _Toc89431380][bookmark: _Toc97042172][bookmark: _Toc97045316][bookmark: _Toc97155061][bookmark: _Toc100767361]8.3.2	Resources
There are no resources defined for this API in this release of the specification.

* * * * Next changes * * * *
[bookmark: _Toc510696625][bookmark: _Toc35971416][bookmark: _Toc96843362][bookmark: _Toc96844337][bookmark: _Toc97039891][bookmark: _Toc104380468][bookmark: _Toc85734082][bookmark: _Toc89431381][bookmark: _Toc97042173][bookmark: _Toc97045317][bookmark: _Toc97155062][bookmark: _Toc100767362][bookmark: _Toc85734083][bookmark: _Toc89431382][bookmark: _Toc97042174][bookmark: _Toc97045318][bookmark: _Toc97155063][bookmark: _Toc100767363]8.3.3.2.1	Description
This custom operation allows the EAS to obtain an EAS specific UE identifier (UE ID, as specified in 3GPP TS 23.558 [2]) from the EESfetch a UE's identifier, which is UE ID as specified in 3GPP TS 23.558 [2], from the EES for a given UE information.
* * * * Next changes * * * *
[bookmark: _Toc104380469][bookmark: _Toc85734268][bookmark: _Toc89431567][bookmark: _Toc97042379][bookmark: _Toc97045523][bookmark: _Toc97155268][bookmark: _Toc100767555]8.3.3.2.2	Operation Definition
This operation shall support the request data structures and the response data structure and response codes specified in the tables 8.3.3.2.2-1 and 8.3.3.2.2-2.
Table 8.3.3.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	UserInformation
	M
	1
	Information about the User or the UE, available at the EAS.



Table 8.3.3.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	Gpsi
	M
	1
	200 OK
	The UE Identifier (UE ID), returned by the Edge Enabler Server.

	n/a
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing an alternative target URI located in an alternative EES.
Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [6].

	n/a
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing an alternative target URI located in an alternative EES.
Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [6]

	ProblemDetails
	O
	0..1
	403 Forbidden
	(NOTE 2)

	NOTE 1:	The manadatory HTTP error status code for the POST method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.
NOTE 2:	Failure cases are described in clause 8.3.6.3.



[bookmark: _Toc510696627][bookmark: _Toc35971418]Table 8.3.3.2.2-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative target URI located in an alternative UAE Server.



Table 8.3.3.2.2-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative target URI located in an alternative UAE Server.



[bookmark: _Toc85734299][bookmark: _Toc89431598][bookmark: _Toc97042410][bookmark: _Toc97045554][bookmark: _Toc97155299][bookmark: _Toc100767586]* * * * Next changes * * * *
[bookmark: _Toc85734322][bookmark: _Toc89431621][bookmark: _Toc97042433][bookmark: _Toc97045577][bookmark: _Toc97155322][bookmark: _Toc101521459][bookmark: _Toc104380477]8.3.6	Error Handling
General error responses are defined in clause 7.7.
[bookmark: _Toc35971444][bookmark: _Toc94194920][bookmark: _Toc97042657][bookmark: _Toc97045801][bookmark: _Toc97155546][bookmark: _Toc100767822][bookmark: _Toc85734300][bookmark: _Toc89431599][bookmark: _Toc97042411][bookmark: _Toc97045555][bookmark: _Toc97155300][bookmark: _Toc100767587]8.3.6.1	General
For the Eees_UEIdentifier API, HTTP error handling shall be supported as specified in clause 7.7. In addition, the requirements in the following clauses are applicable for the Eees_UEIdentifier.
[bookmark: _Toc35971445][bookmark: _Toc94194921][bookmark: _Toc97042658][bookmark: _Toc97045802][bookmark: _Toc97155547][bookmark: _Toc100767823]8.3.6.2	Protocol Errors
No specific protocol errors for the Eees_UEIdentifier are specified.
[bookmark: _Toc35971446][bookmark: _Toc94194922][bookmark: _Toc97042659][bookmark: _Toc97045803][bookmark: _Toc97155548][bookmark: _Toc100767824]8.3.6.3	Application Errors
The application errors defined for the Eees_UEIdentifier API are listed in Table 8.3.6.3-1.
Table 8.3.6.3-1: Application errors
	Application Error
	HTTP status code
	Description

	USER_CONSENT_NOT_GRANTED
	403 Forbidden
	Indicates that the request is rejected because user consent is not granted.
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