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[bookmark: _Toc85718333][bookmark: _Toc510696593][bookmark: _Toc35971385][bookmark: _Toc63347612][bookmark: _Toc67927725][bookmark: _Toc85786424]* * * First Change * * * *
[bookmark: _Toc94004601][bookmark: _Toc94004817][bookmark: _Toc96940029]4.2.2.2.2	Authentication and Authorization of the UAV
The Naf_Authentication_AuthenticateAuthorize service operation is invoked by an NF Service Consumer (e.g. an NEF (UAS-NF)) towards the USS, when UUAA-MM is done during 5GS registration, UUAA-SM is done during PDU session establishment, or for authorization for C2 (see 3GPP TS 23.256 [14]). 
The NF Service Consumer (e.g. the NEF (UAS-NF)) shall send the authentication message to USS by sending the HTTP POST request towards the "request-auth" resource as shown in Figure 4.2.2.2.2-1.


Figure 4.2.2.2.2-1: AuthenticateAuthorize Service Operation
1.	The NF Service Consumer shall send a POST request to the resource with a UAVAuthInfo object in the request body. The UAVAuthInfo data type shall include:
-	"gpsi" attribute that carries the GPSI (in the format of External Identifier) of the UAV;
-	"serviceLevelId" attribute that carries the Service Level Device Identity of the UAV;
-	"authMsg" attribute that contains the authentication message based on the authentication method used, which is present in the intermediate round-trip messages and not in initial request;
-	"authMsgType" attribute that signals the type of authentication message, and is present when "authMsg" attribute is present;
-	"notifyUri" attribute that provides the notification URI to receive notifications related to reauthentication, reauthorization or revocation triggered by the USS;
The UAVAuthInfo data type may include
-	"uavLocInfo" attribute that provides the UAV location;
-	"notifyCorrId" attribute that represents the notification correlation ID.
In case of UUAA-SM procedure, the UAVAuthInfo data type may also include:
-	"ipAddr" attribute that carries the IP Address associated with the PDU session; and
-	"pei" attribute that carries the PEI of the UAV.
2a.		If the HTTP request message from the NF service consumer is accepted, the USS shall respond with "200 OK" status code with the message body containing the UAVAuthResponse data type in the response body.
	If the USS triggers more intermediate round-trip messages, the UAVAuthResponse data shall include a "authMsg" attribute that contains the authentication message or authorization data and the "authMsgType" attribute.
	Otherwise, the UAVAuthResponse data type shall contain the "authResult" attribute. If the UAV is authenticated successfully, the USS shall set the "authResult" attribute to "AUTH_SUCCESS". The UAVAuthResponse data type may include the authorized "authMsg" attribute delivering configuration information to the UAV. 
2b.	If the USS cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the USS shall send the HTTP error response as specified in clause 5.1.7. 
	If the UAV authentication is failed, the USS shall reject the request with an HTTP "403 Forbidden" response message including the "cause" attribute of the ProblemDetailsAuthenticateAuthorize data structure set to "FAILED_AUTH". The USS shall also include an indication of "uasResRelInd" attribute in the ProblemDetailsAuthenticateAuthorize data type to indicate if an UAS service related network resource can be released or not, during re-authentication failure, when the service operation is used during Re-authentication procedure.
Editor's Note:	Handling of other failures (ex: during Re-authorization) is FFS.
If the USS determines the received HTTP POST request needs to be redirected, the USS shall send an HTTP redirect response as specified in clause 6.10.9 of 3GPP TS 29.500 [4].
* * * Next Change * * * *
[bookmark: _Toc70598411][bookmark: _Toc94004604][bookmark: _Toc94004820][bookmark: _Toc96940032]4.2.2.3.2	Notification for Reauthentication, Reauthorization or Revocation
The Naf_Authentication_Notification service operation is invoked by the USS to inform a NF Service Consumer (e.g. NEF (UAS-NF)), when USS triggers reauthentication, update authorization data or revoke authorization of the UAV.
The USS shall send the request by sending the HTTP POST method towards the Notification URI as shown in Figure 4.2.2.3.2-1.


Figure 4.2.2.3.2-1: UAV Notification Service Operation
[bookmark: _Hlk71623706]1.	The USS shall send a POST request towards the Notification URI received in the Authenticate service operation request (See clause 4.2.2.1). The request body shall contain a ReauthRevokeNotify object containing the reauthentication information, update authorization information or revoke authorization indication. The ReauthRevokeNotify data type shall include
-	the "gpsi" attribute is set to the GPSI (in the format of External Identifier) of the given UAV required to be reauthenticated, reauthorized or revoked;
[bookmark: _Hlk80688384]-	the "serviceLevelId" attribute is set to the Service Level Device Identity of the UAV;
[bookmark: _Hlk96939383][bookmark: _Hlk96939409]-	the "notifyCorrId" attribute is set to the same value as the "notifyCorrId" attribute of UAVAuthInfo data type received in the request;
-	the "notifyType" attribute is set to REAUTHENTICATE for reauthentication and set to REAUTHORIZE for authorization data update and set to REVOKE for revocation of authorization. In addition, if "notifyType" attribute is set to REAUTHORIZE, then attribute "authMsg" containing the authorization data and "authMsgType" shall be included. 
The ReauthRevokeNotify may also include:
-	the "ipAddr" attribute carries the IP Address associated with the PDU session;
2a.	On success, "204 No content" shall be returned without response body.
2b.	If the NF service consumer cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the NF service consumer shall send an HTTP error response as specified in clause 5.1.7.
	If the NF service consumer determines the received HTTP POST request needs to be redirected, the NF service consumer shall send an HTTP redirect response as specified in clause 6.10.9 of 3GPP TS 29.500 [4].
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc67903544][bookmark: _Toc70598467][bookmark: _Toc94004628][bookmark: _Toc94004844][bookmark: _Toc96940056]* * * Next Change * * * *
5.1.6.1	General
This clause specifies the application data model supported by the Naf_Authentication API.
Table 5.1.6.1-1 specifies the data types defined for the Naf_Authentication service based interface protocol.
Table 5.1.6.1-1: Naf_Authentication specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	[bookmark: _Hlk71560146]UAVAuthInfo
	5.1.6.2.2
	Information within Authenticate Request
	

	UAVAuthResponse
	5.1.6.2.4
	Information within Authenticate Response
	

	AuthResult
	5.1.6.3.3
	Enumeration indicating authentication result
	

	ReauthRevokeNotify
	5.1.6.2.3
	Information within notification
	

	NotifyType
	5.1.6.3.4
	Enumeration Notification type
	

	ProblemDetailsAuthenticateAuthorize
	5.1.6.4.1
	Data type that extends ProblemDetails.
	

	AdditionInfoAuthenticateAuthorize
	5.1.6.2.5
	Contains more details (not only the ProblemDetails) in case an UAV authentication request is rejected.
	

	RevokeCause
	5.1.6.3.5
	The enumeration represents the cause of UAV revocation.
	

	AuthMsgType
	5.1.6.3.X
	Enumeration type of AA message.
	



Table 5.1.6.1-2 specifies data types re-used by the Naf_Authentication service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Naf_Authentication service based interface.
Table 5.1.6.1-2: Naf_Authentication re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	Pei
	3GPP TS 29.571 [15]
	Permanent Equipment Identifier
	

	RedirectResponse
	3GPP TS 29.571 [15]
	Contains redirection related information.
	

	Uri
	3GPP TS 29.571 [15]
	Uri
	

	Gpsi
	3GPP TS 29.571 [15]
	GPSI
	

	IpAddr
	3GPP TS 29.571 [15]
	IPv4 address
	

	LocationArea5G
	3GPP TS 29.122 [16]
	User location
	

	SupportedFeatures
	3GPP TS 29.571 [15]
	Used to negotiate the applicability of the optional features defined in table 5.1.8-1.
	




* * * Next Change * * * *
[bookmark: _Toc510696636][bookmark: _Toc35971431][bookmark: _Toc67903547][bookmark: _Toc70598470][bookmark: _Toc94004631][bookmark: _Toc94004847][bookmark: _Toc96940059]5.1.6.2.2	Type: UAVAuthInfo
Table 5.1.6.2.2-1: Definition of type UAVAuthInfo
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	[bookmark: _Hlk79407407]gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	[bookmark: _Hlk79407517]serviceLevelId
	string
	M
	1
	[bookmark: _Hlk71618417]Service Level Device Identity of the UAV
	

	ipAddr
	IpAddr
	O
	0..1
	When present, this attribute indicates the IP address associated with the PDU session.
	

	authMsg
	string
	O
	0..1
	Contains the authentication message or authorization data (which is not present in the initial request) used in the subsequent request messages during multiple round trip message exchanges.
	

	authMsgType
	AuthMsgType
	C
	0..1
	This IE shall be present when authMsg IE is present. Indicates the type of message.
	

	[bookmark: _Hlk79408228]pei
	Pei
	O
	0..1
	PEI associated with the UAV.
	

	notifyUri
	Uri
	C
	0..1
	This attribute shall be present in the initial authentication message.

It carries the notification URI to receive reauthentication, reauthorization or revocation related notifications
	

	notifyCorrId
	string
	O
	0..1
	Notification correlation ID assigned by the NF service consumer.
	

	uavLocInfo
	LocationArea5G
	O
	0..1
	This attribute shall contain the UE location information if it is available.
	

	suppFeat
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 5.1.8 is supported.
	


* * * Next Change * * * *
[bookmark: _Toc510696637][bookmark: _Toc35971432][bookmark: _Toc67903548][bookmark: _Toc70598471][bookmark: _Toc94004632][bookmark: _Toc94004848][bookmark: _Toc96940060]5.1.6.2.3	Type: ReauthRevokeNotify
Table 5.1.6.2.3-1: Definition of type ReauthRevokeNotify
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	serviceLevelId
	string
	M
	1
	Service Level Device Identity of the UAV
	

	authMsg
	string
	C
	0..1
	Contains the authentication message or authorization data.
This attribute shall be present when "notifyType" attribute is set to REAUTHORIZE.
	

	authMsgType
	AuthMsgType
	C
	0..1
	This IE shall be present when authMsg IE is present. Indicates the type of message.
	

	ipAddr
	IpAddr
	O
	0..1
	[bookmark: _Hlk71626514]When present, this IE indicates the IP address associated with the PDU session.
	

	notifyCorrId
	string
	C
	0..1
	Notification correlation ID used to identify the request to which the notification relates.
It shall be present if the "notifyCorrId" attribute is provided in the request and set to the same value as the "notifyCorrId" attribute of UAVAuthInfo data type.

	

	notifyType
	NotifyType
	M
	1
	This attribute shall contain the notification type.
	



* * * Next Change * * * *
[bookmark: _Toc94004633][bookmark: _Toc94004849][bookmark: _Toc96940061]5.1.6.2.4	Type: UAVAuthResponse
Table 5.1.6.2.4-1: Definition of type UAVAuthResponse
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	[bookmark: _Hlk71566201]authResult
	AuthResult
	O
	0..1
	Conveys the UAV authentication result (success/failure)
	

	[bookmark: _Hlk71618598]authMsg
	string
	O
	0..1
	[bookmark: _Hlk71619244]Contains the authentication message or authorization data.
	

	authMsgType
	AuthMsgType
	C
	0..1
	This IE shall be present when authMsg IE is present. Indicates the type of message.
	

	serviceLevelId
	string
	O
	0..1
	This attribute contains the authorized Service Level Device Identity
	

	suppFeat
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 5.1.8 is supported.
	



* * * Next Change * * * *
[bookmark: _Toc94083893][bookmark: _Toc97306006]5.1.6.3.X	Enumeration: AuthMsgType
The enumeration AuthMsgType represents the type of AA message. It shall comply with the provisions defined in table 6.1.6.3.X-1.
Table 5.1.6.3.X-1: Enumeration AuthMsgType
	Enumeration value
	Description
	Applicability

	"UUAA"
	UUAA payload.
	

	"C2AUTH"
	C2 authorization payload.
	



* * * Next Change * * * *
[bookmark: _Toc85718338][bookmark: _Toc94004651][bookmark: _Toc94004867][bookmark: _Toc96940079][bookmark: _Hlk81080223]A.2	Naf_Authentication API
[bookmark: _Hlk515639407]openapi: 3.0.0
info:
  title: Naf_Authentication
  version: 1.0.0-alpha.4
  description: |
    AF Authentication Service.
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.255 V17.0.0; 5G System;Uncrewed Aerial System Service Supplier (USS) Services; Stage 3
  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.255/

<<< Removed for clarity >>>





  schemas:
#
# STRUCTURED DATA TYPES
#
    UAVAuthInfo:
      description: UAV auth data
      type: object
      required:
        - gpsi
        - serviceLevelId
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        serviceLevelId:
          type: string
        notifyUri:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        notifyCorrId:
          type: string
        ipAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'
        pei:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Pei'
        authMsg:
          type: string
        authMsgType:
          $ref: '#/components/schemas/AuthMsgType'
        uavLocInfo:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/LocationArea5G'
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

    UAVAuthResponse:
      description: UAV auth response data
      type: object
      required:
        - gpsi
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        serviceLevelId:
          type: string
        authMsg:
          type: string
        authMsgType:
          $ref: '#/components/schemas/AuthMsgType'
        authResult:
          $ref: '#/components/schemas/AuthResult'
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'


    ReauthRevokeNotify:
      description: UAV related notification
      type: object
      required:
        - gpsi
        - serviceLevelId
        - notifyType
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        serviceLevelId:
          type: string
        notifyCorrId:
          type: string
        authMsg:
          type: string
        authMsgType:
          $ref: '#/components/schemas/AuthMsgType'
        notifyType:
          $ref: '#/components/schemas/NotifyType'
        ipAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'


#
# SIMPLE DATA TYPES
#

#
# ENUMERATIONS
#

    AuthResult:
      anyOf:
        - type: string
          enum:
          - AUTH_SUCCESS
        - type: string
    NotifyType:
      anyOf:
        - type: string
          enum:
          - REAUTHENTICATE
          - REAUTHORIZE
          - REVOKE
[bookmark: _Toc77761041]        - type: string
    AuthMsgType:
      anyOf:
        - type: string
          enum:
          - UUAA
          - C2AUTH
        - type: string

    ProblemDetailsAuthenticateAuthorize:
      description: Extends ProblemDetails to indicate more details during Authentication failure
      allOf:
        - $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        - $ref: '#/components/schemas/AdditionInfoAuthenticateAuthorize'
    AdditionInfoAuthenticateAuthorize:
      description: Indicates additional information during authentication failure
      type: object
      properties:
        uasResRelInd:
          type: boolean
          description: Indicates to release the UAV resources during authentication failure, when set to "true". Default is set to "false".
* * * End of Change * * * *
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