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1. Introduction

SA6 indicated to CT WGs by LSs that some APIs could be modelled as unified APIs with multiple consumers. Furthermore, SA6 tasked CT WGs to study potential unification of APIs as CT WGs are better suited to evaluate the benefits and make an educated decision.

CT1 and CT3 have been discussing the unification of the APIs for the last four e-meetings. Unification of APIs is possible and proposals have been tabled. There is no need to have different APIs for different application context relocation (ACR) "scenarios" as unification of APIs is possible (see C1-221451/C3-221329, C1-220399/C3-220130, C1-215982/C3-215119, C1-217087, C3-216080 [1][2][3][4][5][6][7]).

There is need to conclude on unification of APIs after so long discussion in order to be able to progress and conclude work.
This paper provides a way forward to conclude in order to progress the work which has been going on for many meetings in-a-row.
2. Discussion

2.1 Stage 2 requirements
From the very beginning of the 3GPP API work (Rel-15), the re-use of APIs is possible and encouraged. Quote of clause 4.1 of 3GPP TS 23.501 [9]:

-
Wherever applicable, define procedures (i.e. the set of interactions between network functions) as services, so that their re-use is possible.

Observation 1: From the beginning of the 3GPP API work (Rel-15) the re-use of APIs is encourged (3GPP TS 23.501 [9]).
As defined by stage 2 API-related specifications, an API can span several interfaces as currently defined by 3GPP TS 23.558 [8] for the Eees_AppContextRelocation API but also in other specifications, for example, 3GPP TS 29.514, 29.534, 24.525, 24.503 [16, 17, 18, 19]. Please, consider the following 3GPP-specified APIs:

· The Npcf_PolicyAuthorization/Npcf_AMPolicyAuthorization APIs can be invoked by an AF (i.e. N5 interface) or an NEF (i.e. N30 interface).

· The Npcf_UEPolicyControl API can be invoked by an AMF (i.e. N15 interface) or another PCF (i.e. N24 interface).

· The Nudm_SDM API can be invoked by an AMF (i.e. N8 interface), an SMF (i.e. N10 interface), an SMSF (i.e. N21 interface), a 5G DDNMF (i.e. Npc4 interface), a GMLC (i.e. NL6 interface) or an NEF (i.e. N52 interface).

Observation 2: Stage 2 specifies that APIs can span several interfaces. These interfaces can belong to different working groups and have multiple consumers (e.g., 3GPP TS 23.558 [8], 29.514 [16], 29.534 [17], 24.525 [18]). 
As for EDGEAPP work, stage 2 in 3GPP TS 23.558 [8] defines two procedures which allow to request/select a target EAS (T-EAS), i.e. Selected T-EAS declaration and ACR launching procedures. The ACR launching has a related API defined with the EEC and the EAS as consumers and the Selected T-EAS declaration a related API defined with the EAS as consumer. Quote of 3GPP TS 23.558 [8]:

Table 8.8.5.1-1: ACR APIs
	API Name
	API Operations
	Operation

Semantics
	Consumer(s)

	Eees_TargetEASDiscovery
	Request
	Request/Response
	EAS, EES

	Eees_SelectedTargetEAS
	Declare
	Request/Response
	EAS

	Eecs_TargetEESDiscovery
	Request
	Request/Response
	EES

	Eees_AppContextRelocation
	Request
	Request/Response
	EEC, EAS

	Eees_ACREvents
	Subscribe
	Subscribe/Notify
	EEC

	
	Notify
	
	

	
	UpdateSubscription
	
	

	
	Unsubscribe
	
	

	Eees_EELManagedACR
	Request
	Request/Response
	EAS

	
	Subscribe
	Subscribe/Notify
	EAS

	
	Notify
	
	

	Eees_ACRStatusUpdate
	Request
	Request/Response
	EAS


8.8.5.7
Eees_SelectedTargetEAS API

[..]
8.8.5.7.2
Eees_SelectedTargetEAS_Declare operation

API operation name: Eees_SelectedTargetEAS_Declare

Description: The consumer declares the selected T-EAS information to the EES.
Inputs: See clause 8.8.4.17.

Outputs: See clause 8.8.4.18.

See clause 8.8.3.7 for details of usage of this operation.

8.8.5.3
Eees_AppContextRelocation API

[..]
8.8.5.3.2
Eees_AppContextRelocation_Request operation

API operation name: Eees_AppContextRelocation_Request

Description: The EEC or the EAS requests to initiate the ACR procedure.
Inputs: See clause 8.8.4.4.

Outputs: See clause 8.8.4.5.

See clause 8.8.3.4 for details of usage of this operation.

Please, note the architecture of EDGEAPP from 3GPP TS 23.558 [8] where the EEC and the EAS are shown, quote:
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Figure 1: Architecture for enabling edge applications
The above quotations clearly shows that stage 2 requirements specify that the Eees_AppContextRelocation API impacts both EDGE-1 and EDGE-3 (EEC, EES, EAS). In addition to the above quotations, the ACR launching and all related information flows and messages rely on the API being used for both EDGE-1 and EDGE-3. Breaking out from stage 2 requirements requires multiples changes in stage 2 and would need to be first agreed in stage 2.
Observation 3: Stage 2 on EDGEAPP states that the Eees_AppContextRelocation API impacts both EDGE-1 and EDGE-3. As defined by stage 2, this API has multiple consumers the EEC and the EAS.
At present, in stage 3 the API related to the Selected T-EAS declaration is defined in 3GPP TS 29.558 [10] as Eees_SelectedTargetEAS API while the ACR launching API is defined by 3GPP TS 24.558 [11] as Eees_AppContextRelocation API. These APIs are not completed yet but at present follow the requirements provided by stage 2 in 3GPP TS 23.558 [8], e.g., the Eees_AppContextRelocation API impacts both EDGE-1 and EDGE-3 so the API has multiple consumers.
Unification of APIs was indicated by SA6 to CT WGs in order to be studied and consider. Note that SA6 indicated to CT WGs in their LS in S6-202009 [20], quote:

Also, note that  some APIs (e.g. EAS discovery) may be modelled as unified service which serves multiple consumers (e.g. EEC and EAS).
SA6 further indicated in their LS in S6-210330/C3-210325/C1-210286 [12], quote:
SA6 discussed modelling the EDGEAPP service APIs as unified APIs with multiple consumers e.g. both, EEC in the UE and the EAS in the EDN. 

The main intention behind having the unified service is to allow reuse of APIs by different clients regardless of where a client is initiating the API request from; as long as it (i.e. unified service) doesn’t introduce unnecessary complexities such as future extensibility issues. SA6 debated on the advantages and disadvantages of the approach and concluded that CT groups are better suited to evaluate the benefits and make an educated decision.

Observation 4: SA6 tasked CT WGs to evaluate unification of APIs as CT groups are better suited to evaluate the benefits and make an educated decision.
2.2 Summary of the discussion in CT WGs
At CT1 #132-e and CT3 #118e, the papers in C1-215982 and in C3-215119 [3][4] brought to the attention of CT1 and CT3 working groups that there is no need for stage 3 to define two different APIs; one for the ACR launching procedure (i.e., Eees_AppContextRelocation API) and another different one for the selected T-EAS declaration procedure (i.e., Eees_SelectedTargetEAS API) when both deal with starting an ACR.

Briefly, the Eees_SelectedTargetEAS API is used only in one single ACR scenario, i.e., the S-EAS decided ACR scenario in clause 8.8.2.4 of 3GPP TS 23.558 [8]. Within 3GPP TS 23.558 [8], this API and the related procedure is not used to declare the T-EAS in any other case. In the only ACR scenario that makes use of Eees_SelectedTargetEAS, the EEC is not involved in making the decision. The EES is not aware of ACR until receiving Selected target EAS declaration request message. The correct interpretation of this message is that it informs the EES that an ACR has been initiated by the EAS. This fact justifies the need to define this API as an ACR API to the EES. Otherwise, the EES shall not perform other steps of the ACR, e.g., 5. EEC context relocation and 6. target information notification according to clause 8.8.2.4 of 3GPP TS 23.558 [8].

The Eees_AppContextRelocation API is used for all other ACR scenarios (clauses 8.8.2.2, 8.8.2.3, 8.8.2.5, and 8.8.2.6 of 3GPP TS 23.558 [8]).
That is to say, a single/unified API should be designed, which provides a clean implementation design in stage 3 for starting an ACR in all scenarios.

It is important to note that as done by CT3 and CT4 in the past, a single API should be used when possible as this provides an efficient approach for CT WGs developing stage 3 work and details.
Several companies have indicated in both CT1 and CT3 that a single API should be defined at stage 3 level. Note that in a clean implementation, a single API can be used for launching ACR in all scenarios. The guidelines from stage 2 also clearly indicate that the reusability of service APIs is encouraged as much as possible, when relevant (see clause 2.1 of this document and 3GPP TS 23.501 [9]). In this case, the ACR launching related API should be reused for the Selected T-EAS declaration procedure.

It is important to note that the decision on unification of APIs lies on CT WGs only as per the ToRs and as indicated by SA6 themselves in their LS in S6-210330/C3-210325/C1-210286 [12]. This was also reflected during the joint CT3 and CT1 session back in February (Minutes CT1-CT3 joint session on collaboration on EDGEAPP [12]).

Quote from LS in S6-210330/C3-210325/C1-210286 [12]:

If required, CT groups can take a decision on unified services based on detailed analysis as part of the stage 3 API specification work.

2.3 ACR launching and Selected T-EAS declaration modelled as a unified single API
As discussed during the last CT1 and CT3 e-meetings, though a single API is indeed possible, different alternatives are possible at stage 3 detailed level and were provided at the last meeting (i.e., solution A in C1-220687 [13], and solution B in C1-220697 [14]). A majority of companies supported the solution A so the solution B was postponed by the originators.
The solutions provided to both CT1 and CT3 show that unification of APIs is indeed possible as it provides the functionality specified by stage 2 in 3GPP TS 23.558 [8] for the Eees_AppContextRelocation API and the Selected T-EAS declaration functionality in a single API for starting an ACR in all scenarios.
One company proposed to break the stage 2 requirements and replace the Eees_AppContextRelocation API by creating two new different APIs; one for which the consumer would be the EAS while the EEC would be the consumer for the other one, rather than both as currently defined by 3GPP TS 23.558 [8]. This, as shown in the section 2.1, is in fact against stage 2 requirements in 3GPP TS 23.558 [8]. Also, note that this proposal means that there will be three (3) different APIs for starting an ACR!

When as a matter of fact a single/unified API can start an ACR in all scenarios. A proposal of having three (3) different APIs result in unncessary complexity to design and implementation in the UE, the EES and the EAS for starting an ACR and as previously indicated is against present stage 2 requirements.
2.4 EAS Discovery and T-EAS EAS discovery modelled as a unified single API
SA6 brought up to the attention of CT WGs that the EAS discovery APIs could be modelled as an unified API. This was indicated by the LS in S6-202009 [20], quote:

Also, note that  some APIs (e.g. EAS discovery) may be modelled as unified service which serves multiple consumers (e.g. EEC and EAS).
At present, in stage 3 the API related to the EAS discovery is defined by 3GPP TS 24.558 [11] as Eees_AppContextRelocation API while the T-EAS discovery is defined in 3GPP TS 29.558 [10] as Eees_TargetEASDiscovery API. As indicated by SA6, these two APIs could be modelled as single unified API with multiple consumers (the EEC and the EAS).

For the EAS discovery and the T-EAS discovery APIs, unification as a single API provides a number of benefits which are similar to the case of the ACR launching and the selected T-EAS declaration APIs.

A unified API for the EAS discovery and the T-EAS discovery APIs results in that the EEC and the EAS are consumers where the EEC consumes the service for initial and target EAS discovery while the EAS consumes it for target EAS discovery. The benefit of defining a common service is the inherent uniformity (in terms of protocols and data serialization formats) of the service across different consumers and easing the design, development and testing process.

2.5 Analysis of the reasons provided to object to unified API

The reasons provided in both CT1 and CT3 in order not to unified APIs were the followings quote:

Security aspect issues:

a) Different authentication schemes. EDGE-1 uses TLS with GBA/AKMA, while EDGE-3 uses mutual authentication, e.g. AS may require certificate-based TLS.

b) Different API endpoints for EDGE-1 vs. EDGE-3 are needed, to separate them through different logical networks.

c) Different consumer for EDGE-1 vs. EDGE-3, arouse different security threats and traffic model between tremendous uncontrolled UE domain which is open in EDGE-1 risky of fraud/attacks vs. easy of control with limited number of EAS predefined in EDGE-3 within EDN domain. i.e. EDGE-1 vs. EDGE-3 need different fraud/attack prevention and different load/overload control mechanism for EES facing UE domain vs. within EDN domain.

Protocol aspect issues:
a) HTTP/Websocket shall be enough for AS oriented APIs for EDGE-3 EDN domain, while UE oriented APIs may require more protocol support beyond HTTP/Websocket.

b) For future extension, mixture of EDGE-1 and EDGE-3 in the same API limits below UE domain needs:

· UE oriented APIs may require such as LWP (e.g., CoAP),

· Push notification support for callbacks through SMS/NIDD,

· UE oriented APIs may need UE specific parameters (e.g., UE Identity, UE profiles), etc.

First of all, we need to consider the specified EDGEAPP architecture in 3GPP TS 23.558 [8] which was decided to be a service-based architecture, quote:

Figure 6.2-1 illustrates the service based representation of architecture for enabling edge applications.
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Figure 6.2-1: Architecture for enabling edge applications - service-based representation
The above architecture shows that the UE is connected to the ECS, EES and EAS. Moreover and important, the EEC and the EES/ECS are all part of the same "Edge Enabler Layer" domain from an application layer point of view.

In that sense, from a pure physical/implementation point of view, even if we consider the EEC as being part of the "UE domain" and the EES as being part of the "EDN" or operator internal core network domain, it should be noted that they are already not within the same security domain. EDGE-1 is in fact crossing two physical/implementation security domains. Therefore, having two separate APIs, one for EDGE-1 and the other one for EDGE-3, does not solve the so-called security domain crossing issue. A single API that spans both EDGE-1 and EDGE-3 interfaces hence does not present any new cross-domain security issues. Hence, it is important not to mix API design with implementations matters.
Additionally as currently defined by 3GPP TS 23.558 [8] an API can span several interfaces (e.g., EDGE-1 and EDGE-3).
We would like to bring a valid parallel; there are several HPLMN APIs (e.g., NRF APIs, UDM APIs, AMF APIs, SMF APIs, etc.) that can be accessed by both HPLMN internal NF consumers and VPLMN (external) NF consumers. In the latter case, the concerned APIs are crossing several security domains (e.g., HPLMN domain, VPLMN domain, IPX domain) and the related security requirements (e.g. going through SEPP(s) and IPX providers nodes) are completely different from the former case, this does not prevent to have a single API defined with different security requirements defined for each scenario (roaming/interco vs. home).

Hence, a single API is already used across multiple separate security domains, i.e., the home operator’s domain, the IPX international interconnect domain and the visited/target operator’s domain, each one having different security requirements and presenting various potential security threats. Similarly, for the case of the stage 2 API for ACR launching (i.e., Eees_AppContextRelocation API) is used across different interfaces (EDGE-1 and EDGE-3).
For the case of NEF northbound and southbound interfaces, the NEF is part of both the northbound domain and the southbound domain, which is not the same case here that should rather be compared with the home vs. roaming/interco case described above.

In short, it is up to implementations to cater with these different security differences. The API is a sort of upper layer and can cope with various security requirements on a per interface basis.

3 Conclusion
This paper provides a summary of the unification of APIs discussion from the last three CT1 and CT3 meetings.

The guidelines from stage 2 also clearly indicate that the reusability of service APIs is encouraged as much as possible, when relevant (see clause 2.1 of this document and 3GPP TS 23.501 [9]). SA6 (see [12]) has further tasked CT1 and CT3 to evaluate unification of APIs as CT groups are better suited to evaluate the benefits and make an educated decision.

Unification of APIs provides a number of benefits as the very same API is used for multiple consumers. For example, the benefit of defining a common service is the inherent uniformity (in terms of protocols and data serialization formats) of the service across different consumers and easing the design, development and testing process.
A number of different EDGEAPP APIs can be modelled as unified API. This papers shows the cases of:

· the ACR launching and the selected T-EAS declaration; and

· the EAS discovery and the T-EAS discovery.

The ACR launching related API should be reused for the Selected T-EAS declaration procedure.

The Eees_SelectedTargetEAS API is used only in one single ACR scenario, i.e., the S-EAS decided ACR scenario in clause 8.8.2.4 of 3GPP TS 23.558 [8] while all other ACR scenarios are covered by the Eees_AppContextRelocation API (clauses 8.8.2.2, 8.8.2.3, 8.8.2.5, and 8.8.2.6). In fact, there is no need to design  different APIs for different ACR "scenarios" so a single unified API should be used for all ACR scenarios.

The EAS discovery and the T-EAS discovery can also be unified providing benefits in terms of protocols and data serialization formats of the service across different consumers and easing the design, development and testing process.
CT3 and CT4 alreary have unified APIs in the past so unification of APIs is nothing new.
Any solution needs to fulfill and follow the stage 2 requirements in 3GPP TS 23.558 [8].
One other proposal was tabled and discussed at the last CT1 and CT3. That proposal is based on diverting from stage 2 by replacing the Eees_AppContextRelocation API by two new and different APIs; one for which the consumer would be the EAS while the EEC would be the consumer for the other new API, rather than both as currently defined by stage 2 in 3GPP TS 23.558 [7]. This, as shown in the section 2.1, is in fact against stage 2 requirements in 3GPP TS 23.558 [7]. Also, note that this proposal means that there will be three (3) different APIs for starting an ACR ! When as a matter of fact a single/unified API can start an ACR in all scenarios defined by 3GPP TS 23.558 [8].
The authors of this paper propose to that CT1 and CT3 conclude on the long discussed issue of unification of APIs by agreeing that EDGEAPP APIs are unified.
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