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1. Introduction
The pCR provides Naf_Authentication service API and resources.
2. Reason for Change
Providing Naf_Authentication service API and resources
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.255.

[bookmark: _Toc79498462]*** First change ***
[bookmark: _Toc510696600][bookmark: _Toc510696607][bookmark: _Toc35971398][bookmark: _Toc67903522][bookmark: _Toc70598445]5.1.3	Resources
[bookmark: _Toc510696608][bookmark: _Toc35971399][bookmark: _Toc67903523][bookmark: _Toc70598446]5.1.3.1	Overview
This clause will describe the structure for the Resource URIs and the resources and methods used for the service.
Example:


Figure 5.1.3.1-1: Resource URI structure of the Naf_Authentication API
Table 5.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 5.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	<Resource name>
	<relative URI below root>
	GET
	<Operation executed by GET>

	
	
	PUT
	<Operation executed by PUT>

	
	
	PATCH
	<Operation executed by PATCH>

	
	
	POST
	<Operation executed by POST>

	
	
	DELETE
	<Operation executed by DELETE>

	
	
	Custom operation
	<Operation executed by custom operation>



The structure of the Resource URIs of the Naf_Authentication API is shown in Figure 5.1.3.1-x, which is described in the clause 5.1.1. 
 [image: ]
Figure 5.1.3.1-1: Resource URI structure of the Naf_Authentication API
Table 5.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 5.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	uav-auth
	/uav-auth
	POST
	Used for UAV authentication and authorization



[bookmark: _Toc510696609][bookmark: _Toc35971400][bookmark: _Toc67903524][bookmark: _Toc70598447]5.1.3.2	Resource: uav-auth<resource 1>
The resource represents UAV Authentications to be done with the serving USS.
Where <resource 1> is to be replaced by the resource name, e.g. PduSession.
[bookmark: _Toc510696610][bookmark: _Toc35971401][bookmark: _Toc67903525][bookmark: _Toc70598448]5.1.3.2.1	Description
This clause will specify what the resource represents or what it is used for.
[bookmark: _Toc35971402][bookmark: _Toc67903526][bookmark: _Toc70598449][bookmark: _Toc510696612]5.1.3.2.2	Resource Definition
This clause will describe the Resource URI and the supported resource variables.
Resource URI: {apiRoot}/<apiName>/<apiVersion>/xxx Resource URI: {apiRoot}/naf-auth/<apiVersion>/uav-auth

This resource shall support the resource URI variables defined in table 5.1.3.2.2-1.
Table 5.1.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 5.1.1

	apiVersion
	string
	See clause 5.1.1

	<name>
	<type>
	<definition>



[bookmark: _Toc35971403][bookmark: _Toc67903527][bookmark: _Toc70598450]5.1.3.2.3	Resource Standard Methods
The following clauses will specify the standard methods supported by the resource.
It will describe, for each method, the use of the method, the URI query parameters supported by the method, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696613][bookmark: _Toc35971404]5.1.3.2.3.1	POST< method 1 >
This clause will specify the meaning of the method applied on the resource. This method performs UAV authentication and authorization. 

This method shall support the URI query parameters specified in table 5.1.3.2.3.1-1.
Table 5.1.3.2.3.1-1: URI query parameters supported by the POST<method 1> method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	<name> or n/a
	<type> or <leave empty>
	<M, C or O>
	0..1 or 1 or 0..N or 1..N or <leave empty>
	<only if applicable>
	



This method shall support the request data structures specified in table 5.1.3.2.3.1-2 and the response data structures and response codes specified in table 5.1.3.2.3.1-3.
Table 5.1.3.2.3.1-2: Data structures supported by the POST<method 1> Request Body on this resource
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)" or n/a
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



	Data type
	P
	Cardinality
	Description

	UAVAuthInfo
	M
	1
	Represents the data to be used for UAV authentication




Table 5.1.3.2.3.1-3: Data structures supported by the POST<method 1> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)" or n/a
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	NOTE:	The manadatory HTTP error status code for the <method 1> method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



	Data type
	P
	Cardinality
	Response
codes
	Description

	UAVAuthResponse
	M
	1
	200 OK
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the USS,

	
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the USS.

	ProblemDetails
	O
	1
	403 Forbidden
	The "cause" attribute may be used to indicate the following application errors:
- USER_UNKNOWN
- NIDD_CONFIGURATION_NOT_AVAILABLE

See table 5.1.7.3-1 for the description of these errors.

	NOTE:	The manadatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



Table 5.1.3.2.3.1-4: Headers supported by the <e.g. GET> method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	<header name> 
	<data type>
e.g. string
	"M", "C" or "O"
	"0..1", "1", "1..N",  "1..N", or <leave empty>
	<description>



Table 5.1.3.2.3.1-5: Headers supported by the <e.g. 200> response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	
<header name> 
	
<data type>
e.g. string
	"M", "C" or "O"
	
"0..1", "1", "1..N",  "1..N", or <leave empty>
	<description>



Table 5.1.3.2.3.1-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	<link name>
e.g. search
	<resource 1>
e.g. Stored Search (Document)
	<method 1>
e.g. GET
	<parameter>
e.g. searchId
	<description of the link>




Table 5.1.3.2.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the USS.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 5.1.3.2.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the USS.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



[bookmark: _Toc510696628][bookmark: _Toc35971419][bookmark: _Toc67903536][bookmark: _Toc70598459]5.1.5	Notifications
[bookmark: _Toc510696629][bookmark: _Toc35971420][bookmark: _Toc67903537][bookmark: _Toc70598460]5.1.5.1	General
This clause will specify the use of notifications and corresponding protocol details if required for the specific service. When notifications are supported by the API, it will include a reference to the general description of notifications support over the 5G SBIs specified in TS 29.500 / TS 29.501.
This clause specifies the notifications provided by the Naf_Authentication service.
[bookmark: _Toc510696630]Notifications shall comply to clause 6.2 of 3GPP TS 29.500 [4] and clause 4.6.2.3 of 3GPP TS 29.501 [5].
Table 5.1.5.1-1: Notifications overview
	Notification
	Callback URI
	HTTP method or custom operation
	Description
(service operation)

	<notification 1>
e.g. Status Change Notification

	< Callback URI >
e.g. {StatusCallbackUri}
	
e.g POST
	
e.g. Notify Event 

	
	
	
	



[bookmark: _Toc35971421][bookmark: _Toc67903538][bookmark: _Toc70598461]5.1.5.2	Reauthentication Notification <notification 1>
[bookmark: _Toc532994455][bookmark: _Toc35971422][bookmark: _Toc67903539][bookmark: _Toc70598462][bookmark: _Toc510696631]5.1.5.2.1	Description
The Event Notification is used by the NF service producer to report one or several observed Events to a NF service consumer that has subscribed to such Notifications. The USS shall notify the NF Service Consumer when reauthentication is required.
[bookmark: _Toc532994456][bookmark: _Toc35971423][bookmark: _Toc67903540][bookmark: _Toc70598463]5.1.5.2.2	Target URI
The Callback URI "{notifUri}" shall be used with the callback URI variables defined in table 5.1.5.2.2-1.
Table 5.1.5.2.2-1: Callback URI variables
	Name
	Definition

	notifUri
	String formatted as URI with the Callback Uri



[bookmark: _Toc532994457][bookmark: _Toc35971424][bookmark: _Toc67903541][bookmark: _Toc70598464]5.1.5.2.3	Standard Methods
[bookmark: _Toc532994458][bookmark: _Toc35971425]5.1.5.2.3.1	POST
This method shall support the request data structures specified in table 5.1.5.2.3.1-1 and the response data structures and response codes specified in table 5.1.5.2.3.1-1.
Table 5.1.5.2.3.1-2: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



	Data type
	P
	Cardinality
	Description

	ReauthNotification
	;M
	1
	Contains the reauthentication information.



Table 5.1.5.2.3.1-3: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	204 No Content
	Successful notification of reauthentication

	
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same NF consumer where the notification should be sent.

	
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same NF consumer where the notification should be sent.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply, with response body containing an object of ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).




*** End of changes ***
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