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Additional discussion(if needed):
Proposed changes:
*** 1st Change ***
[bookmark: _Toc58850112][bookmark: _Toc59018492]4.4.23.2	AKMA Application Key Request
In order to retrieve the AKMA application key, the AF shall send an HTTP POST request message to the resource URI "{apiRoot}/3gpp-akma/v1/retrieve". The HTTP POST request includes the identification of AF and an A-KID.
Upon receipt of the corresponding HTTP POST message from the AF, if the AF's request is authorized by the NEF, then the NEF shall interact with the AAnF to retrieve the AKMA application key by using Naanf_AKMA service as defined in 3GPP TS 29.535 [38]. After receiving a successful response from the AAnF, the NEF shall respond to the AF with a 200 OK status code, including a KAF and the expiration time of the KAF. If the NEF receives an error code from the AAnF, the NEF shall respond to the AF with a proper error status code. If the NEF cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the NEF shall send an HTTP error response or if the "Redirect3XX" feature is supported, an HTTP redirect response (i.e. 307 Temporary Redirect, 308 Permanent Redirect).

*** Next Change ***
[bookmark: _Toc58850451][bookmark: _Toc59018831]5.14.3.2.2	Operation Definition
This operation shall support the request and response data structures and response codes specified in tables 5.14.3.2.2-1 and 5.14.3.2.2-2.
Table 5.14.3.2.2-1: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	AkmaAfKeyRequest
	M
	1
	Parameters to request to retrieve AKMA Application Key information.



Table 5.14.3.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AkmaAfKeyData
	M
	1
	200 OK
	The requested AKMA Application Key information was returned successfully.

	n/a
	
	
	204 No Content
	If the requested data does not exist, the NEF shall respond with "204 No Content".

	ProblemDetails
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing an alternative URI of the resource located in an alternative NEF (service) instance.

	ProblemDetails
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing an alternative URI of the resource located in an alternative NEF (service) instance.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in table 5.2.6-1 of 3GPP TS 29.122 [4] also apply.



Table 5.14.3.2.2-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located in an alternative NEF (service) instance.



Table 5.14.3.2.2-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located in an alternative NEF (service) instance.



*** Next Change ***
[bookmark: _Toc58850463][bookmark: _Toc59018843]5.14.6	Used Features
The table below defines the features applicable to the AKMA API. Those features are negotiated as described in subclause 5.2.7 of 3GPP TS 29.122 [4].
Table 5.14.6-1: Features used by AKMA API
	Feature number
	Feature Name
	Description

	x
	Redirect3XX
	Extended Support for 3xx redirections. This feature indicates the support of redirection for any service operation.

	
	
	





*** Next Change ***
[bookmark: _Toc11247941][bookmark: _Toc27045123][bookmark: _Toc36034174][bookmark: _Toc45132322][bookmark: _Toc49776607][bookmark: _Toc51747527][bookmark: _Toc58850480][bookmark: _Toc59018860]A.12	AKMA API
openapi: 3.0.0
info:
  title: 3gpp-akma
  version: 1.0.0-alpha.1
  description: |
    API for AKMA.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
externalDocs:
  description: 3GPP TS 29.522 V17.0.0; 5G System; Network Exposure Function Northbound APIs.
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.522/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/3gpp-akma/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in subclause 5.2.4 of 3GPP TS 29.122.
paths:
  /retrieve:
    post:
      summary: Retrieve AKMA Application Key Information.
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AkmaAfKeyRequest'
      responses:
        '200':
          description: The requested information was returned successfully.
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AkmaAfKeyData'
        '307':
          description: Temporary Redirect
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative NEF (service) instance.'
              required: true
              schema:
                type: string
        '308':
          description: Permanent Redirect
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
          headers:
            Location:
              description: 'An alternative URI of the resource located on an alternative NEF (service) instance.'
              required: true
              schema:
                type: string
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29122_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29122_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes: {}
  schemas: 
    AkmaAfKeyRequest:
      type: object
      properties:
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        afId:
          $ref: '#/components/schemas/AfId'
        aKId:
          $ref: '#/components/schemas/AKId'
      required:
        - afId
        - aKId
    AkmaAfKeyData:
      type: object
      properties:
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        expiry:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/DateTime'
        kaf:
          type: string
      required:
        - kaf
        - expiry
    AfId:
      type: string
    AKId:
      type: string



*** End of Changes ***
