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1. Introduction
Introduce the Naanf_AKMA_ApplicationKey_Get service operation.
2. Reason for Change
Introduce the Naanf_AKMA_ApplicationKey_Get service operation.
3. Conclusions
Naanf_AKMA_ApplicationKey_Get service operation
4. Proposal
It is proposed to agree the following changes to 3GPP TS29.535 v0.1.0.

* * * First Change * * * *
[bookmark: _Toc56632345][bookmark: _Toc56755829]4.2.2.23.1	General
The Naanf_AKMA_ApplicationKey_Get service operation is used by an NF service consumer to request the AF related key material for the UE.
* * * Next Change * * * *
[bookmark: _Toc56632346][bookmark: _Toc56755830]4.2.2.23.n2	AKMA Application Key request<Procedure n using Naanf_AKMA_ApplicationKey_Get service operation>
Figure 4.2.2.3.2-1 shows a scenario where the NF service consumer sends a request to the AAnF to request and get the AF related key material for the UE (as shown in 3GPP TS 33.535 [14]).


Figure 4.2.2.3.2-1: NF service consumer store the AKMA related key material
The NF service consumer shall invoke the Naanf_AKMA_ApplicationKey_Get service operation to store the AKMA related key material. The NF service consumer shall send an HTTP POST request with "{apiRoot}/naanf-akma/<apiVersion>/retrieve" as Resource URI, as shown in figure 4.2.2.3.2-1, step 1, to request AKMA application related key material for the UE according to the query parameter value of the "akmaAfKeyRequest" attribute. 
Upon the reception of the HTTP POST request, the AAnF shall response the "akmaAfKeyData" attribute which shall include:
-	KAF as "kaf" attribute; and
-	KAF expiration time as "expiry" attribute.
If the request AF related key material for the UE does not exist, the AAnF shall respond with "204 No Content".
* * * Next Change * * * *
[bookmark: _Toc510696623][bookmark: _Toc35971414][bookmark: _Toc36812145][bookmark: _Toc56632372][bookmark: _Toc56755856]5.1.4.1	Overview
This clause will specify custom operations without any associated resource (i.e. RPC) supported by this API.
Table 5.1.4.1-1: Custom operations without associated resources
	Custom operation URI
	Mapped HTTP method
	Description

	{apiRoot}/naanf-akma/<apiVersion>/retrieve<custom operation URI>
	e.g.POST
	Request to retrieve AKMA Application Key information
<Operation executed by Custom operation>

	
	
	



* * * Next Change * * * *
[bookmark: _Toc510696624][bookmark: _Toc35971415][bookmark: _Toc36812146][bookmark: _Toc56632373][bookmark: _Toc56755857]5.1.4.y	Operation: Retrieve<operation 1>
Where <operation 1> is to be replaced by the name of the custom operation, e.g. Authentication_Information_Request.
It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696625][bookmark: _Toc35971416][bookmark: _Toc36812147][bookmark: _Toc56632374][bookmark: _Toc56755858]5.1.4.y.1	Description
This sublause will describe the custom operation and what it is used for, and the custom operation's URI.
The custom operation allows a service consumer to retrieve AKMA application key information.
[bookmark: _Toc510696626][bookmark: _Toc35971417][bookmark: _Toc36812148][bookmark: _Toc56632375][bookmark: _Toc56755859]5.1.4.y.2	Operation Definition
This clause will specify the custom operation and the HTTP method on which it is mapped.
This operation shall support the response data structures and response codes specified in tables 5.1.4.2.2-1 and 5.1.4.y.2-2.
Table 5.1.4.y.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	AkmaAfKeyRequest"<type>" or "array(<type>)" or "map(<type>)"
	M"M", "C" or "O"
	1"0..1", "1", or "M..N", or <leave empty>
	Parameters to request to retrieve AKMA Application Key information.<only if applicable>



Table 5.1.4.y.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AkmaAfKeyData"<type>" or "array(<type>)" or "map(<type>)"
	M"M", "C" or "O"
	1"0..1", "1" or "M..N", or <leave empty>
	200 OK<list applicable codes with name from the applicable RFCs>
	The requested AKMA Application Key information was returned successfully.<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	n/a
	
	
	204 No Content
	If the requested data does not exist, the AAnF shall respond with "204 No Content".

	NOTE:	The manadatory HTTP error status code for the <e.g. POST> method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



* * * Next Change * * * *
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc36812159][bookmark: _Toc56632386][bookmark: _Toc56755870]5.1.6.1	General
This clause specifies the application data model supported by the API.
Data types that may be common to multiple APIs (offered by the same or different NFs) should be specified in a new separate TS (similar approach as for TS 29.230 for Diameter AVPs).
Table 5.1.6.1-1 specifies the data types defined for the N<NF> service based interface protocol.

Table 5.1.6.1-1: N<NF> specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	
	
	
	



Table 5.1.6.1-2 specifies data types re-used by the N<NF> service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the N<NF> service based interface.
Table 5.1.6.1-2: N<NF> re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	AkmaAfKeyData
	3GPP TS 29.522 [TS29522]
	Parameters to present AKMA Application Key information.
	

	AkmaAfKeyRequest
	3GPP TS 29.522 [TS29522]
	Parameters to request to retrieve AKMA Application Key information.
	



* * * Next Change * * * *
[bookmark: _Toc36812183][bookmark: _Toc56632409][bookmark: _Toc56755893]A.2	Naanf_AKMA API
openapi: 3.0.0
info:
  version: 1.0.0-alpha.1
  title: Naanf_AKMA
  description: |
    API for Naanf_AKMA.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
externalDocs:
  description: 3GPP TS 29.535 V0.2.0; 5G System; AKMA Anchor Services.
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.535/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/naanf-akma/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.
paths:
  /retrieve:
    post:
      summary: Request to retrieve AKMA Application Key information.
      operationId: GetAKMAAPPKeyMaterial
      tags:
        - Retrieve the AKMA Application key material (Collection)
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: 'TS29522_AKMA.yaml#/components/schemas/AkmaAfKeyRequest'
      responses:
        '200':
          description: The requested information was returned successfully.
          content:
            application/json:
              schema:
                $ref: 'TS29522_AKMA.yaml#/components/schemas/AkmaAfKeyData'
        '204':
          description: No Content (The request AKMA Application material does not exist)
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

* * * End of Changes * * * *
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