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4.4.1
Request for PFDs ("Pull mode" and "Combination mode")

At the time a PCC Rule with an application identifier for which PFDs provisioned by the PFDF are not available is activated or provisioned, or when the caching timer for an application identifier elapses and a PCC Rule for the application identifier is still active, the PCEF shall request updated PFDs for the application identifier from the PFDF. 

The PCEF shall send an HTTP GET message to the PFDF to retrieve the PFDs for one or more application identifier(s) as defined in subclauses 6.3.3.2, 6.3.3.3 and 6.3.3.4. 

Upon receipt of the HTTP request for the pull operation, the PFDF shall respond to the PCEF indicating whether the pull operation was successful or not by using one of the HTTP status codes; if the pull operation is successful, the PFDF:

-
 if there are no PFDs changed, shall not provide any PFDs for the specified application identifier(s) in the body of the HTTP response; and
-
if there are partial PFDs of the specified application identifier(s) changed, shall provide the partial-flag and set to true and updated PFDs.
-
if all PFDs changed or an indicator is received from PCEF and set to true, shall provide all the new PFD(s).
-
if there are caching time value(s) configured for any of the specified application identifier(s), shall set the caching-time to the caching time value(s) for those application identifier(s) in the body of the HTTP response.

The PCEF shall 
· for an application identifier(s) where no flag and no PFD is provided, reserve all the existing PFD(s); or

-
for an application identifier(s) where partial-flag is provided and set to true

-
install a new PFD(s) if the new PFD(s) with a new PFD identifier(s) is received,

-
update an existing PFD(s) if a new PFD(s) with the same PFD identifier(s) is recevied, and/or
-
delete an existing PFD(s) if the same PFD identifier(s) without any content is received.
-
for an application identifier(s) where no flag is provided, remove all existing PFD(s) and install all the new provided PFD(s).
The PCEF shall also for each application identifier start a caching timer with a value

-
according to the received caching time value for that application identifier, if such a value is received for that application identifier; or

-
otherwise with a default caching time value configured in the PCEF.

NOTE 1:
The PCEF(s) and the PFDF(s) within an operator network are configured with the same default caching time value to be applied for all application identifiers. 

NOTE 2:
In the combination mode, the HTTP POST message from the PFDF does not impact the running caching timer of an application identifier.

When the PCEF removes the last PCC rule that refers to the corresponding application identifier, or when the caching timer expires and no PCC rule refers to the application identifier, the PCEF may remove the PFD(s) related with the application identifier. If PCEF removes the PFD(s), the PCEF shall provide an indicator related with the application identifier to PFDF in HTTP GET when Pull mode is used.
The PFDs retrieved from PFDF take precedence over any PFDs pre-configured in the PCEF. If all PFDs retrieved from the PFDF are removed for an application identifier, the pre-configured PFDs shall be applied again for the application identifier.
	Next change


6.3.3.1
General

The PFDs pull procedure is performed through HTTP transactions consisting of a request initiated by the PCEF/TDF and its corresponding response provided by the PFDF. While the PFDs push procedure is initiated by the PFDF and answered by the PCEF/TDF

Table 6.3.3.1-1 summarizes the content of the requests and responses. More detailed information is specified in the corresponding subclauses as indicated in the table.

Table 6.3.3.1-1: Gw/Gwn requests/response summary table

	Method
	Resource URI’s path
	Clause Defined
	Request body
	Initiator
	Response body

	GET
	/gwapplication/pfds/{application-identifier-indicator}
(NOTE 1)
	6.3.3.2
	None
	PCEF/TDF
	Successful response: The PFDF shall include the representation of the corresponding PDFs of the specified application identifier in the body of the response as per Annex A.1



	GET
	/gwapplication/pfds?{query-parameters-indicator}

(NOTE 1)
	6.3.3.3
	None
	PCEF/TDF
	Successful response: The PFDF shall include the representation of the corresponding PDFs for a set of application identifier(s)  in the body of the response as per Annex A.1



	GET
	/gwapplication/pfds/{notification-parameters-indicator}
(NOTE 1)
	6.3.3.4
	None
	PCEF/TDF
	Successful response: The PFDF shall include the representation of the corresponding PDFs for all application identifier(s)  in the body of the response as per Annex A.1



	POST 
	/gwapplication/provisioning

(NOTE 2)
	6.3.3.5
	Content-Type: application/json

The PFDF may include PFDs content and/or notification associated with application identifier(s) using the schema defined in Annex A.2.
	PFDF
	Successful response: The PCEF/TDF may include informational data in the body of the response as per Annex A.3



	NOTE 1:
 A different path from /gwapplication/pfds/ may be used when it is configured in the PCEF/TDF. In that case the "path" part set in the different methods should use the configured one.
NOTE 2: 
 A different path from /gwapplication/provisioning may be used when it is configured in the PFDF. In that case the "path" part set in the different methods should use the configured one.


	Next change


6.3.3.2
GET /gwapplication/pfds/{application-identifier-indicator}

To retrieve  the PFDs for a specific application identifier, the PCEF/TDF shall send an HTTP GET request to the PFDF as follows:

-
the request URI formatted as defined in subclause 6.3.2 with the "path" part set to: /gwapplication/pfds/{application-identifier-indicator}, where the application-identifier is the application id with which the PFDs are associated and the indicator is conditional, only will be sent when PCEF remove the PFD(s) related with the application identifier.

Upon receipt of the HTTP GET, the PFDF shall respond to the PCEF/TDF indicating whether the querying of the resource was successful or not using one of the HTTP status codes as defined in subclause 6.3.4. If the resource exists, the PFDF shall respond with an HTTP 200 OK status code and include the PFDs representation state within the body of the response as defined in Annex A.1. If no resource was found, the PFDF shall respond with an HTTP 404 not found. The PFDF shall also include the Content-Type header field set to "application/json". 

If the PCEF/TDF receives the HTTP 404 not found status code, the PCEF/TDF shall remove all the PFD(s) of the queried application identifier.
Below is an example of a corresponding  HTTP GET:

GET /gwapplication/pfds/test-application-1 HTTP/1.1

Host: pfdfserver.example.com
Here is an example of a successful response :

HTTP/1.1 200 OK

Server: pfdfserver.example.com

Content-Type: application/json

Content-Length: …

{

   "application-identifier":"test-application-1",

   "caching-time":200000,

   "pfds":[

    {

         "pfd-identifier":"pfd1",

         "flow-descriptions":[

            "permit in ip from 10.68.28.39 80 to any",

            "permit out ip from any to 10.68.28.39 80"

         ]

      },

      {

         "pfd-identifier":"pfd2",

         "urls":[

            "^http://test.example.com(/\\S*)?$"

         ]

      }

   ]

}
	Next change


6.3.3.3
GET /gwapplication/pfds?{query-parameters-indicator }

To retrieve the PFDs for a set of application identifier(s), the PCEF/TDF may send an HTTP GET request to the PFDF as follows:

-
The request URI formatted as defined in subclause 6.3.2 with the "path" part set to: /gwapplication/pfds?{query-parameters-indicator}, where the query-parameters contains one or multiple application identifier(s) delimited by comma with a parameter name "application-identifiers", and the indicator is conditional, only will be sent when PCEF remove the PFD(s) related with the application identifier itself. As an example: "application-identifiers=id1-indicator,id2,id3-indicator"

-
Any "=" and "," for any application identifier in the query parameters shall be encoded as "%3D" and "%2C" in the URI.

Upon receipt of the HTTP request, the PFDF shall respond to the PCEF/TDF indicating whether the querying of the resources was successful or not using one of the HTTP status codes as defined in subclause 6.3.4. If at least one resource exists, the PFDF shall respond with an HTTP 200 OK status code and include a list of the PFDs associated with the found application identifier(s) within the body of the response as defined in Annex A.1. If the PFDs associated with a queried application-identifier are not provided in the response, it implicitly means that the corresponding application-identifier does not exist at the PFDF. If no resource was found, the PFDF shall respond with an HTTP 404 not found. The PFDF shall also include the Content-Type header field set to "application/json". 

If the PCEF/TDF receives the 200 OK but one or more queried application identifier(s) is not provided in the response, the PCEF/TDF shall remove the PFD(s) of the queried application identifier(s) which is not included in the response.

If the PCEF/TDF receives the HTTP 404 not found status code, the PCEF/TDF shall remove all the PFD(s) of the queried application identifier(s).
Below is an example of this HTTP GET on two sets of PFDs query. But only one is found in the PFDF.

GET /gwapplication/pfds?application-identifiers=test-application-1,test-application-2 HTTP/1.1

Host: pfdfserver.example.com
Here is an example of a successful response :

HTTP/1.1 200 OK

Server: pfdfserver.example.com

Content-Type: application/json

Content-Length: …

[

   {

      "application-identifier":"test-application-1",

      "caching-time":200000,

      "pfds":[

        {

             "pfd-identifier":"pfd1",

            "flow-descriptions":[

               "permit in ip from 10.68.28.39 80 to any",

               "permit out ip from any to 10.68.28.39 80"

            ]

         },

         {

            "pfd-identifier":"pfd2",

            "urls":[

               "^http://test.example.com(/\\S*)?$"

            ]

         }

      ]

   }

]

	Next change


6.3.3.4
GET /gwapplication/pfds/{notification-parameters-indicator}
To retrieve PFDs associated with all application identifiers, the PCEF/TDF may send an HTTP GET request to the PFDF as follows:

-
The request URI formatted as defined in subclause 6.3.2 with the "path" part set to: /gwapplication/pfds/{notification-parameters-indicator}, where the notification-parameters-indicator contains one or multiple application identifier(s) whose PFD(s) removed by PCEF itself, and delimited by comma with a parameter name "application-identifiers-indicator". As an example: "application-identifiers=id1-indicator,id2-indicator "
Upon receipt of the HTTP request, the PFDF shall respond to the PCEF/TDF indicating whether the querying of the resources was successful or not using one of the HTTP status codes as defined in subclause 6.3.4. If at least one resource exists, the PFDF shall respond with an HTTP 200 OK status code and include a list of the PFDs associated with the found application identifier(s) within the body of the response as defined in Annex A.1. If no resource was found, the PFDF shall respond with an HTTP 404 not found. The PFDF shall also include the Content-Type header field set to "application/json".
If the PCEF/TDF receives the 200 OK but one or more application identifier(s) which exists at the PCEF/TDF is not provided in the response, the PCEF/TDF shall remove the PFD(s) of the application identifier(s) which is not included in the response.

If the PCEF/TDF receives the HTTP 404 not found status code, the PCEF/TDF shall remove all the PFD(s) of all the identifier(s) which exist at the PCEF/TDF.
Below is an example of this HTTP GET.

GET /gwapplication/pfds HTTP/1.1

Host: pfdfserver.example.com
Here is an example of a successful response :

HTTP/1.1 200 OK

Server: pfdfserver.example.com

Content-Type: application/json

Content-Length: …

[

   {

      "application-identifier":"test-application-1",

      "caching-time":200000,

      "pfds":[


  {

            "pfd-identifier":"pfd1",

            "flow-descriptions":[

               "permit in ip from 10.68.28.39 80 to any",

               "permit out ip from any to 10.68.28.39 80"

            ]

         },

         {

            "pfd-identifier":"pfd2",

            "urls":[

               "^http://test.example.com(/\\S*)?$"

            ]

         }

      ]

   }

]

	Next change


A.1
PFDs schema
This subclause defines the JSON schema for the body of HTTP responses providing the state of one or more PFDs resources in pull mode. The schema is based on IETF draft-newton-json-content-rules [12] and is defined below:

# jcr-version 0.7

# ruleset-id 3gpp.gwapplication.pfds

; JCR representing the pfds root resource

$pfds-root = @{root}{

  $application-identifier,

  $caching-time ?, 
  $partial-flag ?
  $pfds ?
}

; An array list of the PFDs for multiple application identifiers

$pfds-array-root = @{root} [ $pfds-root * ]

; A flag indicates whether this is a partial update or not

$partial-flag = "partial-flag" : boolean
; The caching timer for the PFDs

$caching-time = "caching-time" : uint64

; The PFDs associated with the same application identifier

$pfds = "pfds" : [ $pfd * ]

; The PFD content
$pfd =  {

  $pfd-identifier,

  ( $flow-descriptions | $urls | $domain-names | // : any) ?,

  $dn-protocol ?
}

; The PFD identifier

$pfd-identifier = "pfd-identifier" : string

; The flow descriptions

$flow-descriptions = "flow-descriptions" : [ string + ]

; The url matching expressions

$urls = "urls" :  [ string + ]

; The domain name match criteria

$domain-names = "domain-names" : [ string + ] 

; The domain name protocol

$dn-protocol =: ( 
"DNS_QNAME" | 
"TLS_SNI" |

"TLS_SAN" |

"TLS_SCN" 

)

	End of changes


