3GPP TSG-CT WG3 Meeting #112e
C3-205085
E-Meeting, 04th – 13th November 2020

3GPP TSG CT WG1 Meeting 126-e
TDoc C1-206650

Electronic meeting, 15-23 October 2020

Title:
Reply LS on clarification on using PAP/CHAP for 5GS

Response to:
LS C3-204434 on clarification on using PAP/CHAP for 5GS from CT3

Release:
Rel-15

Work Item:
TEI15

Source:
CT1

To:
CT3

Cc:
CT4

Contact person:
Lena Chaponniere


lguellec@qti.qualcomm.com

Send any reply LS to:
3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org
Attachments:
None

1
Overall description

CT1 thanks CT3 for their LS on clarification on using PAP/CHAP for 5GS. CT1 would like to provide the following answers to CT3’s questions.

Question 1: If a 5G UE were to include PAP/CHAP in ePCO, whether the UE also supports EAP based authentication mechanism?


CT1’s answer to Question 1:

At CT1#125-e, CT1 agreed Rel-15 CR 3228 to TS 24.008 (C1-205328) which specifies that the 5G UE can include PAP/CHAP in ePCO in 5GS. Inclusion of PAP/CHAP in ePCO by the UE when requesting a PDU session establishment to a DNN is based on configuration at the UE for that DNN and is independent from support for EAP based secondary authentication/authorization by the UE. Consequently, Question 1 cannot be answered by simply “Yes” or “No”: if a 5G UE includes PAP/CHAP in ePCO, it is possible that the UE also supports EAP based authentication/authorization.

Question 2: If the answer to Question 1 is Yes, can 5G UE include the required authentication information in both PAP/CHAP in ePCO and DN Request Container information?


CT1’s answer to Question 2:

Even though the answer to Question 1 is not Yes, CT1 still would like to note: Both PAP/CHAP in ePCO and EAP based secondary authentication/ authorization serve the same purpose, i.e. authentication/authorization of the UE by an external DN. Consequently it is unlikely that both methods would be used for the same DNN. However there is nothing in the specifications precluding the 5G UE from including both an ePCO IE containing PAP/CHAP, and an SM PDU DN Request Container IE, in the PDU Session Establishment Request message.
Question 3: If the answer to Question 2 is Yes, and if 5G UE includes PAP/CHAP in ePCO, whether and how the SMF or combined PGW-C+SMF could determine to use EPS or 5GS authentication mechanism with DN AAA? Can UE indicate its preference?


CT1’s answer to Question 3:

Even though the answer to Question 2 is not Yes, CT1 still would like to note: According to stage 2 requirements in TS 23.501 (subclause 5.6.6), TS 23.502 (subclause 4.3.2.3) and TS 33.501 (subclause 11.1.2), the SMF determines whether to initiate EAP based secondary authentication/ authorization based on the SMF policy associated with the DN and on the UE’s subscription data. There is no way for the UE to indicate a preference for PAP/CHAP in ePCO vs EAP based secondary authentication/ authorization. Hence, for a given DNN, it is the SMF which determines whether PAP/CHAP or EAP based secondary authentication/authorization is to be used.
2
Actions

To CT3 

ACTION: 
3GPP TSG CT WG1 asks CT3 group to take the answers above into account.
3
Dates of next TSG CT WG1 meetings

TSG CT WG1 Meeting 127e (electronic)
13-20 November 2020

TSG CT WG1 Meeting 127-bis-e (electronic)
25-29 January 2021

