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***** Off-net authorization check *****
4.10
Off-network MCPTT
Off-network services are available for the user if the value of "/<x>/<x>/OffNetwork/Authorised" leaf node present in user profile as specified in 3GPP TS 24.383 [45] is set to "true".
***** Off-net authorization check End *****
***** Authorization check to initiate emergency or imminent peril call *****
10.2.3.4.2
User initiated the call probe
When in the "T0: waiting for the call to establish " state, upon an indication from an MCPTT user to initiate a group call probe for an MCPTT group, the MCPTT client:
1)
if the stored emergency state associated with emergency alert state machine described in 12.2.2.2 is set to "true" and the value of "/<x>/<x>/Common/AllowedEmergencyCall" leaf node present in group configuration as specified in 3GPP TS 24.383 [45] is set to "true":

a)
shall set the stored current call type to "EMERGENCY GROUP CALL"; and

b)
shall set the stored current ProSe per-packet priority to value corresponding to MCPTT off-network emergency group call as described in 3GPP TS 24.383 [45];

2)
if the stored emergency state associated with emergency alert state machine described in 12.2.2.2 is set to "false", and:
a)
if the user initiates an MCPTT emergency call and the values of "/<x>/<x>/Common/MCPTTGroupCall/EmergencyCall/Enabled" leaf node present in the user profile and "/<x>/<x>/Common/AllowedEmergencyCall" leaf node present in group configuration as specified in 3GPP TS 24.383 [45] are set to "true":

i)
shall set the stored current call type to "EMERGENCY GROUP CALL"; and
ii)
shall set the stored current ProSe per-packet priority to value corresponding to MCPTT off-network emergency group call as described in 3GPP TS 24.383 [45]; 

b)
if the user initiates an MCPTT imminent peril group call and the values of "/<x>/<x>/Common/MCPTTGroupCall/ImminentPerilCall/Authorised" leaf node present in the user profile "/<x>/<x>/Common/AllowedImminentPerilCall " leaf node present in group configuration as specified in 3GPP TS 24.383 [45] are set to "true":

i)
shall set the stored current call type to "IMMINENT PERIL GROUP CALL"; and
ii)
shall set the stored current ProSe per-packet priority to value corresponding to MCPTT off-network imminent peril group call as described in 3GPP TS 24.383 [45]; and

c)
if the user initiates an MCPTT group call which is not an MCPTT emergency call and which is not an MCPTT imminent peril group call:

i)
shall set the stored current call type to "BASIC GROUP CALL"; and
ii)
shall set the stored current ProSe per-packet priority to value corresponding to MCPTT off-network basic group call as described in 3GPP TS 24.383 [45]; 

3)
shall set the stored last call type change time to current UTC time;

4)
shall set the last user to change call type to own MCPTT user ID; and
5)
shall remain in "T0: waiting for the call to establish" state. 

***** Authorization check to initiate emergency or imminent peril call End*****
***** Authorization to upgrade a group call check *****
10.2.3.4.7.1
Originating user upgrading the call

When in the "T2: in-progress basic group call" state, upon receiving an indication from the user to upgrade the call to "IMMINENT PERIL GROUP CALL" or "EMERGENCY GROUP CALL" or when in the "T3: in-progress imminent peril group call" state, upon receiving an indication from the user to upgrade the call to "EMERGENCY GROUP CALL", the MCPTT client:

1)
if the user request is to upgrade the call to "EMERGENCY GROUP CALL" and the value of "/<x>/<x>/OffNetwork/EmergencyCallChange" leaf node present in the user profile as specified in 3GPP TS 24.383 [45] set to "true":

a)
shall set the stored current call type to "EMERGENCY GROUP CALL";

b)
shall set the stored current ProSe per-packet priority to value corresponding to MCPTT off-network emergency group call as described in 3GPP TS 24.383 [45]; and

c)
shall enter "T1: in-progress emergency group call" state;
2)
if the user request is to upgrade the call to "IMMINENT PERIL GROUP CALL" and the value of "/<x>/<x>/OffNetwork/ ImminentPerilCallChange" leaf node present in the user profile as specified in 3GPP TS 24.383 [45] set to "true":

a)
shall set the stored current call type to "IMMINENT PERIL GROUP CALL";

b)
shall set the stored current ProSe per-packet priority to value corresponding to MCPTT off-network imminent peril group call as described in 3GPP TS 24.383 [45]; and

c)
shall enter "T3: in-progress imminent peril group call" state;
3)
shall store the current UTC time as last call type change time of the call;

4)
shall store own MCPTT user ID as last user to change call type of the call;

5)
shall generate a GROUP CALL ANNOUNCEMENT message as specified in subclause 15.1.3. In the GROUP CALL ANNOUNCEMENT message, the MCPTT client:
a)
shall set the Call identifier IE to the stored call identifier of the call associated with the basic call control state machine;

b)
shall set the Call type IE to the stored current call type;

c)
shall set the Refresh interval IE to the stored refresh interval of the call associated with the basic call control state machine;

d)
shall set the SDP IE to the stored SDP body of the call associated with the basic call control state machine;

e)
shall set the Originating MCPTT user ID IE to the stored originating MCPTT user ID of the call associated with the basic call control state machine;
f)
shall set the MCPTT group ID IE to the stored MCPTT group ID of the call associated with the basic call control state machine;

g)
shall set the call start time IE to the stored call start time of the call;

h)
shall set the Last call type change time IE to the stored last call type change time of the call; and

i)
shall set the Last user to change call type IE to the stored last user to change call type of the call; and

6)
 shall send the GROUP CALL ANNOUNCEMENT message as specified in subclause 10.2.1.1.1; 

***** Authorization to upgrade a group call check End*****
***** Authorization to downgrade emergency call check *****
10.2.3.4.8.1
Originating user downgrading emergency group call

When in the "T1: in-progress emergency group call" state, upon receiving an indication from:
1.
the MCPTT user who upgraded the MCPTT group call; or

2.
an authorized MCPTT user with the value of "/<x>/<x>/Common/MCPTTGroupCall/EmergencyCall/CancelMCPTTGroup" leaf node present in the user profile as specified in 3GPP TS 24.383 [45] is set to "true",
to downgrade "EMERGENCY GROUP CALL", the MCPTT client:

1)
shall set the stored current call type to "BASIC GROUP CALL";

2)
shall set the stored current ProSe per-packet priority to value corresponding to MCPTT off-network basic group call as described in 3GPP TS 24.383 [45];

3)
shall set current UTC time as last call type change time of the call;

4)
shall store own MCPTT user ID as last user to change call type of the call;

5)
shall generate a GROUP CALL EMERGENCY END message as specified in subclause 15.1.15. In the GROUP CALL EMERGENCY END message, the MCPTT client:

a)
shall set the Call identifier IE to the stored call identifier of the call associated with the basic call control state machine;

b)
shall set the Originating MCPTT user ID IE to the stored originating MCPTT user ID of the call associated with the basic call control state machine;
c)
shall set the MCPTT group ID IE to the stored MCPTT group ID of the call associated with the basic call control state machine;

d)
shall set the Last call type change time IE to the stored last call type change time of the call; and

e)
shall set the Last user to change call type IE to the stored last user to change call type of the call;

6)
 shall send the GROUP CALL EMERGENCY END message as specified in subclause 10.2.1.1.1;

7)
shall initialize the counter CFG11 (emergency end retransmission) with value set to 1;

8)
shall start timer TFG11 (emergency end retransmission); and

9)
shall enter the "T2: in-progress basic group call" state. 

***** Authorization to downgrade emergency call check End *****
***** Authorization to downgrade imminent peril call check *****
10.2.3.4.8.4
Originating user downgrading imminent peril group call

When in the "T3: in-progress imminent peril group call" state, upon receiving an indication from
1.
the MCPTT user who upgraded the call; or

2.
an authorized with the value of "/<x>/<x>/Common/MCPTTGroupCall/ImminentPerilCall/Cancel" leaf node present in the user profile as specified in 3GPP TS 24.383 [45] is set to "true",

to downgrade "IMMINENT PERIL GROUP CALL", the MCPTT client:

1)
shall set the stored current call type to "BASIC GROUP CALL";

2)
shall set the stored current ProSe per-packet priority to value corresponding to MCPTT off-network basic group call as described in 3GPP TS 24.383 [45];

3)
shall set current UTC time as last call type change time of the call;

4)
shall store own MCPTT user ID as last user to change call type of the call;

5)
shall generate a GROUP CALL IMMINENT PERIL END message as specified in subclause 15.1.14. In the GROUP CALL IMMINENT PERIL END message, the MCPTT client:

a)
shall set the Call identifier IE to the stored call identifier of the call associated with the basic call control state machine;

b)
shall set the Originating MCPTT user ID IE to the stored originating MCPTT user ID of the call associated with the basic call control state machine;
c)
shall set the MCPTT group ID IE to the stored MCPTT group ID of the call associated with the basic call control state machine;

d)
shall set the Last call type change time IE to the stored last call type change time of the call; and

e)
shall set the Last user to change call type IE to the stored last user to change call type of the call;

6)
shall send the GROUP CALL IMMINENT PERIL END message as specified in subclause 10.2.1.1.1;

7)
shall initialize the counter CFG12 (imminent peril end retransmission) with value set to 1;

8)
shall start timer TFG12 (imminent peril end retransmission); and

9)
shall enter the "T2: in-progress basic group call" state. 

***** Authorization to downgrade imminent peril call check End *****
***** Emergency private call authorizations check *****
11.2.3.4.2
Outgoing call initiated

When in "Q0: waiting for the call to be established" state, upon an indication from the MCPTT user to initiate a call, the MCPTT client:
1)
if the stored emergency state associated with emergency alert state machine described in 12.2.2.2 is set to "true" and the value of "/<x>/<x>/Common/PrivateCall/EmergencyCall/Authorised" leaf node present in the user profile as specified in 3GPP TS 24.383 [45] is set to "true":

a)
shall set the stored current call type to "EMERGENCY PRIVATE CALL"; and

b)
shall set the stored current ProSe per-packet priority to value corresponding to MCPTT off-network emergency private call as described in 3GPP TS 24.383 [45]; or

2)
if the stored emergency state associated with emergency alert state machine described in 12.2.2.2 is set to "false":
a)
if the user initiates an MCPTT emergency private call and the value of "/<x>/<x>/Common/PrivateCall/EmergencyCall/Authorised" leaf node present in the user profile as specified in 3GPP TS 24.383 [45] is set to "true":

i)
shall set the stored current call type to "EMERGENCY PRIVATE CALL"; and

ii)
shall set the stored current ProSe per-packet priority to value corresponding to MCPTT off-network emergency private call as described in 3GPP TS 24.383 [45]; or
b)
if the user initiates an MCPTT private call:
i)
shall set the stored current call type to "PRIVATE CALL"; and

ii)
shall set the stored current ProSe per-packet priority to value corresponding to MCPTT off-network private call as described in 3GPP TS 24.383 [45].
***** Emergency private call authorizations check *****
***** Private call authorization check *****
11.2.2.4.2.1
Initiating a private call
When in the "P0: start-stop" state or "P1: ignoring same call id", upon an indication from MCPTT User to initiate a private call and the value of "/<x>/<x>/Common/PrivateCall/Authorised" leaf node present in the user profile as specified in 3GPP TS 24.383 [45] is set to "true", the MCPTT client:

1)
shall generate and store the call identifier as a random number uniformly distributed between (0, 65536);

2)
shall store own MCPTT user ID as caller ID;

3)
shall store MCPTT user ID of the callee as callee ID;

4)
shall store "AUTOMATIC COMMENCEMENT MODE" as commencement mode, if requested and the value of "/<x>/<x>/Common/PrivateCall/AutoCommence" leaf node present in the user profile as specified in 3GPP TS 24.383 [45] is set to "true". Otherwise if the value of "/<x>/<x>/Common/PrivateCall/ManualCommence" leaf node present in the user profile as specified in 3GPP TS 24.383 [45] is set to "true", store "MANUAL COMMENCEMENT MODE" as commencement mode;

5)
shall create a call type control state machine as described in subclause 11.2.3.2;

6)
if an end-to-end security context needs to be established then:

a)
shall use keying material provided by the key management server to generate a PCK as described in 3GPP TS 33.179 [46];

b)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0011" to indicate that the purpose of the PCK is to protect private call communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.179 [46];

c)
shall encrypt the PCK to a UID associated to the MCPTT client using the MCPTT ID of the invited user and a time related parameter as described in in 3GPP TS 33.179 [46];

d)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.179 [46];

e)
shall add the MCPTT ID of the originating MCPTT to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.179 [46];
f)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCPTT user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in in 3GPP TS 33.179 [46] and;

g)
shall store the MIKEY-SAKKE I_MESSAGE for later inclusion in an SDP body;
7)
may store current user location as user location;

8)
shall generate and store offer SDP, as defined in subclause 11.2.1.1.2;

9)
shall generate a PRIVATE CALL SETUP REQUEST message as specified in subclause 15.1.5. In the PRIVATE CALL SETUP REQUEST message, the MCPTT client:

a)
shall set the Call identifier IE with the stored call identifier;

b)
shall set the MCPTT user ID of the caller IE with the stored caller ID;

c)
shall set the MCPTT user ID of the callee IE with the stored callee ID;

d)
shall set the Commencement mode IE with the stored commencement mode;

e)
shall set the Call type IE with the stored current call type associated with the call type control state machine;

f)
shall set the SDP offer IE with the stored offer SDP; and
g)
may set the User location IE with the stored user location if the stored current call type associated with the call type control state machine is "EMERGENCY PRIVATE CALL".

10)
shall send the PRIVATE CALL SETUP REQUEST message towards other MCPTT client according to rules and procedures as specified in subclause 11.2.1.1.1;

11)
shall initialize the counter CFP1 (private call request retransmission) with the value set to 1;

12)
shall start timer TFP1 (private call request retransmission); and

13)
shall enter the "P2: waiting for call response" state.
***** Private call authorization check End *****
***** Emergency private call authorizations check *****
11.2.3.4.5.1
User upgrades private call to emergency private call

When in the "Q1: in-progress private call" state, upon an indication from MCPTT User to upgrade the call to emergency and the value of "/<x>/<x>/Common/PrivateCall/EmergencyCall/Authorised" leaf node present in the user profile as specified in 3GPP TS 24.383 [45] is set to "true", the MCPTT client:

1)
shall generate and store emergency offer SDP as defined in subclause 11.2.1.1.2;
2)
shall update caller ID as own MCPTT user ID;

3)
shall update callee ID as MCPTT user ID of the other user;

4)
shall store current user location as user location;

5)
shall generate a PRIVATE CALL SETUP REQUEST message as specified in subclause 15.1.5. In the PRIVATE SETUP REQUEST message, the MCPTT client:

a)
shall set the Call identifier IE with the stored call identifier;

b)
shall set the MCPTT user ID of the caller IE with stored caller ID;

c)
shall set the MCPTT user ID of the callee IE with the stored callee ID;

d)
shall set the Commencement mode IE as "AUTOMATIC COMMENCEMENT MODE";

e)
shall set the Call type IE as "EMERGENCY PRIVATE CALL";

f)
shall set the SDP offer IE with emergency offer SDP; and

g)
may set the User location IE with user location.

6)
shall set the ProSe per-packet priority to the value corresponding to MCPTT off-network emergency private call as described in 3GPP TS 24.383 [45];

7)
shall send the PRIVATE CALL SETUP REQUEST message towards other MCPTT client according to rules and procedures as specified in subclause 11.2.1.1.1;

8)
shall initialize the counter CFP1 (private call request retransmission) with value set to 1;

9)
shall start timer TFP1 (private call request retransmission); and

10)
shall enter the "Q2: in-progress emergency private call" state.
11.2.3.4.6.1
User cancels the emergency private call

When in the "Q2: in-progress emergency private call" state, upon an indication from:

1. the caller of the emergency private call; or

2. the recipient of the emergency private call with the value of "/<x>/<x>/Common/PrivateCall/EmergencyCall/CancelPriority" leaf node present in the user profile as specified in 3GPP TS 24.383 [45] set to "true".
to cancel the emergency private call, the MCPTT client:
1)
shall generate a PRIVATE CALL EMERGENCY CANCEL message as specified in subclause 15.1.12. In the PRIVATE CALL EMERGENCY CANCEL message, the MCPTT client:
a)
shall set the Call identifier IE to the stored call identifier;

b)
shall set the MCPTT user ID of the caller IE with the stored caller; and

c)
shall set the MCPTT user ID of the callee IE with the stored callee.

2)
shall send the PRIVATE CALL EMERGENCY CANCEL message according to rules and procedures as specified in subclause 11.2.1.1.1;
3)
shall initialize the counter CFP6 (emergency private call cancel retransmission) with the value set to 1;

4)
shall start timer TFP6 (emergency private call cancel retransmission); and
5)
shall enter the "Q1: in-progress private call" state. 

***** Emergency private call authorizations check End *****
***** Emergency Alert authorization check *****
12.2.3.1
Originating user sending emergency alert

When in state "E1: Not in emergency state", upon receiving an indication from the MCPTT user to transmit an emergency alert for an MCPTT group ID, and the values of "/<x>/<x>/Common/MCPTTGroupCall/EmergencyAlert/Authorised" leaf node present in the user profile and "/<x>/<x>/Common/AllowedEmergencyAlert" present in group configuration as specified in 3GPP TS 24.383 [45] are set to "true", the MCPTT client:

1)
shall set the stored emergency state as "true";

2)
shall set the stored MCPTT group ID to the indicated MCPTT group ID;

3)
shall generate a GROUP EMERGENCY ALERT message as specified in subclause 15.1.16. In the GROUP EMERGENCY ALERT message, the MCPTT client:

a)
shall set the MCPTT group ID IE to the stored MCPTT group ID;

b)
shall set the Originating MCPTT user ID IE to own MCPTT user ID;
c)
shall set the Organization name IE to own organization name; and

d)
may set the User location IE with client's current location, if requested;

4)
 shall send the GROUP EMERGENCY ALERT message as specified in subclause 10.2.1.1.1;
5)
shall start timer TFE2 (emergency alert retransmission); and

6)
shall enter "E2: Emergency state" state.

12.2.3.5
Originating user cancels emergency alert

When in "E2: Emergency state", upon receiving an indication from the MCPTT user to cancel an emergency alert and the value of "/<x>/<x>/Common/MCPTTGroupCall/EmergencyAlert/Cancel" leaf node present in the user profile as specified in 3GPP TS 24.383 [45] set to "true", the MCPTT client:

1)
shall set the stored emergency state as "false";

2)
shall generate a GROUP EMERGENCY ALERT CANCEL message as specified in subclause 15.1.18. In the GROUP EMERGENCY ALERT CANCEL message, the MCPTT client:

a)
shall set the MCPTT group ID IE to the stored MCPTT group ID; and

b)
shall set the Originating MCPTT user ID IE to own MCPTT user ID; and
3)
 shall send the GROUP EMERGENCY ALERT CANCEL message as specified in subclause 10.2.1.1.1; and

4)
shall enter "E1: Not in emergency state" state. 

***** Emergency Alert authorization checks End *****
